








Research Challenges –

Transparency Tools for enhancing
Privacy

� Usable end user tools for
� Informing about passive (hidden) 

data collection 

� Assurance/Trust evaluation

� Informing about privacy 
implications of future actions

� Online function to exercise rights

� Services side tools for
� Automatically answering users' 

online requests

� Checking privacy compliance

based on privacy-preserving
logging and inference techniques

Trust Evaluation – PrimeLife 0.2Trust Evaluation – PrimeLife 0.2

          Trust Evaluation

[Company name] [web address]

has been evaluated according to your trust policy settings.

Trust Evaluation results of [Company name]’s system:

Mentioned in privacy alert lists:   

Datainspektionen, 2008-09-23

ULD, 2008-09-01

  Blacklisted:  

Konsumentverket (Sweden)

[Name_of_List] (Spain)

[Google Blacklist] (International)

  Privacy seals: 

TRUSTe Seal

ULD Gütesiegel (no information)

EuroPriSe Privacy Seal (expired)

  Does not support PrimeLife Functions:

Close CompleteViewClose Expanded View



Research Challenges –

Multilaterally Secure Reputation 
Systems

� Meaningful reputation 
metrics

� Prevention of reputation 
poisoning/ forging

� Interoperable, transferable 
and privacy-respecting
reputation schemes



HCI Research Challenges –

Usable Tools for Trustworthy ICT

� User-friendly representation of complex
technical privacy concepts

� unlinkability, pseudonymity, policy management, 
anonymous credential selection,…

� Mapping legal privacy requirements

� Mediating trust

� Providing security
� against Phishing, Spoofing,...



Final Remarks

Development of Tools & Technology for Trustworthy
ICT requires interdiciplinary cooperation

Technology

Law

Social 
Sciences

Economics

HCI

Ethics

Trustworthy ICT
Tools & Technology




