+l@M8:P 8E; $;<EK@KP (8E8><D<EK @E L

|18=K I<KHL@I<D<EK/J

GFC@:@<J

T @KFIJ 8I@E< FLIE<Q 1
"I<>FIP )<M<E $ (

,<M@<N<¢B8JBLC= &F?CN<@JJ &/’
(8IK@E +<BTI<B .$'.

$.<EK@ #H@ <

PG< #<8I1K9<8K

Cc8JJ +L9C@:

8K< <:<D9<|

-K8KLJ 18=K M<IJ@FE
l/@E8C M<IJ@FE @E %LCP

Abstract

*EFK?2FI18: K@ MIERQ @D < GAEA@KK ;< J @HE@ D G C <D <EKHEK @ BEI@MBEL @ : P
CBE>LEFC@TFE>LBIBB<RC<DCGEKERGI@M8:P @E8 K D 8@ FE K I(18:R1@ € <
@EK<IGCERI BB WK?’RBB8ABIMBEKSPEIBKLEBE > L &28&,=<J @ >GEKEG <KCRBFCCFN
SLKFDEK=*FKQA@8EWFEMBEGCFI@KQOHH | .<PGFIC @ ?2@FILD<EKME?=<®IEKK G
@QE?<M<CFGBHKERCSE>L8KE<]): | @PEIIDIRH<C<MIE&KIS: <ES8I@EN FGCM@MES: P

F

E<C

GFC@:@<J 8E; ;<l@M<J =IFD K?<J< 8 C@JK F= I<HL@I<D<EKJ K?8K J?FLC; 9< C

Theresearchleadingto theseresultshasreceivedfundingfrom the EuropeanCommunity's
SeventhFramework Programme(FP7/2007-2013)under grant agreemenin® 216483for
the project PrimeLife.



Members of the PrimeLife Consortium

$ (,<J<8I1:? "D9# $ ( -N@KQ<ICS8E;
/IEB89?VE>@><J '8E;<JQ<EKILD =XI /BK<EJ:?LKIDS8EP

< ?E@J:?< IE@M<IJ@KVK 1I<J;<E ./ "<IDBEP
&8ICJKS8;J I[E@M<IJ@K<K & / -N<;<E
IE@M<IJ@KU ;<>C@ -KL;@ ;@ (@QCIEHS $K8CP
%F?8EE 1FC=>8E> "F<K?< IE@M<I'J@KVK !TSEB&EEPK 8D (8@E
-K@:?K@E> &8K?FC@<B< /E@QM<IJI@K<@K IBHIEKCSBE;J
"% , B ( 1 IHH8E:<
&8K?FC@<B< /E@QM<IJ@K<@K '<LM&E/ '<LM<EC>@LD
IE@QM<IJ@KU ;<>C@ -KL;@ ;@ <I>8DF" $K8CP
"@<J<:B< <MI@<EK "D9# " "<ID8EP
<EK<I| =FI /J89@C@KP ,<J<81:? EFP@E<<I@BEXI@8
LIFGV@J:?<J (@:IFJF=K $EEFM8K@EJ <EK«IID'8EF
I . "<ID8EP

IFNE /E@M<IJ@KP /-, /-

Disclaimer: Theinformationin this documentis provided"as is", and no guaranteeor warranty is giventhat the
informationis fit for any particular purpose Theabovereferencedconsortiummembershall haveno liability for
damagesof any kind including without limitation direct, special,indirect, or consequentiatlamagesthat may
resultfrom the useof thesematerialssubjectto any liability whichis mandatorydueto applicablelaw. Copyright
2008by IBM ResearctGmbH, UnabhSngigesandeszentrurfiYr DatenschutzUniversit™ degli Studidi Milano,
GEIE ERCIM, Katholieke Universiteit Leuven, Universit™ degli Studi di Bergamo, EuropSischesMicrosoft
Innovations Center GmbH, SAP AG .



List of Contributors

FEKI@ 9 EKFDBI<+8@ D<'@BiKBIKFEKS @EL,@GFILD<BEE;@M@;L8C
G8IK@:@G8EKJ @QE K?< :K@M@KP 8l< 8K K?< K@D< F= NI@K@

C8L;@B>E8)$($ BI@FLIE< '8LI<BKJI8I($ (@:?7<€QQ@
-+ %8BD<E@$:? C<BJISEUBQ<I8SBP -<98JK@®@®HJIHEXI
"I<>F)RM<B ( -K<=8BF89FJ)®@ IF¥*<;|@BES$ /CI@-@EJ;FI=
($ 'I8EQ -Kxk=8@3J -C@D89<CI@ ?1@JK@E@SM@I)BFL
+@<I8E8RBBBRE($ %BE?8CCB8IF<:BKLEIKFIK + @<KEDDc<I
$ ( .?FD8JF<JJC%kl -891@E88GCAKEM@D<I!:3KI®$ (81@F
o<l;@::?@F /)$ " ,@>F 1<EE@E> 1

. ?<BLK?RFLC,@B& BEFNCO<K 2xIl@ D <GB tKkBEKIO K<PEBICEGRK ? < @ |
" FEKIQKK@FEBDSBEEI<B8I<B'. ./ K?2k +FC@BHE>L8SEK<I<JIK
IllFLG +I$)II

?7@Q3ICOMNBKES<HKFB. (' G8>kJ@H®RP(L =IFB<J'F>HKK;
3<J'F>@: ?8J ;FE8K<; 8 C@:<EJ< F= +I1@E:< 2(' KF 1



http://www.princexml.com/
http://princexml.com/company/

Table Of Contents

1 Introduction 6

9FLK K?@J ;F:LD<EK

'"@8@JIJFEJ KF FK?<I| >IFLGJ

1 +'$)" .?< +FC@:P '8E>L8><J $EK<I<JIK "IFLG
$-* % %. - 1" FE $;<EK@KP (8E8><D<EK 8E; +Il@M8:

'<>8C I<KHL@I<D<EKJ

<=@QE@K@FEJ F= GFC@: @<

8K8 #8E.C@E> GFC@: @<J
::<JJ :FEKIFC GFC@: @<
JLIK GFC@: @ <J

2 Scenarios 10

/

1@B@ J:<E8I@F
,<>@JK<I| KF K?< 1@B@
@K GFC@:P =Fl ELD9<| F= J@K<]J
I<8K< 8 E<XN J@K< N@K? GFC@:P
:<JJ FEKIFC 98J<; FE I<GLKS8K@FE
CF> J:<E8B8I@F
I<S8K@E> 8 9CF>
+FJK@E> 8E <EKIP
+FJK@E> 8 9CF> :FDD<EK
,<8:@E> 8E <EKIP
EK<IGI@J< NFIB=CFN J:<E8I@FJ
/ 8 FDGLK<I G8IK NFIB=CFN
/9 FDGB8EP #, NFIB=CFN
-F:@8C )<KNFIB -@K<J

~ Y~~~

/
/
/
/

/ ,<>@JK<I| KF 8E -)-

/ JK89C@J? :FEE<:K@FEJ

/ +FJK :FEK<EK KF FNE GIF=@C<

/ +FJK :FEK<EK KF 8EFK?<| GIF=@C<

/ FEKIFC 8::<JJ KF 8E; LJ< F= -)- :FEK<EK GIF=@C< ¢
"FEK<EK

/ ,<GFIK FE 8::<JJ KF 8E; LJ< F= -)- :FEK<EK GIF=@C=<
"FEK<EK

/ I8EJ=<| GIF=@C< KF 8EFK?<I| -)- :8K8 GFIK89@C@K|

/ $EK<>I8K@FE F= DF9@C< -)- 8GGC@:8K@FEJ

/ CFJ< 8E -)- GIF=@C<

/

/

EFEPDFLJ I<;<EK@8CJ 8E; @;<EK@KP D8S8E8><D<EK
/ 'F>@E LJ< :8J<

/ LP@E> LJ< :8J<

/ "@=K <IK@=@:8K< LJ< :8J<

-PJK<D FM<IM@<N

/J<| $EK<I=8:< I<HL@I<D<EKJ

/ JALJK 8E; 8JJLISE:< # $

/ /1J<l @EK<I=8:<J =FI GFC@:P ;@JGC8P 8E; 8;D@E@JK
-<IM@:<)J FDGFJ@QK@FE -:<E8I@FJ

/ <+FIK=FC@F J:<E8I@F

/ 8K8 !CFN @E .I8M<C FFB@E>

/ 8K8 ICFN @E #LD8E ,<JFLI:<J



/ +l@M8:P KI8;<F== @E J<8I1:? ;@J:FM<IP

/ 'F>>@E> L;@K@E> /J< 8J<
/ +I@M8:P F= CF:8K@FE 98J<; @E=FIDS8K@FE
3 Other perspectives 29
/ +l@M8:P +tFC@:P (8E8><D<EK
/ I<;<I8K<; +tFC@:P (8E8><D<EK
/ LK?<EK@:8K@FE -KI<E>K? +FC@: @<J
/ FIGFI8K< -<:LI@KP +FC@: @<J
4 Requirements 33

"<E<I8BC GI@E:@GC«<J
"<E<I8C GI@QE:@GC<J =F| 8K8 #8E;C@E>
"<E<|8C GI@E:@GC<J =FI ::<JJ FEKIFC
,<HL@I<D<EKJ =F| C8E>L8>< DF:;<C 8E; <OGI<JJ@OM@KP
,<HL@I<D<EKJ =FI 8K8 #8E;C@E> GFC@:@<J
,<HL@I<D<EKJ =FI ::<JJ FEKIFC GFC@:@<J
,<HL@I<D<EKJ =FI .ILJK GFC@:@<J
,<HL@I<D<EKJ =F| +FC@:P FDGFJ@QK@FE
FDGFIJ@K@FE F= 8K8 #8E;C@E> GFC@: @<J
FDGFIJ@K@FE F= ::<JJ FEKIFC GFC@:@<J
FDGFIJ@K@FE 8E; .ILJK GFC@:@<J
,<HL@I<D<EKJ =FI| LJ< F= 8EFEPDFLJ :I<;<EK@8CJ



?78G

Introduction

1.1 About this document
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1.2 Liaisons to other groups

1.2.1W3C PLING: The Policy Languages Interest Group
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1.2.2ISO/IEC JTC 1/SC 27/WG 5 on Identity Management and
Privacy Technologies

JBEF==@C @8 @IFERBI-*$ %. - 1" \$, <EK@EKB><D&EK

+1@ M&:PEFCF>*» @Dk @-K@ MFEKR @ KUIK?@BWP< C F FRIKBK ; @ B
K?@RIB@EPLESEHA<;9FBDIFRSICIKRD M<NBBEKEBFQO@KB@FEm : <l

&8 @BEE<EKPEM<E<I 1" @KR?«1@D<'@FIk @ B8RRI KE<I

% F ? 8lFFEE = > BE<K PE@ M < QIEBKEB (B ®H 8-E?8CC89WDB89?VE>@ ><J
'8E;<JQ<EKILD =XI 8K<EJ:?LKQ 8 +l@D<'@=< G8IKE<I @J K?< -

?2FJCFI<C8K@EBBURBKHL @ | <IK<HXDKD EBR?NFIBS$-*$ %. -
1" FE+1 @ MBER ; <EK@KFP><DE&EKSBOAEKFFLER+|I @ D <'&F=5 <
<HLBKTHKI<BIKILERIQ@ D <=@HL NBFD EKPFIBEK?XK8E; 815 J
JC< @EBAKINKFIBES-*$ $,<EK@KFP><DKHBR<NF$B*$
+l@M8:P !'I8D<NFIB 8E; $-* $ +tI@M8:P ,<=<I<E:< [:1?7@K

1.3Legal requirements
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Fair and lawful processing
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Purpose limitation
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Data minimization
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Transparency and subject access rights
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1.4 Definitions of policies
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1.4.1Data Handling policies
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1.4.2Access control policies
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1.4.3Trust policies
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Scenarios

2.1UC1. Wiki scenario

2.1.1UC1.1. Register to the Wiki
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2.1.2UC1.2. Edit policy for number of sites
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2.1.3UC1.3. Create a new site with policy
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2.1.4UC1.4. Access Control based on reputation
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2.2UC2. Blog scenario
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2.2.1UC2.1. Creating a blog
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2.2.2UC2.2. Posting an entry
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2.2.3UC2.3. Posting a blog comment
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2.2.4UC2.4. Reading an entry
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2.3UC3. Enterprise workflow scenarios

2.3.1UC3a. Computer part workflow

#8EJ 8D BsFM<| . CP@EDGLKKIFDSFOHRKO DEJG @J@FB8D<
FLRK?XFO@QEKZ2KEP.FDGLK&EKIKISK2@ EKIHL @BEJ 8 IKIFE€ @8:B

8, OKOFREOF{M<ERIBGGC @? NBE REI KB8IRC KR |E@ K F<&=K <
?FLRAE@EK<NKEBKNI@HEFLGCILHBEIJ S8DENECFBECRD8@CJ
G<?PFILBEC<XODB8BKRKETFEY9CFEKGEGK|8P#8EJ 8D:GE:CLKL,FHM <
'CF:B@E> ?8; KLIE<; ?@J :FDGLK<| @EJ8B8E< 8E; 91FL>?K @K KF :

KK?<4<JKFD<IMBE®@EAS8 :FIKGKR<RJ;K?E8DS8;;I<)G?FEKDI9<I

<> @BER @ IBRRK#8EJ 8D8GEN<BIAK 7?6 8JINFHFK?dP G K@IPJ K&D;

1<, @BKGC8PDOEK-FIDSXEFPELKEIJ@JIJ8IJI<BBKREBIKI | I< KK
<IK§QEBIKDLEHIKFD<IMI@QFEREBI KFEQREK?M<BX<<;@E=FID8B8K@FE
KR?IJIG< K@ B®3K @REKIPG8IINFRK?4PGCK@PIKNOFECR M<E
KK?%8I;N8I<G8@«G?FE+LDINIFLEEOGR>@ WH? FD<:?8EN?”B
NFLC; E<<; =LIK?<| @QE=FID8K@FE =I1FD #8EJ 8DG=



$KLIEKLK?3RDB<:?8EKRPRLK?K/ >SFK<M<[8OB>8ENFLQC8MF
9d<GC8.%GCGFNEKE®K<;3dFD<OK<IEGBE®K?X81;@ PBKB<ISE@K@Q<;
KF<:K@&DB @M@ | UKRI<D<:?8E@LK;?&RXK |8 Bx<C K@ E pL :XP

FM<| . CFKB@ESLAE®EHL EJKIKBK<KI|@KE @XKO<+/ IP@EKIF;L:@E>
;@ ==<JKBEK<DBIOFKKR «<F | I<:KEF<J/ :8C:LC8EKMRAFEMK?3IGLI@FLJ
I<D8@EJ FE K?< ?8I; ;@JB @EKF ?@;;<E 81<8J

8:M<:?8HAFLLBIKBGC<: @Z@KPE=FEK<EKULIKUIBB98J<;
FEK?KPGBE ;FEKFfBHEQ@ KSE FEK?8KK| @RPKRR&:?8B@KEK<K2<
<EKIP<I@ICIFDAd<:LIJ)@MEL FK4O8D @FEKILDK:?8B@LKF<J
EFKILKRXESCBH®JIIKE, 9P<GA@@RED<:?8B@8J2,Q®8>EFEB @ J
BEB8CPJ@J 8E; K<JKJ D8;< 9P I<G8@!| LE@K 2 K?<E FE< D8P EFK

$B;;, @ KKKFEGKC @K TB@BIC BE<<<SF8 . <JBEKCHC @ FEKIICGGC@<I1J
NO@EGKBEFN?G8JINFRK?dPG K@ C<JIPRJOKI® FEBEEP 8 DB
COKRHED;2ENSEKKRG< . @ZMMICCFRRE<N?8KFI<O8D XKC<@JB

I<G8@I| J?FLC; ><K K?< G8JJIJNFI; 9LK EFK K?< G8B8PD<EK @E=FIDS8

$SR?FLECIRKGFIIEBG<: DZFIBGCGGCGKERKPBKS8 N?<KBRBBO L I<=sFI
|<J<8I1:? GLIGFJ<J N2?<K?<]| @K :8E 9< D<lI><; N@K? FK?<l| ;8K8

2.3.2UC3b. Company HR workflow
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2.4UC4. Social Network Sites
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2.4.1UCA4.1. Register to an SNS
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2.4.2UC4.2. Establish connections
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2.4.3UC4.3. Post content to own profile
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2.4.4UC4.4. Post content to another profile
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2.4.5UC4.5. Control access to and use of SNS content (profile
information or other content)
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2.4.6UC4.6. Report on access to and use of SNS content (profile
information or other content)
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2.4.7UCA4.7. Transfer profile to another SNS (data portability)
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2.4.8UC4.8. Integration of mobile SNS applications
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2.4.9UC4.9. Close an SNS profile
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2.5UC5. Anonymous credentials and identity
management
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2.5.1UC5.1 Login use case
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2.5.2UC5.2 Buying use case
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2.5.3UC5.3 Gift certificate use case
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2.5.4System overview
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Client components
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Server components
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Request processing
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2.6 UCG6. User Interface requirements

2.6.1UCSG6.1. Trust and assurance HCI
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2.6.2UC6.2. User interfaces for policy display and administration
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2.7UC7. Services Composition Scenarios
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2.7.1UC7.1. ePortfolio scenario
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2.7.2UC7.2. Data Flow in Travel Booking

Scenario Description
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2.7.3UC7.3 Data Flow in Human Resources
Description
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2.7.4UC7.4. Privacy tradeoff in search/discovery

Scenario description
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Requirements

Z-G<:@FFPKO@GEBEBEKB3E ; CAFEC@ FixH I KRBREKSOLIKIFM @ ; <
?7CCF BB FESFGKOQFHSOCER2BKIIJIFBEB@ DGIKMLBC@KP
F=J<IM@:<

2.8UC12. Logging/Auditing Use Case
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2.9UC13. Privacy of location-based information
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Other perspectives
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3.1 UCS8. Privacy Policy Management
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3.2UC9. Federated Policy Management
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C<M<C GFC@:@<J @J FE JFD< F= K?<J< CF:8C GFC@: @<

. 27@Q@AN?8K8BC=<<IFTKXKCAMWEP8><DI<IEKEI@ K I<8IN?<K? <@K? <
E<<KRE;<IJKBEB<<@E&XFFLEREM<ISERLGFC Q@ <@ €F @BES$.
@E=18JKBERKEM&E @ EK<>IBRK@ EBK;FEJ @ JBKISE&> < F<KK<J<
GFCo@: @<J

SK?@WX8IRSERD ==CGCREG@EP>LBMH<I<FG<ISKEBAE>=S$.<EK @3FKD <J
@ ==C<HMRBIIKIB:BBFE=FI9P, @==<GFEKRKERF | : < B ¥HKKE KJJ
LECOKBERKR? <@ KB BEF CQAQ3P>L38bxB @QKER<d<GCHARBLE@HL<
'FDGI<?<EJ@M< C8E>L8><

-FDd<HL@ I <®I<EKRIPBM @BEFPE) @ JBE<EKE& I<G|I<BOBKS &K@ BEE
FIGIOE: WGEHKBIKIEK@ EKJIIPMBI @ EIFIGEC @8 O<N® K8 PR=
<=@E@E> ;<G<E;<E:@<J 8E; IKCBK@FEJ?@GJ 9<KN<<E K?<D

?@QNFLC<K@P<KKEI<IIKBEM<IBLIC<IF><EREG<IBK@FE®RC@ <J
C@EB K?<D 98:B KF ?@>? C<M<C GFC@:@<J 8E; I<8JFE FE KFG |

3.3UC10. Authentication Strength Policies

*T@>@E8C LK?FI "@C<J #F>9<E LIFG<8E )<KNFIB 8E; $E=FIDS8]
=IFD ?KKG NNN N FI> +FC@:P'&G)C6@E> N@B@ /J< 8J<J 5

<J:! 1@ GO REEDS&EKD G 8 F@ <18 K@ EXI<K ? < E K IP: BK#EBPBE €< ;
KB<BE8:? @€&; 8 CH-C QOF @M PEDJE S ;8 TGFC A IQA@ KRIRGEE@JIJ8K@FEJ
JGC<:@KPRE&E @IKLIE EF&I?K ? < EKIQF B K &AL EXIB:;: <BI<IM @K 2<|
=<8KEKIELK?<EK (@ BKOBEBBC@E('" 8I8CFRRAEKILIIK?<
COEBSOBRBIKPKFB4HIBEK?k>@ JKEEKABEERA < <;IN2® : ?
JLIITFLE; ?FN K?< KFB<E @J 9FLE; KF K?< G<IJFE J @;<EK@KP

(BEFRGIFGFIS8EUERI<KIC<M<QII @ SQKE?><EK @K BKER@KIR? <@B F
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3.4UC11. Corporate Security Policies

*T@>@E8C LK?FI "@C<J #F>9<E LIFG<8E )<KNFIB 8E; $E=FIDS8]|

=IFD ?KKG NNN N FI> +FC@:P'&)CE@E> N@B@ /J< 8J<J 5

<J I@GCGK@QIBE<<5sF8:FDDFEFID8KRI?81 @QEEKIEZ<I@ EFIGFI8K<
J<!LI@KCAOIMDFEHEP G SEPL G 8 KE@ J: KPXaHK JKE 8 CBOKP@ : P
OLK?NFLOBBKR BIXKM@E&RPF; QFKBE;BO,GI<IJF@FHRI@KP@: @<J
.?@J NFLC; =8:@C@K8K< <IK@=@:8K@FE 9F;@<J KF 8GGCP JK8



?8GK<

Requirements

Note: the requirementshave unique numbersfor future referencesfrom other documents.
They are not necessarily consecutive nor significant.

4.1 General principles

.?<=FCCHNBIE@® <D <EEKJ@ @< 2<CIHD | 8 PBEX XK. <E 8 II@?I<8 K <
<J:1@9<; 8J ><E<I8C GI@E:@GC«<]J

4.1.1General principles for Data Handling

RG11 Measurability
?2QFIFCHBBFCOSE>L@IKkC=QCOFEIKILAG@EBE>L8><
SCCKRKMI<B?BREFCTBI<<H CCFEFNI¢4s: KOK:?8EKRB DFKI8K
ILC?BI<<EGC G @@ks IEFK. == @K BxDOFKE J KIBAK G <I®B KD <
GFC@:@<J :8E 9< 8GGC@<; 8 CFE> K@D< 8=K<| K?< DFD<EK N

RG12 Unified model
S8KB88E COEC®<@ED ><KABKE:;: <JIFEKIGFEC @BLEDD® <C
@J 8 B<P JL::<JJ =8:KFI =FI 8 GFC@:P C8E>L8><

RG13 Semantic compatibility
JDL:BIGFIJI@BOCFCQE@SE>LB>LZsI<DS8EK @B GCG8RNDK %<
+C8K=F#D@ MBI P=-<I<E:«J<K8B€€HIH<DSEKB@®IFLEIK:K@FE

F= .?2< + + -G<tOr=@ :8GQARB-®:8K@FE

RG14 Stickable policies
.?<JK@:B8OKPE FIKRFIKPEGFC@8E>1L8>8K C KMBKK8EFCKREP
:8K8 EF D8KK<I| ?FN N?<I< 8E; N?<E K?< ;8K8 @J J<EK

RG15 Revocability
SPLIK<GFII@PEMFBBKEBE;,CRQECKR?RPEDNSROACFII@BC<
I<MFB< 8 :I<;<EK@8C



RG16 Transparency
GFC@8P>LBIKBIBEOGIKIBKBCKNSI<IJLCREOEIBEIE=<I]
K?< ;8K8 9<KN<<E <EK@K@<J

RG17 High-level Policies
?<GFCO?BEKU<OGI<IJHEKECEBCFN BFIK<:?E@<8LBCJIF
FBB?@>T<RXFI89IKIBKM 2 Q<E<E@ARKFFFIOSDETEREFC@: @ <J
8B< FDRFIKKBI®RIE; <IJKBEEEC KB IR EIFIDLCBOKEFK?<I
K<:?E@QFHEKBCFEFPIEZZIC<M<IEK@QKE2&6FC@ B2 >?CJIM<C
SEJKEKSCBA@EPLK ;@K :81; ELOD®@K :8|;<KS®OEFEEKFCFEE;
<) I@RAK?8KBE ;<kd?<C8JJl<;@K;8KIFI<MIEFI&*<E<I&EBPD<EK
;8KS8 .?<E K?< GFC@:P :8E I<=<| KF :FE:<GKJ C@B< :I<;@K :¢

4.1.2General principles for Access Control

RG21 Data minimization
.?<GFC@3E>LIB I ,GGF3KE<E:FLISP@E®@D ®@AWIKEFAEK
G<IIJFEEGFIDRREBHUEM<B8@E,|;<KPFP8@E: <JKRB I<JFLI:%<
8l: 7@ KINLICGE @ EEFKITLIHR 28 KTE =F | DB -BRELIA@IKS,; @ CP
SMB8@RB8IAEZZ::<Jd: @ IJ@IFBE < 8K? KI?C @ 3K K| @ROLEIK XK P <
I<M<BEIK?G |I<; OKIEK <KIB<GIFMX? FLL< O G C @G@ KPR ks
J<IMERIG < ? FMIOEK ?< JIFCKE <>FK @ 8 K ®¥€EC QSKEK?Xk<IM< |
?2< COXERLIC?<BMKEGK ®FEM BEOKP FIKK I QR2LB8KIKI @ : KCP
E<:<JIBPRKZKT1@QAFII@IEKI EFFKECPG<HEEK?GFC@3P>L8><
ILBCIFEK?KE;<ICRBOK?»><EK®<SKEFFKEHECPI<FKO8DQ@RC<
<IK@ =8 48IKKPKI<ABKF<M BT RBRRK| QIFKRER <@ >Q@RRSESKLI<
8B <?<:B<?<;8KBSE; CAAECEPPLELS <K<ID @EIX® D @@BE @ DS8C
NSPK?x<E<EH® E :J@BICBK ? KR <+ FE B C KN JF 8 <K @QKEBK<
E<<; KBE<I=KKPX<IM@BKKI8H|: ERPEIJ<HB>| KB ;<=8L00K <
C<EOMKERK?FLK?<I<9RGFIIRBOSIF: @@ K=<KtBIKEF@ ==<I<EK
I<JFLI:<J 8E; K?<J< J?FLC; 9< K@>?KCP :FLGC<; KF K?< I<C«<

RG22 Anonymous and/or pseudonymous access control
LIKI? 8TAWKLGFII @B CBEKPIFLOEBEFEPOFHGI<L;FEPDFLJ

NS8PFISBBBEFEPDBF LJIK?X<IMEBILIK? ERI<I <AL CKQEC XJIJIBIP
ISHL@ I<B<E&I< N?@QKR{<HL@AKKI@OCKEKIR+LI<KFIK8P
SEFEPDRPI@F=FLIFEGCFII@FKLI<HL@KKI@ CIBBEd 8l<
B8CGCKBIE@EH DIKH<FBEK?KISKBK?<I<EFK<@ ;<EK&Es @ <;
K?KE;<ICR@.REFLIFGEGBIKMEHE 28K K | @@ EBEF E P DNFARE=F |
<O8DGL@KE?>K<:?EFEfSPFEPDIKLIEK@ &IXL;FEPDFLIF J
JODEOKISFEFEPDAHFHYN QK?<@ ==<KBE{M<8P.<BLI<IF<P<
GIFM@FRPBRO@E®W ;<EK@EIR k| FERDAK ?2X< | M<IKIF< : F > EK? Q@ K
K?38D<GJ<L;FEPDFISHL<8K3IAFN<MK?PI<|MKE BFEF NP <
GJI<L;FBEPPFK?I< 8@ ; < EK¥M#<P<I? Q@ DGFI[@BEHKNSEKB<<G
JFDG | F=RACXKK< | M@ N? @GKPJ<IK @EEKBD <CEFEP DKL AR IM<I
INFBC<>BE@BKD INIM @ LIKF ==<GJ <L ; FE P INPL<IEC<RNI<BKE
9< !FEJ@;<I<; I<8JFE89C< =F| K?< J<IM@:<

RG23 Link to data handling policy
M<E?FL@E?@JLD<EKF=K=E:LRE8::<JFEKBHEC,8K88E;C@E>
GFC@<pbB8I8K2EAR@ES ICFI4CPBK<I<IMBI :XIFEKGREC@:P
J?FLEFREJB <: @2ZPKSONSEKIFR ?kJ<9LBC PFNO@RS CS8EEK® E >



KI<KBRBKE8<IK?<¢#+ @A8HK?<+ *EK?RKK?X8E8LJ<I|#+ D8P
JG< @2@K? @I I KEDBCTCCFRR<K?<$IK?&R<+ 9<:FDB 3 Rc
K?< #+

4.2 Requirements for language model and
expressivity

R410Meta-policies and policy generation
$PBFDBIARE<: <] ISHPIKKA@BK JI @B C K1BKD BKK 8 KEKZKS8
27@8BB: 70 IWK=0P@KS GFRUBB<<BECK<P G C.&KXZD <
D<:?8E@HE<LI<KBG<: @FERK I FEEKIAK:1BKS <E<|18K =9 P8
JSRIMO@KIGFEBLIJ<IKHL<PKI<FEIKISBEKII@MKEBILEK
8. <JFEKIFX<IK@HRHI<:?8E @BHI<CIPE8E NSPKI<KOGIGIRC@ :P
><E<I8SK@FEJ ILC<J @E K?< GFC@:P C8E>L8>< @KJ<C=

4.2.1Requirements for Data Handling policies

R111Business logic to describe data usage
?<QLI@EfFIMBKEK<IGYRUIID @ ESKIKL SBCRE N BIK 2,8 KB=K<|
OBRX: <OMK?BI@ERI@DXJ: | O@EIKBE ;B INBEF408DGILARE >
1- + LIQEKIFI<IO<:LK@EBL8>?<@®@K?FLE<GFJJ@&FC<
SBLKFD8K @GP+ = IFRKIG<I?&EF ' ;<J:|@ GKKIAREGM<E
9< G8IK F= K?< #+

R112New usage should trigger consent
?<GFC@8E>1BLX GCHIK:?SERRMHL @<NFEJ<ERKR?KI <@ =
K?< ;8K8 :FEKIFCC<I| NB8EKJ KF :?8E>< K?< GFC@:P
Z, 8 K?< 89FM< D<:?8E@JD DLJK 9< JLGI<JJ89C< 9P LJ<

R113Legal policies need differentiated layeringnot much semantics for enforcement)
GFCQSE>ILBLI®E:CHK?€6FJJOB@O@IKERB;; | <BI<B8KKI<<
C8B8PFHILDS8E I<8KE&RE<J:| BGF CHORPRKI<I? @AIX:FDD<BR;
K?&G FK?<IK@:C<IFLEGCOQEBHEI<#8IDFE@E<FIDBK@ FE
+IFM@JIEXFEFGC@E®@BE; EEHXO 5*G@E@FEG6 EE<O
Z 8short version of the privacy policy, N@ &8 ;;1<JJ890@d K| LKKALL <
,<=@E<;
Z 8condensedersionof the privacy policy N @&E ;;1<JJ82CIKILKKLI<
9< <=@E<;
Z 8full (lawyersreadable)versionofthepolicy N@&EB ;;1<JJFLOIKIL:KLI<
KF 9< ;<=@E«<;
Z 8=F L la&gér to expresghe policy with iconographyJ ? F LS8 M 8 @ GI&D IC %
8 J<K F= @:FEJ KF 9< ;<=@E<;

R114Technical representation of legal policies
?<GFCO@8E>LIBAHdLVBIKKOGIEIFIBEC @2 &FIDL GG F K@ @
@>@KBXBKKBEIJDQIE@EER? @E< 868B<5JIJ@EP<DB8EKE@KI<
I<SGI<KI<KEXKIH@IH<=LEEPQO ;FEY9<FDG8KNGBDIKEZE8G89@QF@ K @ <J
8E <==@:@<EK GIF:<JJ@E> <E>@E<



R115Policy templates
. ?<GFC@8E>LF411;C CKK = @ ERBKKD BEB K< G | < FCHK@ FE8C
JSIMBIGBIK@FEM O EIKIDBRKX=QEK?XKIL:KEIE;@K@FEJ
@E Fl;<l KF G<ID@K K?<@I| =C<O@9C< 8GGC@:8K@FE FM<I GI

R116Policy matching (domains, variables, _fill the blank values_)
-OE@==GkEKFeCA?®KI<FDGCEN@KERPEEFKRRKRB MNP ?8I1<
K?388DKI<XKIL:KIA<I<=BIKC ®@<P GCBMLE<LI<sFKkOGI<JI@E>
GFC@: @<

R117 Support variables
GFC@3E>LIZFLIL;,GCCWBK@ 8P «HPB8E ;EK|<8JFEFEJKI8@EKJ
< F9CO@>BKRAEHKLI @FP><81J P ?2@XB8KNFLGx@ DGFIKB8EK
N?<BKD<KHEFD9@ E®E@IREIFM @ 438 K< I I<=I<<;EDPI
GFC@:P I<JFCLK@FE

R118Support nested policies
?2<GFCQBP>IBE. GCHYBIGEFC@ ?2@BGFC @ LR E: BE kD9 <
F=JG<:@=@: GFC@:@<J =F| =LIK?<] GIF:<JJ@E> F= K?< ;8K8

R119Express user preferences
GFC@BE>BLIKCCKROGIkJdQI<=<| <8BDKRIRE ; CRRHE>< &K 8
SESIKOANLIKGFIIBMROGIGII=<I<FUJE>@ M<E<EK=®BCJ
>@MXIEIGFP<LI<I?FLECI<8ICKKOGI*XE<KBCIKCBK@FEJ?@GJ
@E;<G<EFS8BEROIXEESF@EIGFEJ<C8E>LF4LIxK OK<EJRFLCR
KF <OGI<JJ E<N LJ<I| ;<=@E<; Gl<=<I<E:<]J

R120Describe server policies
.?<1< 8l< KNF GFJJ@9C< :8J<J @E K?@J :FEK<OK
Z ?<J<IMBEFB8K8E8B8E;COECOGFREIJK8BEEI@BKIEKGFI@KFIP
N?<IK?EJ<IJKFIX@3KBEB8JJF: OQBKEC@ K2k GFJ @XFHP<
LKP @J <E=FIl:@E> LJ<I GFC@:@<J
Z ?<I<IMBI®RNESKBBSE;COEC@EHBERIDLCK@BLI<|8KS
#8E,;C@E> GFC@:P J?FLC; D8K:? FE< F= K?< 8M8@C89C<
IFIJ@DGIEHOG<I@REGCS8KE8E;C@EC@HIEY 3 =< | IR KLES
M@JLBC@J<; @E 8 J@DGC< N8P

R121 Originator's policy
GFC@8P>I3B>XE: BID,<:? 8 E KRQ@D< ENX T8KP,8 KRBl @ > @BE8KAN J
EF D8KK<I|I N?F KISBEJD@KJ K?< ;8K8

R122Logging/Monitoring/Auditing Policies

Z, SRLIKGFIJI@RE<RKPRI<BIFKRBKTF CC < IK@QE?><
LJ8>< F= K?< J<IM@:< ;8K< CF:8K@FE 8:K@FEJ :I<;<E
Z, SPLIKGFIIBRBOGIKIX FEFK?K<EIGBPFKJII@FE

' LISBK@EEJ8><OKEKEEHOG<I@Q<EL>@EHREL@I<P=EKJ
K?< :FCC<:K<; :8KS8

Z, SPLIK<GFII@ABEOGIRFIK?BK@FCC<AHMNN?<E
N?<I< @K @J JKFI<;

R131Data model primitives
.?< GFC@:P C8E>L8>< DLJK D8B< :FEJ@JK<EK LJ< F= 8K C<8
Z  :8K< 8E; K@D«<
ZCF:8K@FE



R135Security levels
?2<C<M<ICILJK<BEFRKECPG<EEK?<C8 @BJOPK?XLI9A 91K C FE
K?E;<ICRQEREFKFEBI<KBIFM2M8C @ #PKB8 @ DBF988CR
GFC &R >PFILEFE<9FK?<N@ K2 ?E@&KBLALCBIIPGKF>I8G?@:
BC>FIBEBRP C<BPLKQINKLBRE8E > LIRF4LIE J<ADEFKCF B E;
2@>? J<<EIN@ PF-EIDFOECKXK @FE<: LI OKWICIBIL GIFGL@BK <
K?<I<: LI @QKNR@ OIFEBP?I<E ;< ICRQ@EEFEF@E =18 JKIAL KI?1€9K
JG<:@=@<; @E 8 J<G8IB8K< FEKFCF>P

R136 DHP ontology
.?<C8E>LIB><GCIFM@&E3IKSB8E ;8| A iBKSH-EKFCHF>PKBLIGFJ<J
BEKPG<sBKB8? @A IRLLKOK<E;BICSBHEHIDGFIIR 9BLRELK<DJ
K?IRFLEGCBE?OQRIKKHL@ | KDBBER<<I@MKED:<E8I1@F
ICF>1@BIK?8KEBCEK<B:C8IJJQ@-Rz:BE@MFBEBK®® K ? 8K
K?6FC@®ERSE <C3KXKFGRBESIK@KB2HLEC@=@®-BEB@KEBI
*OM@FLJCP K?@J C@JK J?FLC; 9< <OK<EJ@9C< 8J N<CC

R139Enforcing DHPs
.<:?EFCFDGBBKE=F|8KBSE;CBFEC@MI@ WD @ K<LJIJKEKNS8I<
@QE=18JKIIBKNUI@EKKFD8KID?8CEB>#+ < 2><C<K&KBEK @ D <
SE@EF>>REFFBL, @KIGFIKEM<EKKEBEIRPIK <®EB C N 8RJ
@I LDMEB3OBC @ L@ EKIOP-FINS8I| 8> KIH2X I<<@JGC8P@E>
K?X<EJ @KE® W KD SHKPREF EN @TBOKEK @ KKI4LK RI< : < @KMBS P < | <
KK?<#+ K?8BB>I<KGFEIKKILIEKOK<BESQ@ BREEKFFII<:KCP
<IK@=P JL:? I<:<@M<IJ $K J?FLC; 9< GFJIJ@9C< KF <0GI<JJ

R140Auditability -- obligations toward where to log access
z GFC@SB8E>LB:dHLGCGGPKK?BE@KIBDOGINIBKPGE3I
GIF:<JJ@EIJF,@=0@:8IBRBFKEEKB@FE B <CF >>&E;
N?8KG<: @=BE<8RBORCF>><?8EDB8ES8><DIFEKESDEI
GJ<L;FEPD F= K?< G<IJFE @E :?8I>< F= K?< GIF:<JJ@E>
Z CB8E>L8>< ;<=@E@E> K?< CF>>@E> 8CJF DLJK 9< ;<=@|

R141Breaking the glass
JG<:@BBSEBGFCE®?R8MI<J: I GIKBOBN?<B:<BEGIF:<JIJ@E>
@FDGCERBERELCXBECFK @ KRTBHE @ F E J<EK ? <J&KJ) <@KX@ >92<K
I<8JFERBELCEMIB<:MBCSE@BIDIBEIG8I@EBP<C8Q@IIFB<E?<
GI@FEJ<BKI<<EO:<<;<L:?8GFC @F:IPQK BKZ8KIK &@ K @GBK®@ <J
<EK@KRE. << KI?<BKO9LK?<EIKFP@E @ >IK@IF@E=F | DB# ® F€l
G8IK@<J <JG K?< ;8K8 JL9A<:K FI ;8K8 GIFK<:K@FE JLG<IMC

R142 Capture user intent
JFGGFHEEK?¥X<IM@LKGFB8KBBE;C@&*EECJIJF .?7@FJIFG<@KP
E<<;KF@==<|<E¥cQSBEKNEKEI QEI<IM@&F: 2 9LBIFFBI9FLK
G?@QCFJIFICREPRLIGFIK?X<IM@ KI<CI<GCF;L:XRHFBI Fl
0 FIM@><8D<.?<LIJ<@EKFEEFEK<:<JJ®IKEKPX<IM@LKGFJ<
.?<D<:?8E@RNIBGKLKRPEI<® EKBEM<J@ D @€ N < MXIIF: <J JABKE >
I<HL@I<J LJ< F= J<D8EK@:J 8E; CF>@:

R143Purpose of data processing
.?<GLIGFRI=Z8KBIF:<JF@QEKBSE;C@PEI<IM@II<8CKEP? 8D <
8 IFERIKI8FK?X< IMAFIKCEB8EJ8: KEN<EMABBEIFKC N8B 8K ? <
LIN?<KE8x® MGEE 8 K@IF @xE><d<LI=F8GLIGFEKLK?&ERFJK



FOM@FEJFI<O8DXBES];;I<I8BEO<LI<sFI?@ GCOO@ECIHFCB8K<I
D8IB<KEKEH®FPEGFC@8 P> BLIKC CKROGISAD?,<@ ==dkEXFJ<J
FS8KBSE; CIOE2X<IM @AK? ERIKI<BBO <@ E=FBRFKRG<FIM@FLJ
GLIGFJ< F= ;8K8 GIF:<JJ@E>

R144Express obligations
GFCOSE>LB*<KIKOGI8CKL?RIC @ > FKKPBER:<J L@ BeR: ?
FOCO>8FEHRF@ MKFR?G8NLECIFFFDOFEJ<KEKEM<IORBD8:?@E<
1<8; 8 TFCIN@ECMKB:? @ <MBROXEN=KI<HL @LDBEEK<IGI<K8K@FE
K?@K?RN<?8MAL ;><PC@>8KE@BPEHK 8 RPFFMKPX FG<GLIGFJ<
C@D @ H\NSXKI@AE F = @RLEKICOKRRI8 IKF<J: | @< K8Hl::<JJ
JKFI8>< FI KI8EJ=<I1 N8J D8;< =FI FE< FI 8EFK?<I| GLIGFJ<

R145 Constraint restrictions

Z"I8BEKKIBI8>X8IJFEK<OQKESEIDISKICAOKE;?<BKI8)8I<FG<
J?FLGX?8E;C@FEI;<KF8;; DFI<ISELC&KIFRRKFBKBI8><
FEJKIS@BEIKDBK8BBER< @JGCAEED&SIKQ@CIFCBKEIFEJ
FDS@EJ 8E; DLJK 9< ?@;;<E FK?<IN@J<

Z ' OD@BKBIFK<: KOWFFEB?=<C8JIJPIKPDIKILGGFEKEBJE=
<D<I><BHR?@GI8CEI@ MBKE?FLZ<8::<JIJ@BEIK?FI@Q<;
LI<IKFDB8E8=>k@ JWANEKIGFC@SBE>L82ELACLGGBLK?
<O:<GK@FEJ COD@QK@E> K?< J:FG< F= K?< GI@MS8:P GIF

R146 Notification/feedback channels
BEFNC<;><D&EK<JJ8IFLECI<BEKKK?<BKBFC KR E=RPI@®D
89FKREIC @ >8KFF K D<E @ KFKE?FREID GFIRKB8? @Q@IE@ DGFIKB8EK
=< 8KLA@M:KLEFEOTR:LIGPKIK8DEI KB IFMB<EG KIK?,BKBFC ;<
89FKRIKISF<2 @G @ \W8K=F IDBEKRQIEH @ JI<?8NM@IF 8B 1 I<;
8BGIFEE3:.:FLEK89xCIBKBB E E:8EI<L J<§ BKI8:<8I® TP
JKL; PKaPE=2? 8 MF@FKBSE;C<MXIIBKIBISEJISSKK@EED <JI&XFLC;
J?8IK?¥8DI<HL<@:<xEK@ $@S8IEEEHEIC<DIG I @ NIBKBG 1<8;
@CC<K@RER :8BdI<KFEF?<:BFK?KI8:&HBLIJ@BKBGIFFGI@M8:P
GFCo:P M@FC8K@FE

4.2.2Requirements for Access Control policies

R211Declarative model to represent preferences
?<GFCREP<X?FLT<8:.:FDG8EBBCBE>LBEEIKAPEC<:@=@=8K@FE
GFCOTRR<OME<RERSE>LIHFII<:C8ISFKEBMEDGSE®<C<8E;
LEBD9@>LFLJ J<DB8EK@:J =Fl K?< GFC@:P JG<:@=@:8K@FEJ

R212Inheritance; propagation (of credentials -- tokens)
?<GFCDRFEP<XFLGIFM@Q 6 UOGC@KAK =<I<EBBEE8JFB®ERK
I<;<EK&EESKBB<EBJJ@9TxI8|: @ BE@ QOBKFRPEYIG<E;<E:@<J
;<1 @M 8KMEFEER & ; < E KRB IFIG < @KRIB<EF L B,C PK; <=@ Ek;?
?7@<I8I8BHA<CBK@FEUIRIIEGAGCGC P@®KXEFC @FP<CBE>L 8P
QEJKDK:RBE@EFKP & IFG8>FK@FEEKEDFEES | KEESIFK? <
 <IOMEKRBEFEEK @ 8@ BMK<;<EK@RIGIM@ KL <K ;<EK B&EC
9< <l@M<; =Fl J<IM@ :< - J?FLC; 9< GIFM@ ;<;



R213Role models - family, friends, wider access control
.?<8::<JFEKDFC<X?FLILGGPLKC K@ GAFEKEAA8;, @@EIJCL; @ E>
IFC< 988<kJIFEKIFE;8KKI@I9LK:FRBB@K,@FEIFLC8CJIF<
@E:FIGFI8K<; @E 8KKI@9LK< 98J<; :FE;@K@FEJ 9P K?< :FEJC

R214Information from third party sources
.?<GFC@FEP<CBE>LIBPNTHBIKIE <M< IBE =< F | D:&K KQ@RE&<@ M < E
K?@1; G8IKP < > >FM<IED<EK

R215Credentials or similar objects
?<GFC@FP<C?FLCLGGERIXGI<JFEBEKI|I @ 9RLKKIQOEE@ > @ K8C
I<;<EKE@8&CJIF @==<HRPEKII<,<EKDB RCQ@ EK<XDERSGFC @ :P
DF;, <CBE>L3:<BI=FIQEJKBEKEPDHEKIJ<EK®@8CJI<;<EK@8CJ
GJ<L;FEPD G8JJNFI; &<I9<IFJ K@:B<KJ <K:

R216 Attribute based access control to data on fora
?<GFC@FP<CBE>L3?KLCLGGEIKC @D @KQE>GCi@=@Ik KK J
SKKIOBPEREMFGHIK@<II<HL<FA=SBI:<JJBKEEN?@8?2:<J@J
I<HL<IJIKIGFEEXNEKEI=8K8 KKI@MIBICLEBD <G IFM @ PD;<8 B-F
I<;<EK@8CJ FI :8E 9< D<K8;8K8 8JJF:@8K<; N@K? F9A<:KJ

R217 Expiration date: there should be an option for accesscontrol policies to expire
after an amount of time
<JIFEKEGFRC @ 2@ kL G GHFIK; @ K@ FE3JJ F B@ EKK@ D@ D:8 E
@DGB?M8C @ =@ KB IKREE @ KAOERPE& B C @ 19<I<K B L G GGFIC @ 2@ K J
D@9 ST@CLEKBFDK@PI8=KIFIDK@ X<>=<D98IFPE8K 83 KK? 8K
9<:FD< GL9C@: 8=K<l 8 > @M<E K@D< ;8K8 K?8K J?FLC; 9< ;<

R218Time or event of begin of validity
<ID8P<ISEK<E@FIIAIPIFLEALI<BFKEBDFLEK @PI
8=KEEKM<EKLI<:sF® EJKBELSG GF®K KFEP< EKKD .JXEG F CFE P<C
DBRLGCGGFMKEK 9BH«@ KFBRPEBSE?FI0GI<BIFK @ DI« <
M<EK 98HE; @ KmBBEIFC @<PK| @ GK@IF& J 9 @:FFPM 8 C&KK ? <
F::LII<E:< F= :<IK8@E <M<EKJ

R219Priority of policies or combination rules for policies
@EBJ¥F=FEKI8;, GGRO@ME<KE . C<&GIO@OFI@RBHE® FIECN? @ : ?
 <K<IDRERAFCARAP<IIZTFR?8E?FK?KK?81XFD9 @QE@K?8K
GFCBERB:FPK?AFD8K?@EB? @<I8FHLHF C @BIW<C<GFC@:P
DF;<C?FLCLGGEIX<:?8BE@BDFD9 @ BAFEX8. @~IJaKE>@ ==<I<EK
FDGFI®GQIBEF{GFCOFPUBE>LBA<LT<8::FDG8R@B<C <8I
<=@E@K@FE F= K?< GFJJ@9C< :FDGFJ@K@FE FG<I8KFIJ 8E;

R220User should be able to choose whether he wants to monitor
[I<IDBP<>OMLIBIOE®RKPAGKHEIB?k C<8RI=xIKIK=<|KHEI<IJ
S LC=ATCERPKED=-Q|@KOFE@EIJK8EI<D 8 MN 8 BKD F E @IKKRP <
8! <JIBICFEFE@QKKI@BBBEB<GIFM@PD<8HIGIFGER>>@E >
8:K@OQM< DFE@KFI@E>

R221 Choose strength of protection
?<GFCOF P<ICFLEIFM@,=<=C<HBKGIF K< &H® A< KP&EI@ C @ KP
KKLEXIFK<:&K@FF EGKBES? <ExK!'FI@ EJK8EHL < IKBBES C QF8K@ FE
JG<:@=@: :IPGKF>18G?@: D<8JLI< @E :FDDLE@:8K@FE FI JKF



R222 Change policy
$PDFDX <E8I@AIKRIIBKFAKKIFKR:<goHd =F | DKBK@K<H E BN <:1:X J J
FEKGHC @8 @ 2PEBKKE8KK?2BKBF<>LABKRBBES8><DBEK<IJ
J?FLC; 9< 89C< KF :?8E>< LG;8K< K?FJ< GFC@:@<J N?<E E<<.

R224 Property-based - challenge response, secret handshake
?2<GFCREPKIRFLECCKN<=Q EK QFE,FE, @ K@ RMI | @&KD <;
GIFMXFD<8EM<I @ <@BIFIXK @ BEAPF LLBI KFE<DFE J KIB&K
'FE,0OR@BBKKI @Q@QH<8K2BMB8CL @M< @FRREGRFM @B; @ E >
?@Q@GCG<BESCAXNFK2&KR<FE,; @ AKEQ@ @< R E<BEE8CLEIR
D<:?8EKEDIPKKL @ G<3E8OK KPI< 88 CI?F LG | FM @;B ) <
F= ;@JGLK<J FI D8C@:@FLJ LJ<IJ .?@J I<HL@I<J K?8K K?< G

ZB8KKI@9LK<J

ZGI<;@:8K<J FE 8KKI@9LK<J < > P<8ICPS$E:FD< /, >I<8K<

Z FE,OK@&HEEXGKBEFEPDF«R::FLEK89GJIFEKIKC>
I<HL<IJK@¥HE =1 @ =-CaBIER k@BKK | @ BEKE:FM@E8J ¥+ =
D@J:FE;L:K

R225Technical representation and description in user-centric terms
?<GFCREPSEK?XPIK&ID? @ KIHMIUBEEKOGI<@EFIR?8KCFNJ
JK8E;BI<SKKIRE;<IJKBEDP8I QT EE>LBPKG<: @ 8P-@EPEKIFC
GFC@:@<J 8E; GI@M8:P Gl<=<I<E:<J J?FLC,; 9< ?@>? C<M<C 8

R226 Support for complex claims
?<ILC<DGCGI<OBFCQ8EABFEKFEFFLEKDGCECB @@ I<IK@=@ <;
SKKIQIEK&BEIKSES@BHEI<@ ;<EKW@I¥BD<IFCx ><J<8|:?2<|
BKKI@ILI<:FEK<OKLII<ER:8KEEBK@ KEF?T@EPE G C HFR<<
4 B8LK?FI@Q8K@FE < > :8E I<8; =@C< 2 ILC< < > :8E ;<C-=

R227 Support for complex rules
:<JILCYJPFLBCCERNGI<IIEALFBG<IBKHFIBDGB8BE;:FDI@E<
BKKI@ XKL KBX ) ESBK@QFERCQRBE -N@JBIN<BAQIJ@DGC<
ISHL<IK@ E=FID&K®FEJ<IKHL<IJKT®EPM @LIBIFMBA@I?FE <
ELDO9<I

R229Accessrequirements” la "provide third party X with attribute Y (but don't giveit
to me)"
O8DGCx< LJ8><
Z @ <EK@KP <J:IFN 2 <J:IFN J<IM<I| 3 KIL< @;<EK@KP
ZGI@QM8:P =GC@KEHEP=8K& >>@ M8 I<JFNECRPRI?@GG@E>
:FDG8EP EFK KF N<9J?FG
.?<GFCRE P<I@ F LEC Ck N = @ EFR@tK @KFI F KK @¥SH. J88<: < B.E ;
K?<@J:CHHIIE=F | DK 7B | K@EN FO&IKI;8BEJ8 IK@AFEEJK8E : <
IFFBINP@IC@BI?@GCGEFD@ESEMK ?X? @ G BKPKFF ;J? F LEE K
8::<XI?8; I<FK?KHL<IRAQII<ESI@FLEE=FKXk<HL@ |4ZF<EK
D@E@DLD ;@J:CFJLI<

R230Use of ontologies
*EKFCFE8®<IGFN<IKEB®;8XKREBE>LBK26 8K @EKE §I8
G 81K @: HEIBHO BD3B<@ E K SaoEK®@ B->GC <RI @ DABCRD D FEEKFCF>P
FEK?XKIL: K=< IJF@3CE®®KPID:-BKRRAFRKKPBFPLSIBERRGBK@I@C@KP
Fs@>@RICCRIKIDOP, @==<HKEKI I @F EKFGFE-FPLEKBE KX <@ |



>SFM<IEDSRPKI<KEF<K<| DN EXQE JK 8 E<IXK @K KI1L &I JGFHH K J
N?@:? :FLEKI@<J

4.2.3Requirements for Trust policies

R311Link to Data Handling policies
.?<GFC@8E>LIB4CGIIFMI@Q?EFJI QR OBEPLESE ; C @ECKOK ?
KILGK-C QK@&FLG<IDKEPK O G CI@G@K <ER8KI @K ? <F 1 1<: K
<E=FI|:<DREILIC FIHKXBKEBE;COEC@?RK?Y@E ;@K ?<
KILGIKC @QBFKOGI<KILBRK?GLICA@MIPRIGCRIIARE<I@E; @ E >
9<KN<8E&8E;CO@EALIKFC@RFEPC,::LBK@==<U<HKOGI<JI@E>
I<SHL@ | <PERRPEKUIAGLWC @J 2>8HD ;<EBIQKE IFMAM<| @FRB <;

KILIR<S <EBEEBPKIFEK?XFLIF<K?d<;<EK@38ABEHE?GFC@:P
K?< GL9C@J?<Il ?8J KF <O?7@9@K 8 MB8C@; :<IK@=@:8K< @JJL

R312Trust establishment
- <M<fBCKFTFLTKSB@EXKFFLEK? < : @ JKGKH E9 KF KLE K RKPK
—@IFK®<K?<0:?8F=d<;<EK@SCTUFRFD@ BRFU?FD<
PFLIJILIKFLBCIOSIFBEKSK<DSBELRFK?<"dB4O8DGLKSK@FEJ
FI GIl@M8:P J<8CJ

R316 Statement and Certification
<IKQ=MBEK@PBREIIMBILK? <EKKILIKNEBIK?BRIKI<KBE<<C
'FE=QKZ2EBER<@EK< I NB OB | MG E FK<<€E8M < J; | FFEXL: &R <
J<IMERN?RK 8 @AKBXK.?<:<|IK@ OB 1FH<®@ PSK? @I§ | KPIRF LELS
KILJK<; 9P K?< LJ<I
Z KILIKSK<PKEXRO G GO@ COKIFEEH : < & MK MK@D S8 ; <
IPK?KILIBELI<GI<IKPKLIA< - KROMBP<EIK?KILIK<< J
KILJKNFIK?@E<JJ 8::FI:@E> KF K?< KILJK<l J GF@EK F=
Z <IKO =@ g<@K 8D <EKSKI : | @I KIKSBK < B IKFHRK? <
@JIIL<IK@=@LRRAEFEKFEI@ KIELIJIKNBXPRR®@ ;<EK@KP
FBEFKGS8IKBE?<FIBGLIB@BEK?@ ;<EK®QMMNE <A18
G<IDOQKHIRBHG<: <M @PKEB<FEJ@ :FIXKILIKSK<D<EK
@JJL<; 9P 8 I<GLK<; K?@1; G8IKP

R317Make statement content-pluggable
JLIB<:?8E@IBKFFE=@ >ERI@G<<FEKK OKD<:?8E @ J &KIF
8JIJKILIRILP @EFPFB XK?<PLC<H<GLKFK@PEFKPG@:8CCP
K?< J8D< =FI| JKFI@E> G<IJFE8C @QE=FIDB8K@FE < > K?8K D8I

R318 Security breach
-<:LI@KP 91<8:?<J :FD< @E ;@==<I<EK =C8MFIJ K?<P @E:CL;:
Z'FJJ F= :FEKIFC FE :8K8 < > JKFI8>< :<M@:< JKFC<E F|
Z/ESLK?FI@Q<; 8::<JJ :FEKIFC
Z-F:@8C <E>@E<<I@E>
Z+?2@J?@E>
Z(8C@:@FLJ GIFOP J<IM<I
$PBFD<B8J<0<> @ JIGHL.@EPBIR <EG|I @ M3<BF2:LISEFK@=@88K@ FE
KRP<JI<BEKK?8==<®E; @ M@F,|ICBE@Q8KEFEFD@BHKI<E=FI:<
K?<U<C28MKP <GLAEGECB8B8ES=FIDBEHLSEK@K3® EEKGIFES8:P
91<8:8JI<HIMB8CINAEK ?91<8:RP::LISEN?8®BK?E<M<C@JB
8JIJF:@8K<;



R319Link trust with Access Control
FE,.OKrREHCEHX O8P@ E:CKIkdi 8 CL 8K @BFE FAKRB | @ K@E=)>< |
FDGC@<J N@K? + 8E; KILJK C<M<C >I1<8K<I| K?8E 2 FI ?< ?8

R320End user trust
JLIE==<8KEC<ME&S&E; LIREK<IN@AEFE IKAD N?<E<8II<I
NSEKEB: :<XIBJ<IMBEK?N<9. ILIK?FLZ®<s8JJ<J3EBCKC?€8P<I1J
@QEMF@E2I8EJS IK@FEGC @ EXKKA BERE M @1:kM @I;Ikl1K< @F>
<—QE@ERBKBE < | IJFESIC<GKAEEASEKBIKK, RKLAKCBHD <J
KILJK Gl<=<I<E:<]J @QE 8E QEKL@K@M< N8P

R321Building trust through a third party
[J<ID8KJIKSIKIQIRC 8K @ LH DHRPE@EA8 | KPLBBKI<JID2BKI8P
>L8I8HK&X@ DBCOW<KILIKLEK?E<MK?<IK@=@LEKR®IFKEK @ <J
9<IRIJ<ESIQEJR<:?BE@BMKRLGCGGHIK @ = 8IPBIk<sl:$P
<IK@ BRKIKI@ K@ JIK.?8NK<K:8EK?<FII<JGFR,@H81:?@:8C
D<:?8EQ@NRIKILIKLIKSIFEPREBCCKRNFDIOKP®@E=FIDB8K@FE
N@K? FK?<Il KILJK D<KI@:J < > I<GLKBK@FE 98J<;

R322Trust reasoning
KILGK C @VIBCLBKMEEFHEEXHHN. €89 KH<8IBEFKHLIKE:CL;@E>
FDGFIREXKLIDKKI @< PIKGLKBXKP@KRBRD>S$ B8E?@<I181:?7@:8C
JKIL:KLI<J:8BJIJ<UIMICLBKE :FDO9@FEBE=FIDSIKk®KELK8K@FE
JPIK<DOK@=@GI AK@P<;FORBK? @IBIKPI D<8JLIIFP@E;@:8KFIJ
I<CB8KE; < 5I<:<E®DRICGEUS: KIRFEREHP<:?8BE@RNDALI<;
BEP?FNKEFDI@KP<x >K?kC8H@@=2@K2?<-D9 @ E 8*8WHeHE <
FEK<OK ;<G<E;<EK 8J N<CC 8J DF;@=@89C< 9P K?< LJ<I

R324Trust ontologies
.F8B8CCIKBJIFERQEKR=FE:<GKODFECBI8SEB>I<KPPSCEZEMFCM<;
GS8IK @AEHFCPRS@KMWI<<=-Q@BEN<MFIDIQ@ E@E>KKBEKI<IID<EK
D<:?8EQ@IBXFDGCFOJ@ ; KITHE>C QALGRF K ?<DA8ERI<
:LII<EKCP JLGGFIK<;

R323Transparency, reciprocity
.I8EJG8ISEFRCs:FEJ@ ;8JKE<FDGFEKEKKL8BI<JIDKEG@:8CCP
KISEJGSRE: &It | :<GKBFED<KDVB@E:CP;@ JKF;|&X:8 C
GIKM@EPIM@FtKEF>@GKJ ,<:@GIRFKEBGFJJ®9B@E
8:'FLENK=KBI8: K<KALBEK<|KIK?FREH FK?=<<E<I8L< > $
KILIB8@CFM @FIKFIOFE><1JFESQ@C KK <EFK<:<JJ&I@P
=Fl JKFI@E> K?< J8D< B@E; F= @QE=FID8B8K@FE

R329 Specification of liabilities

Z .FN8B8I;BKBL9A<B8KGBI|IFK<:KICKE>BIEQR EZJ @I<:K@M<
?28MKkPR <=LC=0@F BKBFEKIFCEKSFEKIFB8IGL [@ 8-OFJ8K 8
GIFK< M@FESK@KPXBEGIFM2<8HA<EFKIGFE F®ROTK
'8D8>8KRE<:<JIBRFRD ==<|<EKKNKKBE SFEK I FEE;<8K 8
GIF:<JIHNHFO<s8KBIF:<J@KH;,L:<?<JFCGAP:<J@<WIJFES8C
BKBI@ I < KK?FEKIFCEEFC@EP>LIRFLITBIEKEKOGI<IJ
K?KFC<=<8:REK@OHRB: 3. KKFEFEK<|IDMHROC @ 8'AT&EF9I@ C @ KP
FDG<EJSKFRRPEFEKIFFREZBDB8IL==<,IxD<; Bl @ KK
AL, QII<DEGHIEPI<8F>L8ISEK@=28H: K @Kk =QEK;
D<D9<| JK8K<J @QE K?<@| ESK@FES8C C8NJ



Z FN8IJ¥CBRAGBEK@<4EJLIBEKE®: :L18KP=<FCCFOIRCEB 1@ <J
@DGFIKNSBEKD ;BK@KEK?PFD<FEK:FCC<:K@FFE;L+€J
I<SGFIBEESCOEBIXPIC<@EES: :LI8k@<O&;8K<IJKI@:K@FE
F= DF,@=@:8K@FE I@>?KJ KF 8LK?FI@Q<; <EK@K@<J

4.3 Requirements for Policy Composition

2<IEIG8IK@IAHIS® | <DXEKRDGFI@E=CEEKRW BXGFI@RB®EE
LE;<IJKNFBK8QEI>KIFCG?8IIMEGFBERGFIOXK BEFB @ E@EK<I8:K@FE
9<KN<<E GFC@:@<J D8P @DGCP I<HL@I<D<EKJ C@JK<; ?<I<

4.3.1Composition of Data Handling policies

RC11 Prior agreement and contract
< ?7EQCRC @>@EJI8B@OBC<D<BEECHL@I<DHFHEKI S @I<:K@M<
8>I<<D<EKEK?<K<:?E@FEQ@”PLEEKS8@EQ@EK{H?<XLEEOK ?<
JFLI;R:LD<EKG<HSEL@I<D<EXKIJG@E@ M E &2A@WxHL @ | @K E K
8::1<JJ<; @E DFI< ;<K8@C @E |,

RC12aAggregation of policies
.?<GFC@8P>LIB<CE 8 BC< | <>FKEHENELCK@ECaE 1@ J
;@ ==JIKIBHK<EFKBIG<: @@F8K8&>|<>8KIERPEF E K 4OKKB
"FDOQEFKEAFFHAK BRI EFK<IL@E:FE=CRBEGKS : K& <I<>8 ® FE
I<GI<KIOHBI<E OFEI<KGFCOQ E@ R @EKGFC @ ?@KHEFIKJLCK
@E @QE:F?<I<EK 9<?8M@FI

RC12b Combination of policies
.?<GFCQO8E>LB>><CES9CPIQESKCGHFENTEEHEIDI@ P@EK@ GC<
C@<F<BK8IFD@==<IREKN® BP?IF: OBKC @ RDOVIDESKHB®F® J
FEK<IGK<KPS8E;CFE=CQ@LUCEHEI @D GELIIFDI @ E S8 FE
BLKFDBKK?@EK<IJRKIE>FHELE QFFIC@>8K@FEJ®BES? <
J:<ESIPPIQEDPCAEFEL@RBFI<<JKIQFK@WKIK| QGK @ @€ < J

@EJKSEGE. @HK?PSEEQIN? @:PE=COQOKKFCMOGI@QFI @QK@JSK@FE
N<@>?K@E> JEFD< F= K?< :FE=C@:K@E> ILC<J D8P 9< ;<C<K:-

RC13aCascading policies
1?<EILC8I<<=@BK,@==<C<MKC > FIGFIZKI{MBEKS8:K@FE

D<:?8E@JDJ KF J<C<:K 8E; 8>>1<>8K< 8GGIFGI@8K<:; ILC<J J~?

RC13b Prioritisation of rules
+1@F| @IKRECH< < JIBARKJFCNME=CEBXKNAdKE<IG<E, ®EK?<
<OGI<KIJIOPKLEBEPLEIGC<: @BBCRABLGCGCGFHA<>8K@REBI @K@ <J
D8P 9< I<KHL@I<;

RC14 Generalization of policies
FDGFIJU@KM@<EH<OK<IESN @ <O@F@FDGCFJ@IWK@<6XEE
GIFG<FKDKKXIEBL N:X@DBR<PE8S8D @JBCERMR<GFC@3P>L8><
J?FLOLGGFUKPESBDI@<ES8IBEFF=3EN8KKOGI=3dE<IEBK<D<EK]J
'FIQEIJKBE IK<IBP BAR8B<IJFEBEGFLO<I?BINOQKRZEBN?@:?
; <C<IBKB=KDFEKXI?GFC FILRIKBKXBB<IJFBEGFL®<J?8I<;
NQBEPSERELIFGK?8KDD @KKRI<C<&<=FFE<P<8I-@D@CS8ICP

><E<I8BC@Q8K@FE F= LJ<I| Gl<=<I<E:<J J?FLC; 9< <EM@J@FECc<



RC15aMulti-rounds policy definition
1?<BJIF: OBGREPOKPDE<IIFBEGLI<IPM @ : < 4 @G-MKIEI
GLIdARI] ;1@MB8E @ IKGBCREL P?KPK ?<KI KK ?2X<IM@GGIF8;:RP<J
EFFIB KI8;<E=KK@HE=LIKFD@DQGK @FHB@K <D G CBKI<C;
9<GFJJ@VC@ED<:?8E@IIX&EPAAE S ( #+(LCK@ |FREEQ@K
8 <KEHKRIKIMBEB : B?kI<N?<8EEFFGK QFEIKEI<C @ I<CHKK<CP
FG<E

RC15b Policy negotiation
)<>FK OBK@BHEIIENR <E?KIBEFIK?X<IMBBMKI8 ;< KB 8B <
lOK?FKKB ;< R2EGK@DPBE@=-KOFKE8IK@:XxK<ID QEED 8 & :
SLKFD8K@;:IB.GCPI@EJKBEBU@KPM @ <BKUIGI<KFIU<KIM@ : <
=<<BPBLC?8E>»<G<E;FBHE?231 @ M3 LB E&KEFHHL 8 F@KPCP<83I<IJFE8C
@E=FIDBK@FE .?< GFC@:P C8E>L8>< J?FLC; 9< 89C< KF <0C

4.3.2Composition of Access Control policies

RC21 Delegation of Rights
<IM@IEM@<<BKBNE<H<<BN8KPFPI8SBK:<JP>RKIFK?&BIK@<J
< > J8PJ:8H<8;8K84<C<>8BROAFEAWPEIOQ KR EFKB8IKP
GIFMI@;x>K3 J8PJ8BH8P:8H<8;8K84J8PJ8H<8;;8K84? @@ J
8B<RP<8KE++&BE-<:+ "'K?&KEB8ICKDGC@IKI@ALKKEEKIFC
J<KK@E>J

RC22 Revocation of Rights
GS8SIGKPFM @A @K IKSMBNSKF<MFIBX<D<G<E @EPKHL@I<;
KO@OPKSELCKITOEBI<8:? @ <MW&<|@ F; @::8C;EHE<E <IND > FKAIP
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RC23 Composition of Access Control Policies
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RC24 Prior agreement and contracts
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RC25 Privacy-aware audit mechanism
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RC26 Support for data and PII
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RC27 Link between AC and DH
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4.3.3Composition and Trust policies

RC31 Dynamic Trust
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RC32 Scope
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RC33 Proof of enforcement
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4.4 Requirements for use of anonymous credentials

RPO01Technology-independent certification of data by trusted third parties
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RPO2Trust in certified data
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RPO3Predicates over attributes, extensible with ontologies
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RP04Embedded or referenced ontologies
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RPO5Expression of proved statement (by using same policy language)
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RPO6Derived PII
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RPO7Revealing of data
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RPO8Alternative data recipient + associated access conditions
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RPO0O9Notion of atomic credentials
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RP10Macros
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RP11Limited spending
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RP13Choice based Access Control Policy
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