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���?�8�G�K�<�I1
Introduction

1.1About this document

�.�?�<�;�<�J�@�>�E�8�E�;�@�D�G�C�<�D�<�E�K�8�K�@�F�E�F�=�8�M�<�I�J�8�K�@�C�<�G�I�@�M�8�:�P�G�F�C�@�:�P�C�8�E�>�L�8�>�<�@�J�F�E�<�F�=�K�?�<�:�F�I�<
�8�:�K�@�M�@�K�@�<�J�@�E�K�?�<�+�I�@�D�<�'�@�=�<�G�I�F�A�<�:�K�
�+�F�C�@�:�P�C�8�E�>�L�8�>�<�J�8�I�<�8�:�I�L�:�@�8�C�K�F�F�C�@�E�8�E�P�G�I�@�M�8�:�P�	�8�N�8�I�<
�@�E�=�F�I�D�8�K�@�F�E�@�E�=�I�8�J�K�I�L�:�K�L�I�<�
�(�8�:�?�@�E�<�	�@�E�K�<�I�G�I�<�K�8�9�C�<�C�8�E�>�L�8�>�<�J�?�8�M�<�K�?�<�D�8�A�F�I�8�;�M�8�E�K�8�>�<�F�M�<�I
�E�8�K�L�I�8�C�C�8�E�>�L�8�>�<�J�K�?�8�K���@�=�;�<�J�@�>�E�<�;�G�I�F�G�<�I�K�C�P���K�?�<�P�8�C�C�F�N�8�L�K�F�D�8�K�<�;�E�<�>�F�K�@�8�K�@�F�E���I�<�8�J�F�E�@�E�>��
�:�F�D�G�F�J�@�K�@�F�E���8�E�;�<�E�=�F�I�:�<�D�<�E�K�F�=�G�F�C�@�:�@�<�J�
�.�?�@�J�;�F�:�L�D�<�E�K�G�I�F�M�@�;�<�J�K�?�<�=�@�I�J�K�J�K�<�G�@�E�K�?�<
�;�<�M�<�C�F�G�D�<�E�K�F�=�J�L�:�?�8�C�8�E�>�L�8�>�<�
�.�?�@�J�;�F�:�L�D�<�E�K�@�J�K�?�<�I�<�J�L�C�K�F�=�8�A�F�@�E�K�<�=�=�F�I�K�F�=�8�C�C�G�8�I�K�E�<�I�J
�@�E�M�F�C�M�<�;�@�E���:�K�@�M�@�K�P�� �F�=�K�?�<�+�I�@�D�<�'�@�=�<�G�I�F�A�<�:�K�K�F�:�F�C�C�<�:�K�L�J�<�:�8�J�<�J�:�<�E�8�I�@�F�J�8�E�;�;�<�I�@�M�<�=�I�F�D
�K�?�<�J�<���:�F�E�:�I�<�K�<���I�<�H�L�@�I�<�D�<�E�K�J���=�F�I���K�?�<���C�8�E�>�L�8�>�<���K�F���9�<���;�<�J�@�>�E�<�;�


1.2Liaisons to other groups

1.2.1W3C PLING: The Policy Languages Interest Group

�1�?�@�C�<�:�F�C�C�<�:�K�@�E�>�I�<�H�L�@�I�<�D�<�E�K�J�=�F�I�K�?�<�+�I�@�D�<�'�@�=�<�G�F�C�@�:�P�C�8�E�>�L�8�>�<���8�:�F�E�E�<�:�K�@�F�E�N�8�J�D�8�;�<�K�F
�K�?�<�1���� �+�F�C�@�:�P�'�8�E�>�L�8�>�<�J�$�E�K�<�I�<�J�K�"�I�F�L�G�
 �.�?�@�J�>�I�F�L�G�N�8�J�J�K�8�I�K�<�;�=�F�C�C�F�N�@�E�>�8 �1����
�1�F�I�B�J�?�F�G�F�E�'�8�E�>�L�8�>�<�J�=�F�I�+�I�@�M�8�:�P�+�F�C�@�:�P�)�<�>�F�K�@�8�K�@�F�E�8�E�;�-�<�D�8�E�K�@�:�J�	���I�@�M�<�E� �E�=�F�I�:�<�D�<�E�K�

�.�?�@�J�N�F�I�B�J�?�F�G�N�8�J�F�I�>�8�E�@�J�<�;�N�@�K�?�K�?�<�?�<�C�G�F�=�K�?�<�+�,�$�(� �G�I�F�A�<�:�K�
�+�8�I�K�@�:�@�G�8�E�K�J�=�F�L�E�;�F�L�K�K�?�8�K
�K�?�<�I�<�@�J�8�C�I�<�8�;�P�8�>�I�<�8�K�M�8�I�@�<�K�P�F�=�M�<�I�P�J�G�<�:�@�=�@�:�G�F�C�@�:�P�C�8�E�>�L�8�>�<�J�9�L�K�K�?�8�K�K�?�F�J�<�;�F�E�F�K�N�F�I�B
�K�F�>�<�K�?�<�I�
�+�'�$�)�"�@�J�J�L�G�G�F�J�<�;�	�8�D�F�E�>�F�K�?�<�I�K�?�@�E�>�J�	�K�F�J�<�I�M�<�8�J�8�G�C�8�K�=�F�I�D�=�F�I�<�O�:�?�8�E�>�<�J�8�9�F�L�K
�K�?�<�;�@�=�=�<�I�<�E�K�G�F�C�@�:�P�C�8�E�>�L�8�>�<�J�
� �M�<�E�8�=�K�<�I�K�?�<�<�E�;�F�=�K�?�<�+�,�$�(� �G�I�F�A�<�:�K���J�F�D�<�+�,�$�(� �8�:�K�F�I�J��
�K�F�>�<�K�?�<�I�N�@�K�?�J�K�8�B�<�?�F�C�;�<�I�J�=�I�F�D�@�E�;�L�J�K�I�P�8�E�;�8�:�8�;�<�D�@�8���:�F�E�K�@�E�L�<�;�N�F�I�B�@�E�>�@�E�+�'�$�)�"�
�$�K�?�8�J
�J�K�8�I�K�<�;�K�F�C�@�J�K�<�E�K�F�K�?�<�@�E�;�L�J�K�I�P�8�E�;�K�F�:�F�C�C�<�:�K�L�J�<�:�8�J�<�J���@�E�=�F�I�D�8�K�@�F�E�F�E�<�O�@�J�K�@�E�>�G�F�C�@�:�P
�C�8�E�>�L�8�>�<�J�8�E�;�I�<�D�8�I�B�8�9�C�<�:�8�J�<�J�
���K�K�?�<�1���� �.�<�:�?�E�@�:�8�C�+�C�<�E�8�I�P�D�<�<�K�@�E�>�@�E�(�8�E�;�<�C�@�<�L�@�E
���������� �D�<�D�9�<�I�J�F�=�+�'�$�)�"�?�8�;�8�A�F�@�E�K�D�<�<�K�@�E�>�N�@�K�?�G�8�I�K�@�:�@�G�8�E�K�J�F�=�+�I�@�D�<�'�@�=�<���:�K�@�M�@�K�P�� �K�F
�K�?�@�E�B���8�9�F�L�K���=�L�I�K�?�<�I���:�F�F�G�<�I�8�K�@�F�E�


��

http://www.w3.org/Policy/pling/
http://www.w3.org/2006/07/privacy-ws/
http://www.w3.org/2006/07/privacy-ws/


1.2.2ISO/IEC JTC 1/SC 27/WG 5 on Identity Management and
Privacy Technologies

���J �8�E�F�=�=�@�:�@�8�C�C�@�8�@�J�F�E�G�8�I�K�E�<�I�K�F�$�-�*���$� �� �%�.���
���-�� �������1�" �� �\�$�;�<�E�K�@�K�P�(�8�E�8�>�<�D�<�E�K�8�E�;
�+�I�@�M�8�:�P�.�<�:�?�E�F�C�F�>�@�<�J�]���+�I�@�D�<�'�@�=�<�@�J�8�:�K�@�M�<�C�P�:�F�E�K�I�@�9�L�K�@�E�>�K�F�K�?�<�;�<�M�<�C�F�G�D�<�E�K�F�=�J�K�8�E�;�8�I�;�J�@�E
�K�?�@�J�1�F�I�B�@�E�>�"�I�F�L�G�
�#�8�E�J�#�<�;�9�F�D�=�I�F�D�&�8�I�C�J�K�8�;�/�E�@�M�<�I�J�@�K�P�N�8�J�8�G�G�F�@�E�K�<�;�'�@�8�@�J�F�E�*�=�=�@�:�<�I�

�&�8�@�,�8�E�E�<�E�9�<�I�>���K�?�<���F�E�M�<�E�<�I�F�=�-�� �������1�" ���� �@�J�K�?�<�+�I�@�D�<�'�@�=�<�:�F�F�I�;�@�E�8�K�F�I�=�F�I�G�8�I�K�E�<�I
�%�F�?�8�E�E�1�F�C�=�>�8�E�>�"�F�<�K�?�<�/�E�@�M�<�I�J�@�K�P�@�E�!�I�8�E�B�=�L�I�K���(�8�@�E�
�%�8�E�-�:�?�8�C�C�8�9�W�:�B�=�I�F�D�/�E�8�9�?�V�E�>�@�>�<�J
�'�8�E�;�<�J�Q�<�E�K�I�L�D���=�X�I�����8�K�<�E�J�:�?�L�K�Q�����8���+�I�@�D�<�'�@�=�<���G�8�I�K�E�<�I�����@�J���K�?�<���-�<�:�I�<�K�8�I�P���F�=���-�����������1�"�����


�.�?�F�J�<�:�C�F�J�<�I�<�C�8�K�@�F�E�J�<�E�J�L�I�<�K�?�8�K�I�<�H�L�@�I�<�D�<�E�K�J�J�K�<�D�D�@�E�>�=�I�F�D�K�?�<�N�F�I�B�F�=�$�-�*���$� ���%�.���
���-��
�������1�" �� �F�E�+�I�@�M�8�:�P�8�E�;�$�;�<�E�K�@�K�P�(�8�E�8�>�<�D�<�E�K�8�I�<�K�8�B�<�E�@�E�K�F�8�:�:�F�L�E�K�9�P�+�I�@�D�<�'�@�=�<���8�E�;
�<�H�L�8�C�C�P�K�?�8�K�I�<�J�<�8�I�:�?�I�<�J�L�C�K�J�F�=�+�I�@�D�<�'�@�=�<�=�@�E�;�K�?�<�@�I�N�8�P�@�E�K�F�K�?�<�N�F�I�B�F�E�K�?�<�J�K�8�E�;�8�I�;�J�
�*�=
�J�G�<�:�@�8�C�@�E�K�<�I�<�J�K�@�J�K�?�<�N�F�I�B�F�E�$�-�*���$� �� ���������� �$�;�<�E�K�@�K�P�(�8�E�8�>�<�D�<�E�K�!�I�8�D�<�N�F�I�B���$�-�*���$� ��
�����
�������+�I�@�M�8�:�P���!�I�8�D�<�N�F�I�B���8�E�;���$�-�*���$� ���������
���
���+�I�@�M�8�:�P���,�<�=�<�I�<�E�:�<�����I�:�?�@�K�<�:�K�L�I�<�


1.3Legal requirements

�.�?�<�G�I�F�:�<�J�J�@�E�>���@�E�:�C�L�;�@�E�>�:�F�C�C�<�:�K�@�F�E���J�K�F�I�8�>�<���I�<�K�I�@�<�M�8�C���K�I�8�E�J�=�<�I�I�8�C���8�E�;�F�K�?�<�I�D�<�8�E�J�F�=
�?�8�E�;�C�@�E�>���F�=�8�E�P�;�8�K�8�K�?�8�K�:�8�E�9�<�C�@�E�B�<�;�K�F�8�G�<�I�J�F�E���G�<�I�J�F�E�8�C�;�8�K�8���=�F�I�8�D�F�I�<�K�?�F�I�F�L�>�?
�;�<�=�@�E�@�K�@�F�E�J�<�<���I�K�@�:�C�<���� �1�+�� �*�G�
�
���� �5���I�K�
�����*�G�@�E�@�F�E�
�����6���9�P�8�E�F�K�?�<�I�<�E�K�@�K�P���8�;�8�K�8
�G�I�F�:�<�J�J�F�I���?�8�J�K�F�9�<�C�<�>�@�K�@�D�8�K�<�
�$�=�G�I�F�:�<�J�J�@�E�>�K�8�B�<�J�G�C�8�:�<�N�@�K�?�F�L�K�F�9�<�P�@�E�>�C�<�>�@�K�@�D�8�:�P�K�?�F�J�<
�J�L�9�A�<�:�K�<�;�K�F�K�?�<�G�I�F�:�<�J�J�@�E�>���;�8�K�8�J�L�9�A�<�:�K�J���N�F�L�C�;�C�F�J�<�K�I�L�J�K�@�E�D�8�I�B�<�K�J�8�E�;�K�<�E�;�K�F�E�F�K�>�@�M�<
�8�N�8�P�K�?�<�@�I�;�8�K�8�N�?�<�E�8�:�K�@�E�>�@�E�K�?�<�J�<�D�8�I�B�<�K�J�
���8�K�8�G�I�F�K�<�:�K�@�F�E�K�?�L�J�@�J�8�D�8�I�B�<�K�<�E�8�9�C�<�I���9�L�K
�8�9�F�M�<�8�C�C�@�K�@�J�I�<�:�F�>�E�@�Q�<�;�8�J�8�=�L�E�;�8�D�<�E�K�8�C�I�@�>�?�K���8�E�;�@�J�8�:�B�E�F�N�C�<�;�>�<�;�9�P�D�8�E�P�:�F�E�J�K�@�K�L�K�@�F�E�J
�@�E�K�?�<� �L�I�F�G�<�8�E�/�E�@�F�E���8�J�N�<�C�C�8�J�@�E�K�?�<���?�8�I�K�<�I�F�=�!�L�E�;�8�D�<�E�K�8�C�,�@�>�?�K�J�F�=�K�?�<� �L�I�F�G�<�8�E
�/�E�@�F�E�����:�=�
�����I�K�
�������K�?�<�I�<�F�=�����8�E�;���K�?�<��� �L�I�F�G�<�8�E�����F�E�M�<�E�K�@�F�E���F�E���#�L�D�8�E���,�@�>�?�K�J�������I�K�
�������K�?�<�I�<�F�=���


�*�E�K�?�<�F�G�<�I�8�K�@�F�E�8�C�C�<�M�<�C�K�?�<���@�I�<�:�K�@�M�<������������� �� �5���@�I�<�:�K�@�M�<������������� �� �6�F�E�K�?�<�G�I�F�K�<�:�K�@�F�E�F�=
�G�<�I�J�F�E�8�C�;�8�K�8�����8�K�8�+�I�F�K�<�:�K�@�F�E���@�I�<�:�K�@�M�<�����8�E�;�K�?�<���@�I�<�:�K�@�M�<����������������� �� �5���@�I�<�:�K�@�M�<����������������
� �� �6�F�E�+�I�@�M�8�:�P�8�E�;� �C�<�:�K�I�F�E�@�:���F�D�D�L�E�@�:�8�K�@�F�E�J��� �	�+�I�@�M�8�:�P���@�I�<�:�K�@�M�<���G�I�F�M�@�;�<�K�?�<�9�8�J�<�C�@�E�<
�=�F�I�:�F�D�G�C�@�8�E�:�<�
�$�E�D�8�E�P�8�I�<�8�J�J�<�:�K�F�I�J�G�<�:�@�=�@�:�I�<�>�L�C�8�K�@�F�E�8�E�;�E�8�K�@�F�E�8�C�@�D�G�C�<�D�<�E�K�8�K�@�F�E�F�=
�;�@�I�<�:�K�@�M�<�J�E�<�<�;�K�F�9�<�K�8�B�<�E�@�E�K�F�8�:�:�F�L�E�K�
���F�K�?�;�@�I�<�:�K�@�M�<�J�8�J�N�<�C�C�8�J�D�F�J�K�F�=�K�?�<�F�K�?�<�I
�I�<�>�L�C�8�K�@�F�E�=�F�C�C�F�N�8�J�<�K�F�=�N�<�C�C�<�J�K�8�9�C�@�J�?�<�;�G�I�@�E�:�@�G�C�<�J���N�@�K�?�K�?�<�G�I�@�E�:�@�G�C�<�F�=�=�8�@�I�8�E�;�C�8�N�=�L�C
�G�I�F�:�<�J�J�@�E�>���K�?�<�G�L�I�G�F�J�<�C�@�D�@�K�8�K�@�F�E�G�I�@�E�:�@�G�C�<���;�8�K�8�D�@�E�@�D�@�Q�8�K�@�F�E���8�E�;�K�?�<�K�I�8�E�J�G�8�I�<�E�:�P�G�I�@�E�:�@�G�C�<
�8�K���K�?�<�@�I���:�F�I�<���K�F���E�8�D�<���8���=�<�N�


Fair and lawful processing
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Purpose limitation
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Data minimization
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Transparency and subject access rights
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1.4.1Data Handling policies

�� datahandlingpolicy �����#�+���@�J�8�J�<�K�F�=�I�L�C�<�J�J�K�8�K�@�E�>�?�F�N�8�G�@�<�:�<�F�=�J�<�E�J�@�K�@�M�<�;�8�K�8�J�?�F�L�C�;�9�<
�K�I�<�8�K�<�;�
�$�E�K�?�<�:�F�E�K�<�O�K�F�=�G�I�@�M�8�:�P���N�<�8�I�<�D�F�J�K�C�P�@�E�K�<�I�<�J�K�<�;�@�E�K�?�<�:�8�J�<�N�?�<�I�<�K�?�8�K�G�@�<�:�<�F�=�;�8�K�8
�@�J�G�<�I�J�F�E�8�C�C�P�@�;�<�E�K�@�=�@�8�9�C�<�@�E�=�F�I�D�8�K�@�F�E���+�$�$���
�.�?�<�;�8�K�8�?�8�E�;�C�@�E�>�G�F�C�@�:�P�J�G�<�:�@�=�@�<�J���8�D�F�E�>�J�K�F�K�?�<�I
�K�?�@�E�>�J���=�F�I�N�?�8�K�G�L�I�G�F�J�<�J�K�?�<�;�8�K�8�:�8�E�9�<�L�J�<�;���<�
�>�
�I�<�J�<�8�I�:�?���D�8�I�B�<�K�@�E�>�����K�F�N�?�@�:�?�K�?�@�I�;
�G�8�I�K�@�<�J�K�?�<�;�8�K�8�:�8�E�9�<�;�@�J�:�C�F�J�<�;���<�
�>�
�8�C�C���E�F�9�F�;�P���F�E�C�P�8�L�;�@�K�F�I�J�����?�F�N�C�F�E�>�K�?�<�;�8�K�8�:�8�E�9�<
�J�K�F�I�<�;���<�K�:�
�J�<�I�M�<�I�	�J�@�;�<�;�8�K�8�?�8�E�;�C�@�E�>�G�F�C�@�:�@�<�J�8�I�<�J�F�D�<�K�@�D�<�J�I�<�=�<�I�I�<�;�K�F�8�Jobligations���:�C�@�<�E�K�	
�J�@�;�<���;�8�K�8���?�8�E�;�C�@�E�>���G�F�C�@�:�@�<�J���8�I�<���F�=�K�<�E���:�8�C�C�<�;preferences�


1.4.2Access control policies
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Scenarios

2.1UC1. Wiki scenario

2.1.1UC1.1. Register to the Wiki
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2.1.2UC1.2. Edit policy for number of sites
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2.1.3UC1.3. Create a new site with policy
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2.2UC2. Blog scenario
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2.2.1UC2.1. Creating a blog
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2.2.2UC2.2. Posting an entry
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2.2.3UC2.3. Posting a blog comment

���:�K�F�I�J�������F�D�D�<�E�K�<�I���8�E�;���-�<�I�M�<�I

�
�
 �.�?�<���F�D�D�<�E�K�<�I�<�@�K�?�<�I�C�F�>�J�@�E�K�F�K�?�<�-�<�I�M�<�I�L�E�;�<�I�8�E�<�O�@�J�K�@�E�>�G�J�<�L�;�F�E�P�D�K�?�8�K�?�<
�G�I�<�M�@�F�L�J�C�P�:�I�<�8�K�<�;���K�?�<�I�<�9�P�8�C�C�F�N�@�E�>�K�?�@�J�:�F�D�D�<�E�K�K�F�9�<�C�@�E�B�<�;�K�F�?�@�J�G�I�<�M�@�F�L�J
�:�F�D�D�<�E�K�J���L�E�;�<�I���K�?�@�J���G�J�<�L�;�F�E�P�D�������F�I���:�I�<�8�K�<�J���8���=�I�<�J�?���G�J�<�L�;�F�E�P�D���=�F�I���K�?�@�J���:�F�D�D�<�E�K�


���
 �$�=�K�?�@�J�@�J�8 �E�<�N�G�J�<�L�;�F�E�P�D���K�?�<���F�D�D�<�E�K�<�I�I�<�M�<�8�C�J���8�E�;�G�I�F�M�<�J���K�?�F�J�<�F�=�?�@�J
�8�K�K�I�@�9�L�K�<�J���K�?�8�K���?�<���K�?�@�E�B�J���8�I�<���I�<�C�<�M�8�E�K���=�F�I���K�?�<���:�I�<�;�@�9�@�C�@�K�P���F�=���K�?�@�J���:�F�D�D�<�E�K�


���
 �.�?�<���F�D�D�<�E�K�<�I�<�E�K�<�I�J�?�@�J�:�F�D�D�<�E�K�J���G�F�J�J�@�9�C�P�@�E�:�C�L�;�@�E�>�8�E�8�G�G�I�<�:�@�8�K�@�F�E�J�:�F�I�<�=�F�I
�K�?�<�8�I�K�@�:�C�<�
�.�?�@�J�J�:�F�I�<�@�E�=�F�I�D�8�K�@�F�E�D�@�>�?�K�9�<�I�<�M�<�8�C�<�;�K�F�K�?�<�G�L�9�C�@�:�F�I�I�<�J�K�I�@�:�K�<�;�K�F
�>�@�M�<�E���G�8�I�K�@�<�J�����<�
�>�
���K�?�<�����L�K�?�F�I���


���
 �.�?�<�-�<�I�M�<�I�D�8�B�<�J�K�?�<�:�F�D�D�<�E�K�G�L�9�C�@�:�C�P�8�M�8�@�C�8�9�C�<�F�E�K�?�<�9�C�F�>���K�F�>�<�K�?�<�I�N�@�K�?���G�I�F�F�=�J
�F�=�����K�?�<���/�J�<�I���J���8�K�K�I�@�9�L�K�<�J�


2.2.4UC2.4. Reading an entry
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2.3UC3. Enterprise workflow scenarios

2.3.1UC3a. Computer part workflow
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2.3.2UC3b. Company HR workflow
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2.4UC4. Social Network Sites
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2.4.1UC4.1. Register to an SNS
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2.4.2UC4.2. Establish connections
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2.4.3UC4.3. Post content to own profile
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2.4.4UC4.4. Post content to another profile
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2.4.5UC4.5. Control access to and use of SNS content (profile
information or other content)
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2.4.6UC4.6. Report on access to and use of SNS content (profile
information or other content)
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2.4.7UC4.7. Transfer profile to another SNS (data portability)
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2.4.8UC4.8. Integration of mobile SNS applications
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2.4.9UC4.9. Close an SNS profile
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2.5UC5. Anonymous credentials and identity
management
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2.5.1UC5.1 Login use case
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2.5.4System overview
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Client components
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Server components
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Request processing
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2.6UC6. User Interface requirements

2.6.1UC6.1. Trust and assurance HCI
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2.6.2UC6.2. User interfaces for policy display and administration
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2.7UC7. Services Composition Scenarios
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2.7.1UC7.1. ePortfolio scenario
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2.7.2UC7.2. Data Flow in Travel Booking

Scenario Description
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2.7.3UC7.3 Data Flow in Human Resources

Description

�.�?�<�G�I�<�M�@�F�L�J�L�J�<�:�8�J�<���;�8�K�8�=�C�F�N�@�E�K�I�8�M�<�C�9�F�F�B�@�E�>���;�<�J�:�I�@�9�<�J�8 �:�F�D�D�F�E�;�8�K�8�?�8�E�;�C�@�E�>
�J�:�<�E�8�I�@�F�N�@�K�?�J�<�:�F�E�;�8�I�P�L�J�<�
�� �L�J�<�I���@�
�<�
�8�?�L�D�8�E�9�<�@�E�>���@�J�@�E�=�I�F�E�K�F�=�8�J�<�I�M�@�:�<�K�?�8�K�:�F�E�J�L�D�<�J
�?�@�J�G�<�I�J�F�E�8�C�;�8�K�8�
�.�?�<�L�J�<�I�?�8�J�;�8�K�8�?�8�E�;�C�@�E�>�G�I�<�=�<�I�<�E�:�<�J�8�E�;�K�?�<�J�<�I�M�@�:�<�?�8�J�;�8�K�8�?�8�E�;�C�@�E�>
�G�F�C�@�:�P�
���.�?�@�J���L�J�<���:�8�J�<���J�?�F�N�J���K�?�8�K���K�?�@�J���:�C�@�<�E�K�	�J�<�I�M�<�I���8�G�G�I�F�8�:�?���@�J���K�F�F���I�<�J�K�I�@�:�K�@�M�<���8�E�;���@�E�J�L�=�=�@�:�@�<�E�K�


�'�<�K�_�J�@�C�C�L�J�K�I�8�K�<�K�?�@�J�N�@�K�?�8�:�F�E�:�I�<�K�<�<�O�8�D�G�C�<�
���E �<�D�G�C�F�P�<�<�G�I�F�M�@�;�<�J�+�$�$���<�
�>�
�E�8�K�@�F�E�8�C�@�K�P��
�E�L�D�9�<�I�F�=�:�?�@�C�;�I�<�E���<�K�:�
���K�F�?�@�J�<�D�G�C�F�P�<�I�
�.�?�<�<�D�G�C�F�P�<�<�8�E�;�<�D�G�C�F�P�<�I�8�>�I�<�<�F�E�?�F�N�K�?�@�J�+�$�$
�N�@�C�C�9�<�?�8�E�;�C�<�;�
�!�F�I�@�E�J�K�8�E�:�<���8�J�K�@�:�B�P�;�8�K�8�?�8�E�;�C�@�E�>�G�F�C�@�:�P�:�F�L�C�;�;�<�=�@�E�<�K�?�8�K�+�$�$�:�8�E�9�<
�G�I�F�M�@�;�<�;���K�F���J�G�<�:�@�=�@�:���K�?�@�I�;���G�8�I�K�@�<�J���=�F�I���8���J�G�<�:�@�=�@�:���G�L�I�G�F�J�<�


�$�E�N�<�C�C�;�<�=�@�E�<�;�:�8�J�<�J���K�?�<�<�D�G�C�F�P�<�I�:�8�E�G�I�F�M�@�;�<�K�F�8�J�L�9�:�F�E�K�I�8�:�K�F�I���<�
�>�
�=�@�E�8�E�:�@�8�C�8�L�;�@�K�F�I�F�I
�K�8�O�8�;�M�@�J�F�I���K�?�<�+�$�$�G�I�F�M�@�;�<�;�9�P�K�?�<�<�D�G�C�F�P�<�<�
�.�?�<�<�D�G�C�F�P�<�I�?�8�J�K�F�D�8�B�<�J�L�I�<�K�?�8�K�G�I�F�M�@�;�@�E�>
�K�?�<���<�D�G�C�F�P�<�<���+�$�$���K�F���K�?�@�J���J�L�9�:�F�E�K�I�8�:�K�F�I���;�F�<�J���E�F�K���M�@�F�C�8�K�<���K�?�<���J�K�@�:�B�P���;�8�K�8���?�8�E�;�C�@�E�>���G�F�C�@�:�P�


�$�E�J�L�:�?�J�:�<�E�8�I�@�F�J���8�?�L�D�8�E�9�<�@�E�>���<�
�>�
�J�L�9�:�F�E�K�I�8�:�K�F�I���D�8�P�?�8�M�<�K�F�<�O�G�F�J�<�8�E�;�<�E�=�F�I�:�<�G�I�@�M�8�:�P
�G�F�C�@�:�@�<�J�
�.�?�<�9�F�I�;�<�I�9�<�K�N�<�<�E�;�8�K�8�?�8�E�;�C�@�E�>���8�:�:�<�J�J�:�F�E�K�I�F�C���8�E�;�I�@�>�?�K�J�D�8�E�8�>�<�D�<�E�K�D�8�P
�;�@�J�8�G�G�<�8�I�


Requirements

�Z ���E�P�G�8�I�K�P�:�8�E�8�:�K�8�J�;�8�K�8�J�F�L�I�:�<�8�E�;�;�8�K�8�:�F�E�J�L�D�<�I�
�$�E�F�K�?�<�I�N�F�I�;�J���G�I�@�M�8�:�P
�G�I�<�=�<�I�<�E�:�<�J�8�I�<�E�F�K�I�<�J�K�I�@�:�K�<�;�K�F�?�L�D�8�E�9�<�@�E�>�J���L�J�<�I�J���8�E�;�G�I�@�M�8�:�P�G�F�C�@�:�@�<�J�8�I�<�E�F�K
�J�G�<�:�@�=�@�:���K�F���J�<�I�M�@�:�<�J�


�Z ���:�:�<�J�J�:�F�E�K�I�F�C�8�E�;�;�8�K�8�?�8�E�;�C�@�E�>�8�I�<�E�F�K�@�E�;�<�G�<�E�;�<�E�K�
�!�F�I�@�E�J�K�8�E�:�<���K�?�<�J�K�@�:�B�P�;�8�K�8
�?�8�E�;�C�@�E�>�G�F�C�@�:�P�8�J�J�F�:�@�8�K�<�;�N�@�K�?�+�$�$�:�8�E�;�@�I�<�:�K�C�P�@�D�G�8�:�K�K�?�<�8�:�:�<�J�J�:�F�E�K�I�F�C�F�=�K�?�<
�<�D�G�C�F�P�<�I�_�J�#�, �J�<�I�M�@�:�<���<�
�>�
�8�E�P�J�L�9�:�F�E�K�I�8�:�K�F�I�:�8�E�8�:�:�<�J�J�K�?�<�<�D�G�C�F�P�<�<�_�J�+�$�$�@�=�@�K
�:�F�D�D�@�K�J���K�F���=�L�C�=�@�C�C���J�F�D�<���F�9�C�@�>�8�K�@�F�E�J�


2.7.4UC7.4. Privacy tradeoff in search/discovery

Scenario description
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Requirements
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2.8UC12. Logging/Auditing Use Case
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2.9UC13. Privacy of location-based information
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Other perspectives
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3.1UC8. Privacy Policy Management
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3.2UC9. Federated Policy Management
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3.3UC10. Authentication Strength Policies
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3.4UC11. Corporate Security Policies
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Requirements

Note: the requirementshave unique numbersfor future referencesfrom other documents.
They are not necessarily consecutive nor significant.

4.1General principles
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4.1.1General principles for Data Handling
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4.1.2General principles for Access Control
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RG23Link to data handling policy
� �M�<�E�K�?�F�L�>�?�@�E�K�?�@�J�;�F�:�L�D�<�E�K�N�<�F�=�K�<�E�=�F�:�L�J�F�E�8�:�:�<�J�J�:�F�E�K�I�F�C�8�E�;�;�8�K�8�?�8�E�;�C�@�E�>
�G�F�C�@�:�@�<�J�J�<�G�8�I�8�K�<�C�P���K�?�<�P�8�I�<�@�E�=�8�:�K�:�C�F�J�<�C�P�I�<�C�8�K�<�;�
�� �J�<�I�M�<�I���J�8�:�:�<�J�J�:�F�E�K�I�F�C�G�F�C�@�:�P
�J�?�F�L�C�;�E�F�K�F�E�C�P�J�G�<�:�@�=�P�N�?�8�K�+�$�$�@�K�N�8�E�K�J�=�I�F�D�K�?�<�L�J�<�I���9�L�K�8�C�J�F�?�F�N�@�K�@�J�G�C�8�E�E�@�E�>�K�F

����



�K�I�<�8�K�K�?�<�;�8�K�8�
�#�<�I�<���K�?�<���#�+ �@�J�G�8�I�K�F�=�K�?�<�����+�
 �*�E�K�?�<�F�K�?�<�I�?�8�E�;���8�L�J�<�I���J���#�+ �D�8�P
�J�G�<�:�@�=�P�N�?�@�:�?�K�?�@�I�;�G�8�I�K�@�<�J�8�I�<�8�C�C�F�N�<�;�K�F�J�<�<�K�?�<�+�$�$���J�F�K�?�8�K�K�?�<�����+ �9�<�:�F�D�<�J�G�8�I�K�F�=
�K�?�<�����#�+�


4.2Requirements for language model and
expressivity

R410Meta-policies and policy generation
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4.2.1Requirements for Data Handling policies

R111Business logic to describe data usage
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R112New usage should trigger consent
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R113Legal policies need differentiated layering(not much semantics for enforcement)
�� �G�F�C�@�:�P�C�8�E�>�L�8�>�<�D�L�J�K�@�E�:�C�L�;�<�K�?�<�G�F�J�J�@�9�@�C�@�K�P�K�F�<�O�G�I�<�J�J�8�E�;�8�;�;�I�<�J�J�8�K�C�<�8�J�K�K�?�I�<�<
�C�8�P�<�I�J�F�=�?�L�D�8�E�	�I�<�8�;�8�9�C�<�K�<�O�K�K�F�;�<�J�:�I�@�9�<�8�G�F�C�@�:�P�K�F�K�?�<�L�J�<�I�
�.�?�@�J�@�J�I�<�:�F�D�D�<�E�;�<�;�9�P
�K�?�<�*�G�
�
���� �F�=�K�?�<���I�K�@�:�C�<���� �>�I�F�L�G���*�G�@�E�@�F�E�F�E�(�F�I�<�#�8�I�D�F�E�@�J�<�;�$�E�=�F�I�D�8�K�@�F�E
�+�I�F�M�@�J�@�F�E�J���5���I�K�
�������*�G�@�E�@�F�E���
�����6���8�E�;�����E�E�<�O���5���I�K�
�������*�G�@�E�@�F�E���
���������E�E�<�O�6��

�Z �8short versionof the privacy policy, �N�@�K�?�8�E�8�;�;�I�<�J�J�8�9�C�<�J�L�9�J�K�I�L�:�K�L�I�<�K�F�9�<
�;�<�=�@�E�<�;

�Z �8condensedversionof the privacy policy�� �N�@�K�?�8�E�8�;�;�I�<�J�J�8�9�C�<�J�L�9�J�K�I�L�:�K�L�I�<�K�F
�9�<���;�<�=�@�E�<�;

�Z �8full (lawyersreadable)versionof thepolicy���N�@�K�?�8�E�8�;�;�I�<�J�J�8�9�C�<�J�L�9�J�K�I�L�:�K�L�I�<
�K�F���9�<���;�<�=�@�E�<�;

�Z �8�=�F�L�I�K�?layer to expressthepolicy with iconography�J�?�F�L�C�;�9�<�8�M�8�@�C�8�9�C�<���N�@�K�?
�8���J�<�K���F�=���@�:�F�E�J���K�F���9�<���;�<�=�@�E�<�;�


R114Technical representation of legal policies
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R115Policy templates
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R116Policy matching (domains, variables, _fill the blank values_)
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R119Express user preferences
�� �G�F�C�@�:�P�C�8�E�>�L�8�>�<�D�L�J�K�8�C�C�F�N�K�F�<�O�G�I�<�J�J�L�J�<�I�J�G�I�<�=�<�I�<�E�:�<�J�8�9�F�L�K�?�8�E�;�C�@�E�>�F�=�K�?�<�@�I�;�8�K�8�

�$�E�G�8�I�K�@�:�L�C�8�I���@�K�D�L�J�K�9�<�G�F�J�J�@�9�C�<�K�F�<�O�G�I�<�J�J�G�I�<�=�<�I�<�E�:�<�J�=�F�I�L�J�<�F�=�>�@�M�<�E�:�I�<�;�<�E�K�@�8�C�J�=�F�I�8
�>�@�M�<�E�G�L�I�G�F�J�<�
�.�?�<�L�J�<�I�J�?�F�L�C�;�8�C�J�F�9�<�8�9�C�<�K�F�<�O�G�I�<�J�J�>�<�E�<�I�8�C�K�I�L�J�K�I�<�C�8�K�@�F�E�J�?�@�G�J
�@�E�;�<�G�<�E�;�<�E�K�C�P�F�=�8�>�@�M�<�E�J�:�<�E�8�I�@�F�F�I�G�L�I�G�F�J�<�
�.�?�<�C�8�E�>�L�8�>�<�J�?�F�L�C�;�9�<�<�O�K�<�E�J�@�9�C�<�<�E�F�L�>�?
�K�F���<�O�G�I�<�J�J���E�<�N���L�J�<�I�	�;�<�=�@�E�<�;���G�I�<�=�<�I�<�E�:�<�J�


R120Describe server policies
�.�?�<�I�<���8�I�<���K�N�F���G�F�J�J�@�9�C�<���:�8�J�<�J���@�E���K�?�@�J���:�F�E�K�<�O�K��

�Z �.�?�<�J�<�I�M�<�I�?�8�J�E�F���8�K�8�#�8�E�;�C�@�E�>�G�F�C�@�:�P�
�!�F�I�@�E�J�K�8�E�:�<���8�9�8�J�@�:�;�8�K�8�I�<�G�F�J�@�K�F�I�P
�N�?�<�I�<�K�?�<�L�J�<�I�J�K�F�I�<�J�?�@�J�;�8�K�8�8�E�;�8�J�J�F�:�@�8�K�<�;�G�F�C�@�:�P�@�E�K�?�<�I�<�G�F�J�@�K�F�I�P���N�?�F�J�<
�;�L�K�P���@�J���<�E�=�F�I�:�@�E�>���L�J�<�I���G�F�C�@�:�@�<�J���


�Z �.�?�<�J�<�I�M�<�I�?�8�J�@�K�J�F�N�E���8�K�8�#�8�E�;�C�@�E�>�G�F�C�@�:�P���F�E�<�F�I�D�L�C�K�@�G�C�<���
�.�?�<�L�J�<�I���J���8�K�8
�#�8�E�;�C�@�E�>���G�F�C�@�:�P���J�?�F�L�C�;���D�8�K�:�?���F�E�<���F�=���K�?�<���8�M�8�@�C�8�9�C�<���J�<�I�M�<�I���G�F�C�@�:�@�<�J�


�!�F�I�J�@�D�G�C�<�L�J�<�I�<�O�G�<�I�@�<�E�:�<���:�F�D�G�C�<�O���8�K�8�#�8�E�;�C�@�E�>�G�F�C�@�:�@�<�J�8�E�;�G�I�<�=�<�I�<�E�:�<�J�J�?�F�L�C�;�9�<
�M�@�J�L�8�C�@�J�<�;���@�E���8���J�@�D�G�C�<���N�8�P�


R121Originator's policy
�� �G�F�C�@�:�P�C�8�E�>�L�8�>�<�D�L�J�K�@�E�:�C�L�;�<�8�D�<�:�?�8�E�@�J�D�K�F�@�;�<�E�K�@�=�P�N�?�8�K�K�?�<�;�8�K�8�F�I�@�>�@�E�8�K�F�I�8�C�C�F�N�J��
�E�F���D�8�K�K�<�I���N�?�F���K�I�8�E�J�D�@�K�J���K�?�<���;�8�K�8�


R122Logging/Monitoring/Auditing Policies
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R131Data model primitives
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R140Auditability -- obligations toward where to log access
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R142Capture user intent
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R143Purpose of data processing
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R146Notification/feedback channels
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4.2.2Requirements for Access Control policies
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R212Inheritance; propagation (of credentials -- tokens)
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R213Role models - family, friends, wider access control
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R214Information from third party sources
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R215Credentials or similar objects
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R216Attribute based access control to data on fora
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R217 Expiration date: there should be an option for accesscontrol policies to expire
after an amount of time
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R218Time or event of begin of validity
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R219Priority of policies or combination rules for policies
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R224Property-based - challenge response, secret handshake
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R225Technical representation and description in user-centric terms
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R227Support for complex rules
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R229Accessrequirements ˆ la "provide third party X with attribute Y (but don't give it
to me)"
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R230Use of ontologies
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4.2.3Requirements for Trust policies
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4.3Requirements for Policy Composition
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4.3.1Composition of Data Handling policies
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4.3.2Composition of Access Control policies
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RC23Composition of Access Control Policies
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RC24Prior agreement and contracts
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RC25Privacy-aware audit mechanism
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RC27Link between AC and DH
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4.3.3Composition and Trust policies

RC31Dynamic Trust
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RC33Proof of enforcement
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4.4Requirements for use of anonymous credentials

RP01Technology-independent certification of data by trusted third parties
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[Art.29 Opinion 100 Annex]
���I�K�@�:�C�<���������1�F�I�B�@�E�>���+�8�I�K�P�����*�G�@�E�@�F�E���
�����������E�E�<�O�����8�:�:�<�J�J�<�;���
�������<�:�<�D�9�<�I�����������

�?�K�K�G�������<�:�
�<�L�I�F�G�8�
�<�L���A�L�J�K�@�:�<�7�?�F�D�<���=�J�A���G�I�@�M�8�:�P���;�F�:�J���N�G�;�F�:�J�������������N�G�
�����8�7�<�E�
�G�;�=

[Art.29 Opinion 136]
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[D6.2.1]
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[Directive 2002/58/EC]
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[Directive 95/46/EC]
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[P3P 1.0 Specification]
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http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2004/wp100_en.pdf
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2004/wp100a_en.pdf
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2007/wp136_en.pdf
http://www.primelife.eu/images/stories/deliverables/d6.2.1-infrastructure_for_trusted_content-public.pdf
http://www.primelife.eu/images/stories/deliverables/d6.2.1-infrastructure_for_trusted_content-public.pdf
http://eur-lex.europa.eu/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf
http://ec.europa.eu/justice_home/fsj/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf
http://www.w3.org/TR/P3P
http://www.w3.org/Policy/pling/wiki/UseCases
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