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2.2 Collaborative Workspaces
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Use Cases

3.1 Introduction
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3.3Use Cases: Social Networking Sites
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3.3.1UC _snsl - Post content to own profile
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3.3.2UC_sns2 - Post content to another profile
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3.3.3UC_sns3 - Control access to and use of SNS content
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3.3.4UC_sns4 - Report on access to and use of SNS content
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3.3.5UC_sns5 - Integration of mobile SNS applications
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3.3.6UC_sns6 - Joining groups anonymously
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3.3.7UC_sns7 - Admitting anonymous group members
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3.3.8UC_sns8 - Deleting an SNS profile
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3.3.9UC_sns9 - Confidentiality of communication in companies
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3.4 Use Cases: Collaborative Workspaces

3.4.1UC_cwl - Complex Access Control Policies and Data Handling
Policies
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Z0O0K= G> HK=M<GFQEK AK FGL HGKKA:D=
Z GE:AF9LAGF G> KAEHD= 9;;=KK ;GFLJGD JMD=K AK FGL HG
Z =>AFALAGF G> <9L9 @9F<DAF? JMD=K AK FGL HGKKA:D=
Z-MD=K ;9F := KH=;A>A=< :ML OADD FGL (= =F>GJ;=<
Z J=91GHA @ Jas<t ARD>GFI9=0-0;;=KK1LI® J=<F L =GEKAL

L@a= HGDA;A=K

(=:@9FAKEK

Z+K=M<GFQE +9JLA9D $<=FLALQ
-=IMAJ=E=FLK $F?9 ;9F ;@GGK= 9 MFAIM= FA;CF9E=
Z ;;=KK GFLJGD -MD=K J=<=FLA9DK K=D> AKKM=< ;=JLA>,
-=IMAJ=-E$FREK@ GMDP<DEXH=;KAQ>=95EKKFLJGD
HGDALAK-@ IS99, CGI<AERBQHMH9 ;= KK @=59KHIGN=
;=JL9AF 9LLJA:ML=K = ? E=E:=J G> L@= ;DM: LG ?=L
Z 9L9 #9F<DAF? -MD=K
-=IMAJ=EFI0Q GMD. DB H=;ASIEPC D AGFEKIM . DAK@ =<
i GFL=FLK 9F< L@=K= #+K OADD := =F>GJ;=<

3.4.2UC_cw2 - Fine-grained Access Control for Different Areas

"G9D
Z$DDMKLJI9L= >AF= ?J9AF=< 9;;=KK ;GFLJGD OAL@ J=79J< LC
+J=;GF<ALAGEFK

Z2A0APDD GIGRLABRBALBFK=>AFBRAGREFLJBDGIN=JQ
OACA KAL= AF;DM<AF? @AKLGJQ 9F< <AK;MKKAGF H9?=K

,=F9JAG

ZH#IFFKKOIEK@AGA?=GMIFDASE=KAF,@=<GFG;9J&s:GML
9;;=K&GFLEGK£I@KLIF<BI>A? MO AEGEP PKI JJ=9<AF X
OJALRAEF2RIGIN=JQHEFAFNAG-R @@ IO KM ; @QFGODSE<EML
GFDAFGE=KF<G LWL WIGCD DA N9 C D@ AIAFL=JAKKAEG ?
9:GBEDAFE=-KRICO@MSRD AGL=JARLEXAFE =KGC MIF&G-AC A
KAQEKLIUOBKKLIMEEG=AXDSFLOFKGEE=RIK@+ =NAGMK
OGIE#9FF9K<G: IN-O@GGIEGBIOE:9 9;GEHIF@RAC=K
EM;BGFOAIG@EDAFE=RD KNG KLAACKA A =L @ AIF@IB@?9 E = K
G> "9E:9 F==< LG := J=HJ=K=FL=< :=LL=J 9F< L@=J=>GJ= @

Z >LAIPFFKBEO @ @OBEIHH AF <<, AL BKH~-0;;=KEFLJIKGD=®&9L
IDDEFD®OFQ@AE ;= KKNMIAE@MIIHRLIXK=0IJDN=D G RBE=—1L
LOAOCGM XK ;DAFOMIBAL-GNIEFDARAFE-XKI=9xQLU@+M:DA;
#OFFS8ROARALM®S ;= KEFLIJMDKE @9N=J: @AP-9<AF 2 IGK
LOCGABARE<SIPM<<GEE=FAK@<AK;, MKIOREB K @HIGNA<=K
FA;CF9E=



ZH#GO=N#IFF=<IG=IKGO9FLEICE@HI=NAGNKAGE@KHG ;9DD=<
@AKLEGH @QFARB WG 9ADOGIHM : DAG I<E@ AK@KMII=HLALAGMK
I<N=JLAKABRIOF+L @ MF<9G#KH=DPARKRICE@AIOF<G:

HIG<M;=< <MJAF? L@= <=N=DGHE=FL G> L@= OACA KAL= K

.M;;=KK GF<ALAGEFK

ZOK=AKR:DEXH=;A>»@KE&EFLJIGDKKH=J>PIGND-Q K AGHF&AGACA
i GFL=FL @AKLGJQ 9F< <AK;MKKAGF H9?=

I9ADMJI= GF<ALAGEFK

ZOKSIORGFRO>AEF=KEFLIGMADJ G B2 N=D=L9A PKGIA-@ G D =
OACA KAL= AF;DM<AF? 9DD GD<=J N=JKAGFK <AK;MKKAGF
Z J=9IGRE-ARA@=IKRKROI>PGFI-I1-0;;=REN>JKABE¥EKK;MKKAGF
H9?= =<AL L@= HGDA;A=K

(=;@9FAKEK

Z ;;=KK GFLJGD -MD=K (9F9?=E=FL
-=IMAJ=E=FLKF<9GE>A?MIGUAEKEBFL3EB AR IEKOF
F=0=KGMBI=9H#FFFKKR CGMD:DG@ IA?@5;=KE&FLJIGD

IMD=GU@J= K G MtBEF KK GMD <DI=GD 9 DI ALRE 2 KK
i GFLIJIA:MLAGFK >JGE GL@=JK <=D=L=

Z ;;=KK GFLJGD -MD=K (9F9?=E=FL
-=IMAJ=E#FRLKKIQ GMDD=G@ 9 F?;5=K&F LJM DGR
>ARPIIFMDGAWEO KGC M3 ;ZM I J NI K RCAK IKAKQM KKAGF
H9?=

3.4.3UC_cw3 - Access Control based on Dynamic Properties
"G9D

Z$DDMKLJI9L= F=;=KKALQ >GJ J=NGCAF? G> ;J=<=FLA9DK
Z$DDMKLJ9L= HGKKA:D= AFL=JHD9Q :=LO==F !IGJME 9F< .).

+J=GF<ALAGEFK

Z!GIMEIPDD GIGRLABE® JOAF<IK>AFBRAGREFLIJKBDGIN=JQ
L@J=9<
Z.G;A9D F=LOGJC L@9L 9DDGOK >GJ AF<A;9LAGF G> >JA=Fc=

.;=F9JAGK

Z%GKaMEGCGOKGCIMEABMKII<AGPLEGEIM:DA; P KKA:D=
LO@I=-2@0KHBGCKROMOIPFLEGFLIAKGEA<=DRL@ISGCHEMMKA;
IF<R@A@KI=9LO@ ARA+EL @WARKCE®& JGC NRXKIGCE® AK
>JA=F <XKAH#H HAINAEDHABCGC>IA=F<K@AHJILA>BOL=
J=DILAGERBAA=-RBKG;ASDOCIGCKAMMBLGGFLIJA®M®@=
L@JIGIGHEMKAF<KGO=NGFE<OGPGCGKEMSLA@ADP B<AKHINLEJ
?A9BP8K;GFK=1M=TF,=B <®AKA = F OK\@@K @ DN>FA E @ =
KG;A$DOGKHE;GFK=IMEE®@ A%GK @D GF9-DI=@=0JALAF?
9;;=KK LG L@=L@J=9< AF L@= >GJME ;J=9L=< :Q +=L=1J



ZHIFFAKII=HDDQK<ABEGF £ IAN-A <2TE A @ KK ILIABRF @ @ 9K
;J=9 9t @ IJABLIE>LBINES M@PAKE © @ =@+G D DEJAKE BIOG
SAFAMNRELADMDGEIKGIORIA P LHGAFEKGF#O9FFORFRRKG
G L @K QAFPKEEG=PDFGCFLIA.M@IAXI #LO=N&8GC =K
FGQ9FLGE 9 KH G ADI-GHK=- G ESD J=9=<Q; @DTXA? D=NF-D@ =
?9EE@Q @R 9KAF,@9FFGAFLO@D- L@SFLEBKWGE=0ORFLK
LG GKK=JALAWPIG JEDICATH A ?00—N@EB =; ALSD DGPBIGGHD =
O@OHIGIC® INGKIEGIDGCOINADIPFFEGGKELINE® =
L@IFPSCMIKH#IFF>RFARBGKD=NWD;;=KKE@RDG MD <
i GFKA<=J=< >GJ L@= 9;;=KK ;GFLJGD JMD=K 9MLGE9LA;9DD

Z(9JAIFGDODRKOABALGCMEC I O9DD GO RIGGCIORAPO@=-HMLILAGF
NOD@A?IAEIF OJALRAFZKIKE QKA IS <<ALPGAIFDIFRRD
i GFLIAAANKEGEGADP=?9BBOARNANRLQL=-E@P@® SOEGL
?GAEGIGBREQ=JKGB &BM ;9@F 9 E =K< < J = IGK=ID = HEGMEF, =G K
GL@=JK =7 <G? :J==<=JK N=LK

.M;;=KK GF<ALAGEFK

ZOK=AR:DE&KH=;8>»0K&FLJMDOSK=EXKQFIHAGH=GEAX=IK

J=KH 9 <QF9EA; ?JGMH
ZOK=S9KH=;2>0QKBEFLJBD8K-KQFIHAGH=CEAFKKGD® =JK

F==< LG HIGG> HIGH=JLA=K J=D9LAN= LG @AK GF=
Z-=NGCBFP=<=FAKIIDKKA:BrGCKAOKEF AS<=KK QA @J9898K=1J

L@= >JA=F<K@AH AK >AFAK@ =<
ZOK=AK:DI=BEH=;B=@9DANINGIKI@QEEFLIA: MEAQEBEK CKHAF, =

yGEHDA9F;= OAL@ L@= ?=F=J9D L=JEK G> MK= G> L@= 9HH
Z DD JMD=K OADD := =F>GJ;=<

I9ADMJI= GF<ALAGEFK

Z0K=J ;9FFGL <=>AF= 9,;;=KK ;GFLJGD JMD=K :9K=< GF <QFO9I
Z)GIJ=NG, QGAGE=FIAAIGK DM, = KK@IS9K=@IA=FAK@ AH
>AFAK@ =<
Z/@FI=9GGIA=KGC@RFEFREED>GCFI0;;=KR=KGBBKES <AL
L@= HGDA;A=K
Z J=9LGJK ;9FFGL <=>AF= D=?9DDQ :AF<AF? JMD=K >GJ L@=
Z J=9LOOKK=>MDOF2ADA NN Q=& 9,08 GAFGEHD AOAL@=F=J9D
L=JEK G> MK=

<<ALAGF9D ,M=KLAGFK 9F< -=E9JCK

Z#GCD=?9BBYORMOMNIRLIL=EFEB JA9F B=DQ =90 R?<A AF
>9;1= /@AM =KLAGSBHLI=9IAFK@;GCFLPAL@IHLGEFD=?9D
J=IMAJ=E=FLK

(=;@9FAKEK

Z ;;=KK GFLJGD -MD=K
-=IMAJ=E#FALKKIQ GMDDI=G=>AGF<ALAGEKKFLJGD
HGDAGI=9<AFRZKKD AKD JH#DF FKIQ GMD DI=G=>AF=
i GF<ALAGFK 9;;=KK ;GFLJGD HGDA;Q >GJ OJALAF? 9;
Z J=<=FLA9DK



-=IMAJ=E#FERKKD GMIO<DEXH=; £9G<9LBLIQA:ML=K

'J=<=FOKINEDMGEGEH9JA® G DME E H 9 J AKEGF

T @IF2G6FLAFMGAKKRI <9OML GEILA@IDO LR @ =

<=>AFGR<ALMAGCFRMLGE 9 =0;;90NFBM KODPFLRD 9N =

J=9<AF? GJ OJALAF? 9;;=KK LG L@= L@J=9<
Z'=?9D HJAN9;Q KL9L=E=FLK

-=IMAJ=EBREBRF<=>AF=? 9DANFQAFPANBIQL=EAFLK

:GEHDAQARII@?>—=F=018DEKMKG* @3H H D A ; RAlAGTI=

9FQ O@=F ;J=9LAF? ®hrEadOniH.CKH9 ;=

3.4.4UC_cw4 - Set Access Control Rules for a Number of Resources

"G9D

Z3SDDMKEJSKKMQME=K&GFLHGD A>GEGS KM F <=> kMK 6>
>GJME L@J=9<K

+J=GF<ALAGEFK
Z/@J=9<K @9N= KGE= E=L9 <9L9 =7 ;J=9LGJ <9L= G> ;J=9I
.o=F9JAG

ZH#OFF@RQKR=9O9FME: 62 @ J FIKEIOE>LINE BEDAFEDK <
?P9E:DABV@I=9DARIYGCDD=MAEDA;ARDKGEGOKLA®Z
>SGCIM@K=EKG=DGGCAHGEHMASEISIO: AJL @KIFEK=G@ =J
<OM? @IGA=NFIF F <K -FKGQ 9 F@ LI F GIO@ @LA KM ;9F=97? =]
GFDAFE=#=-J=9DA@O®IY HCKEP&IH=IKGPYHB IJAFFK+tIGIA=K
>SIGCEAKEIKORPOA @=GCIME>GILMBHFTFQGLEE=EGRA;@
FA;CFIO@MK AL OLIOLA > >3 J@ FIOF<&K® E 9 Q :@ B > =LIGEM ; @

A <=F L APQIXKRE 8 BADKKFS?E<FA K ; MKK@ SFKERI= A4BGI0 G K=
EN=1@IE+BWBOPBKI=9LE)@DAEKTY> = KRGL@ABE=<A9E<DQ
J=<M;= L@= FME:=J G> @QAK HGKLAF?K L@9L 9J= 9N9AD9:D-:

ZSFSH=919><<Q@J)-PEEHIKI@DEI®:JIAFKL ®F=MK, MKKAGF
9I:GCMIEOA<=9KBE9IC=LAF?=FIGER=N=AFBMJIHEB; €9 7@K=
<AK;MKRAGHNKREIMALPEMP=IGEHIPQFILKI=9DBRKE @ =
T GF =BECI<EG=<M;@AKGOLLIIHGNFL GHCGIEH=LBEMI9FA=K
>EIOA=<=AKR 110 J=9XED J59=<BLOSFKAL @A EKH=JAGIKO ==
%MF= 9F%9FM9J® @ GRAMD & F 7793 ; = K KAGDFQ : G=<RY =$H~-K
9F< @=J ;GDD=9?M=K AF L@= AFKMJ9F;= ;GEH9FQ

.M;;=KK GF<ALAGEFK

ZOK=AK:DI=BH=; AP EX ;= KEF LI GD A, @FKM E : € 3G F L -TFA K@

KH=;A>A=< HIJIGH=JLA=K ;J=9LAGF <9L= ;J=9LGJ 9L GF;-
ZOK=BFKKH=;K9Q%;,=K&GFLHGD A>GSKME: € GFL=IF@RL=
=PAKLAF? 9F< 9DKG L@9L OADD := ;J=9L=< AF L@= >MLMJ=

I9ADMJI= GF<ALAGFK

Z0K=J F==<K LG KH=;A>Q 9;;=KK ;GFLJGD HGDA;Q >GJ =9;@
Z J=9 . GH@ESFLA@FIRMKID GFO=D=0; ;= KI@EFLOFE<AI@ =
HGDA;A=K



<<ALGF9D ,M=KLAGFK 9F< -=E9JCK

Z @GCGMDHGKKAGD@ F=91GBD GJCKHG@IO F?,5=KEFLREDLAF?K
LGGFLIA:M@OEEELDDY:GIIEANOBDRI-Q@GFFML @E3=IJAF?
LE@S=FI9LARGK-KLANOC® = HA@EBF =KF DK I=9IGEL @ IKEGMD <
@IN@A?@W=KLIAFKKE QLAR I KE<@OL @GI BED G F 901G
9;;,=KK 9L D=9KL L@=AJ GOF ;GFLJA:MLAGFK

(=;@9FAKEK

Z 09J=F=KK
-=IMAJ=EF+XFAKKIQ GMDD=G=9095=0 @AE>GIE®IFAGF
@9K <AK;DGK=< AF L@= >GJME 9F< LG O@A;@ 9M<A=F
Z ;;=KK GFLJGD -MD=K (9F9?=E=FL
-=IMAJ = EFFAK=KF KKQ GMD:DI=GC@ 9 F?;5=KEFLJKB D =K
@I9F?E2;;=KKEFLJGDK® GCMIHGKKAGCIF ME : &3>
i GFL=FLK 9L GF;=

3.4.5UC_cws5 - Unlinkability between CWs Users and their Civil
Identities (Non-Profiling)

"G9D

Z$SDDMREJOIKKBH@BEHK =M <G FAQMKAF I<=GEHI=NKMUN=ADDO9F; =
:Q HIGNA<=JK G> 2K

+J=;GF<ALAGFK
Z+JGNA<=J G> L@= OACA ;9F J=D9L= FA;CF9E=K G> MK=JK L
.,=F9JAG K

Z#9FF=RBEHOAP=JEORFLIGOM2KIOHHDA 9CIERE @ =AJ
K9D=KERB<E® G JBG ABIID@=0GJHGI9IKATFR @F=XK9ID=K
KLJOLGHOL : G & TKFAK GN = 3G o<k @< €03 = = A 9 B B79FK
@INLRBI<GEE=PREKEICAEN??=KLGEOBFE=LAEAROAQGL
GFBRG=&HJ=xAK:MKRKABK EG 9:$F AKAEHBAPH=JAAF ;=<
MKAFGDD9:GAGUANKH SARD IOGE JIA=9MAABGEHI®QK=F
9>>=KH=N=JOD@MJII=FEFGEMNKRRK@EOFI?=EEFMBIEFGMF;=<
LGMBG #9FF=K9U®2 E90Q=MK=QL @ & E H 9FGD G KEGRALSG 3
=EHD G QWSBOA QY 9 F LGAD G JE=K H GIOG=J A =F= ¢ FQ @ GG JAF
IFGLELIKADG,I@9ARF:¢ 2 @9<==RAFLIJGAR@=GEHIFQ
AF;GFN=FRMHAH G H\NEDI= 97GI=K)>& IDAEKOQ K ®FKL @ =
EOF9?=RKAGQ&E GFALMBI =IHICER @2 #9FFOIGC MDD G JK =
L@s<-®OGICBEARIEDQ Ar @WK =M D=<E 9AFG F Q B GMaK=
=EHDGQ=1J

.M;;=KK GF<ALAGEFK

Z =EHD Q@ HI =K =FHMKAANE D MMFK=<L LMH)? 2 9FAK=LUAF=
9;;=KK JA?@LK 9F< HMJHGK=



Z=EHDGQERGP=FJBID FlAsCF 9ERE BGA CSANAD=F LGN @K AJ
=EHDGQ-==

I9ADMJI= GF<ALAGFK

Z=EHDGQ=J ;GFLJGDK JGD= 9F< 9;;=KK E9F9?=E=FL
Z=EHDGOE=VDPBOFAAREIPNIERL=IDIIC=G=EHD G QHM: D)A;AL
AIG>LEEKKIAGBE IAR=M<GFQESGEH JNAJ S N A KEIM FIBR Q
AFL=JARLEA | M=EE L AS@AKFRIE = =IL@K=J NIJ & N AMKAK = KK

'9K= AL AK KM>>A;A=FL LG HJG>AD= MK9?= 9F< HJ=>=J=F;=

<<ALAGF9D ,M=KLAGFK 9F< -=E9JCK

Z EHDGQ== AK KM:GJ<AF9L=< <M= LG =EHDGQE=FL J=D9LAG
Z'MDDQ EGFALGJAF? =EHDGQ==K H=J>GJE9F;= AK MFD9O>N
Z'G??AF? G> 2 MK= ;9F := H=JEAKKA:D= A> AL AK F=;=KK9JC
Z ;;=KK LG DG? >AD=K EMKL 979AF := DG??=< LG 9DDGO D9L
Z#GQO9F9;;=HIKEL @CGRXAD=KJ?9FARTKIANI;Q J=®BOQ;>AF?
HIGHGK=< KGDMLAGF AF 0 8KFK
Z KKMELA@BR@EHDGCGKHK=M<GFREEKE =GP =NPD MAESH
AE@ACROIFLE&EG N @A KO-AD GG <@ AAKNAAD= F IAKI@D= J =
I9FBQ GKKALSDIA @N<G M : LXaWHONDND= F GAL@H=-IKGFKA<=J=<
OAL@GML DGKAF? 9FQ HJAN9;Q >=9LMJ=K
Z . ;=F9JAGLEOBKIE9BKEBIDFAIAKL=JHIGEBOIALGH 7 KODKG
@9HL=J
Z!'JGBD=7"MO0AFNA=NF=JE9RABKGADDGIOEB «<K=FNHD GRAE =K
L@OALINCHARsF=39DRE@ AR GF;J8Ed=9KGCGKMEBHA @ SGLF
LOAFL=GAHK@—FEHDAQGNB AKMKAFE>KKR ; AARIDQF? 8 Fx<
HI=>=JPEPRL =JE =A@ BBRII=Q?L @<9LHRIGL=GAGAALI@ =
yGEH9FQ AK AF>GJE=< =P;=HLAGFK LG L@AK JMD= 9J= HG

(=;@9FAKEK
Z+K=M<GFQEK FGFQEGMK GEEMFA;9LAGF
-=IMAJ = EAFAK=K ¢ D@ AGDD = 9DV @KG OKA; CFOE =

/I @HIGNARSL. DD AFE;CFIEAK@AX=FLALLMKAF?
L@= $+ 9K 9F A<=FLA>A=]

3.4.6UC_cw6 - Legal Liability of the Provider

"G9D

Z $DDMKGR S DbALQ0 ==MDIANIGPK ORKGC FL-FIOL QK@ 9FE K @ =
D=?9D J=KHGFKA:ADALQ G> L@= HIGNA<=J

+J=GF<ALAGEFK
Z'GIMEXK=FLHIGNARHIGNAAEK ?IBDAFKEFLESD® 9 FAKEK
L@PDDTEIG NGHKKEG =FLQAHEIGNAS=KR @ E @V 9FKKQEFL=FL
HGKL=< L@=J=
Z+JGNA<=J AK DG;9L=< AF "=JE9FQ

.,=F9JAG K



Z'DGJI=F9€;;=HLSs;=RK@Jg9EXML QKARB>IXIM@ E=E:=JK
=P, @I EF@=RH=JAORIQKAREQXIGL @XKIGE=G@GR=9DDQ
MFO,;;=HLARIE=@ K@ BIL-CGILH=JKGEBABKH=; KIDEA->GJE9LAGF
9:GME@ €EAHKIL@IAKGCEH+tRE @GHVM  DARYDKGY,; ;=KK 8 @ =
HIGNAR=<I9 QD GJ=FAFXIO; AFILIRAF>GCGUEBHIGNA<GM@ AK
HGKLAFRRI<ARBAD =JETFO Q@R GNA®IKI GMBKEGIN&FLJIQ
i GFKA<=J=< AF ;9K= L@= ;D9AE :Q 'DGJ=F;= AK LIJM=

.M;;=KK GF<ALAGEFK

Z FLIASK=<=D=IQt@HIGCGNAALtDEANABEIIRFIKFFGFBQ
AL ;GFL9AFK MFD90O>MD ;GFL=FL

I9ADMJI= GF<ALAGEFK

Z+JGNA<=J ;9FFGL ;@=;C O@=L@=J L@= ;D9AE 9:GML MFD9O
ZOK=)JXKFFGLAPQGKOARRPD O O>NVARARGBMIKBIAGD@GH3FAN9; Q
G> L@= HGKLAF?

<<ALAGF9D ,M=KLAGFK 9F< -=E9JCK

Z (=KK9R®@BIAFGEHD ADAL@IODF K @M IR E 9J@ G O AN
DACOOHIILAMKDIRIPD GM®Is < =D =1GI<@+J G N A £ @=J @ &kAK
OGMD< KMHHGJL KGE= CAF< G> ;=FKGJK@AH

Z+JGNA<=XIG=9:DEGMDLABIDOMAI=EFGCEK? AKDO =EA®EL =
MFD90O>MD ;GFL=FL

Z+IJGNAXK@GNMPBI=9:DE®@ - MWOHGL=FEESD?=F;Q OHEKGF
i GFL=FL L@9L =DK= AK FGL 9;;=KKA:D= >GJ @AE

Z2@AIE@A>>=IJAB=8 MD DAEFIOIE @=KHGFKAE @>ALQ
HIGNA<=J 9EGF? <A>>=J=FL ;GMFLJA=K 0 OGJD<OA<=

(=;@9FAKEK

Z ;;=KK GFLJGD (9F9?=E=FL
-=IMAJ=E+*PGH=RKAF>GIE@PBLLIA: MIL=K=F LAXD K
J=IM=REBXEQ;; = KRKL®@J¥DGI=PR=-L@H GICOR @ =
@9K L@=K= 9LLJA:ML=K

Z ;;=KK GFLJGD -MD=K
-=IMAJ=EsSF1KKG Q=@ JAK=FA-@ DHD=G KDZr® FF G L
HIGN@G@QN&=IM=RLEIA M| =HKHKP D K& =F AGLI@ =
HIGNA<=J

Z)GLA>A;9LAGF !=9LMJ=
-=IMAJ=E$IR KIG KKIAGDGL A @@J GNA<SJ3 FLJGD O ML
;GFL=FL L@9L AK FGL AF ;GEHDA9F;= OAL@ L@= D90O

Z =D=LAGF :DG;CAF? G> H9JLA;MD9J ;GFL=FL
-=IMAJ=E+FGENA<SUGFLIGDBEB®&@J=-1GH9JLA;@PO3IFL
IF<=DMFDIGIND? JIGRK=-BHOAWIC@—F LIR =D =9FE<
C==H AL 9K =NA<=F;= G> L@= MFD90O>MD :=@9NAGMJ

3.4.7UC_cw7 - Management of (Partial) Identities

"G9D



Z$SDDMKIGUSFUMAI=-ESBRPIDG:HDILAID AKSFFIAEESGK VDG
HIAN9:;Q =F@9F;AF? A<=FLALQ E9F9?=E=FL + $ (

+J=;GF<ALAGFK

Z!GJME L@9L 9DDGOK :JGOKAF? ;GFLJA:MLAF? 9F< ;J=9LAF
Z A>>=J=FL .). 9DDGOAF? ;J=9LAGF G> ;GFF=;LAGFK LG GL@
Z2ACA 9DDGOAF? >GJ <A>>=J=FLA9LAF? :=LO==F <A>>=J=FL

.,=F9JAG K

Z$FABH=IJKBFNNE DA AFL=IFBUKEG P, @ 9@ 2=P H=JASFK ;=K
O=DR Q@=;=ANAF>GJEDPLPGERARAIF L = JKEEXKC Ak L = FMKIAN =
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3.5Summary of Privacy Enhancements in Access
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Issues
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4.1 SNS issues and requirements
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4.1.2Lack of risk awareness
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4.1.3Surveillance
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IS15 Advanced monitoring
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4.1.4Curious providers
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4.1.5(Risk of) illicit use

IS19 The user as data controller
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IS25 Stalking
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4.2 CW issues and requirements
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IC4 Deletion of personal data
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Mechanisms

(=; @ 9 F AKVERK IOMGABD-A F GIAARRL O L-@VFK O KO K K @5 L MEDMAJ=BEFLK
KGESKARKGKKIAED € AJFGIFF=; LFAGCO<E K ,; JANRM & 8 KSEF 9

L=; @ FA~DWMAJAEEHFMKEE=IAR>MF; L KGN GHF=G F9:D@MK =
 OKE@EIBGCBALIQOK=R GO =ARPHISBERDRANGDE : A? NOAA FZRHDIAFK
O@RAAFFL=JEiIAGHE=;, @9FERBKIGNG=IMAE=>=;(SN=GN@=
A<=FLB>A@9FANHREN®G,BECARPIDDGCGQAISF;=FLIDXAKHAIOKM =K
AFODAEAHME: EE=; @9FAKRERDIEEN=IJNRAEO; @ IF AKPRIE@E
9EGMFL G> HGKKA:D= J=IMAJ=E=FLK 9F< L@=J=>GJ= L@= K;GH=

I @AKIHKEI DIAKKOGHAREG HAY =, @9 FABREK@ ®EA<7QFLG>L
+JAE="P@ KM K=IK=RBESFAMKK: @Q=FLJGDS;;,=KEFLAGBDANY9;Q
“F@Q9F,—Ea@M IKAD—=9<IA@2CGALO@A R JIIOILHD ;CIYZEI=E9AB>=]

L@@ IHL=90KIOBME: GA<=FLE=>A@9FAREAXFE==EHD L@ XGNA<=
HIJIAN9;Q =F@9F;AF? 9;,=KK ;GFLIJGD AF KG;A9D F=LOGJCK 9F< ;(

5.1Scope
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5.2 0verview about Mechanisms

5.2.1Access Control Policies

/| @>GDDGCGARFPAREE@EFIAE="@=9JI<69ME#FL An accesscontrol

policy (ACP) protectsaccessto an object by specifyingwhich subjectsshould be granted

which type of accessto it. The object being protectedcan be a piece of data like a file, a
databaseecord,or a webpagebutit canalsobe a moreabstractfunctionalitylike a service

or aremoteprocedurecall. .=N=HIRANI9;Q =P@IEMIER <<O@=<EKA?FAF?
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Access based on role
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Access based on groups
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Access based on context
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5.2.2Data Handling Policies
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researchmarketing),to whichthird partiesthe data can be disclosed(e.g.all, nobody,only
auditors), how long the data can be stored, etc. server-sidedata handling policies are
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5.2.3Privacy-enhancement through new authentication mechanisms
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5.2.4ldentity management
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Privacy and Open Identification Providers
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Partial identities
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5.2.5Use of credentials
Credential mechanism
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Anonymous credentials
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5.2.6Legal policy statements
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5.2.7Encryption of content and communications
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5.2.8Awareness and transparency
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Legal Requirements

6.1 Introduction
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6.2 Types of legal requirements
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6.4 Confidentiality of communication in the work
environment
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Workersdo notabandontheir right to privacy and dataprotectioneverymorningat thedoors
of the workplace.Theydo havea legitimateexpectatiorof a certain degreeof privacyin the
workplaceas they developa significantpart of their relationshipswith other humanbeings
within the workplace.However,this right mustbe balancedwith other legitimaterights and
interestsof the employer,n particular the employer'sight to run his businessfficientlyto a
certain extent,and aboveall, the right to protecthimselffrom the liability or the harm that
workers' actions may creaté JL 2+ 7
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6.5 Conclusion
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6.6 HCI Perspective on Legal Requirements
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6.6.1Art. 3 B household exemption
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6.6.2Art. 10 and 11 and the content of privacy policies
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6.6.3Data of third parties
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6.6.4User rights
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Requirements Overview

7.1 Introduction
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7.20verview
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7.2.1Access Control
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The collected requirements which pertain to this mechanism are the following.
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Additional requirements that need to be considered for user-controlled access control.
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7.2.2Data Handling Policies

I@3=IMAJ=EMBL&EMBEFABBD = KKE=JLHABKBAFSGJIJEQQKG@D AF
L@=6* @R =NAKMVK=;R@®GHF;;=KMRIIFLESS=IJLHAEG-AF>GIE9LAGF
L@= F=PL K=L G> J=IMAJ=E=FLK <=9DK OAL@ L@= 09Q L@= <9L¢

Z-. 1@=). KOGUDP>EI, @IFAKGCPBROMKEIXH=;A90@9F<DAF?
HGDA;A=K LG := J=KH=;L=< :Q @QME9F J=9<=JK 9F< E9;@AF-=
Z - 2K K@GMD< 9DDGO MK=JK LG ;GFLJGD K=;GF<9JQ MK=



Z- : 2KK@ GHIGGNGAHEAGMK 4.JKH = ; A= J AC K-QL9@ =AJ
i GFLIJIA:MLAGF AK <=D=L=< GJ E9JC=< 9K GML <9L=«<
Additional requirements concerning data handling policies, that are more geared
towards technical implementation.
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7.2.3ldentity and relationship management
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7.2.4Use of credentials
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7.2.5Encryption of content and communications
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7.2.6Legal requirements
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>GU@QHEMIHGKBGCGAFAFIGCM@® ARF: = <GFNAQI=<=FLAMS @K
AF>GJIERIQGCFA<=IGEL @3GHHE: =K Q@ GMBEE; tKKBIQ
;GFKLIJM;L 9F =PHDA;AL H9JLA9D A<=FLALQ O@=F <GAF? KG

FLIOEG?IGHAUQ=<=H=FGHI=K=RBHARGHJAYLEIFA9DK
L@QGMEKM>>>JAH?IIL AAND D BIHKK = KQI=<G;LAMDAL@GML
<AK;D GRAPSMNIL @<G;LAKKFLARALSDLA>ADENRBE=
E=;@9FAGH, QA=NARKIGC CFCODCEIIHIGNAREL@ =
E=;@9FAKE



Identity

/@ MBFOEQO @ ANMKAKFAIM=<BRLAMOAIS /I@A<=FLABAEIF
IFFE98B<ISKKEIQ=9KKG;DAIS@®GF MFRDKWEKR DA;-G>L09J=
9?=FLK L@9L ;9F 9;;=KK L@= .). 9DKG @9N= A<=FLALA=K

Identity, anonymous vs patrtial

Lists

_GE=GES@AK@GAFIGHAL GBNID G @MEEF I ALMHHJ K@
KAMHAL@ K=M<GEEIAKAGE:@IGMHE: =JK?GRE=KK9?=K
HGKL&@IGMB HK=M<ERQEIKK G ; DN IS@ 9 J LAOLF DALX® K
GORJG>$MIAF; A@EOEMKEI @ 9 N M D LA HIDAAST LAR GEE =
.

FGFQEGNMKRICXKXFKL>HMIL@FNGAQARZ ;GG @HO9JILA9D
A<=FbEBSBIG UM H=KKsKKKEFLHGD AK @ FKKMDD=ECAKLAF?MAK@
IFGFQOBGMKKRGEL D+;FKKL®AKAIAL,s=KK&EGF 9FGFQEGMK
MK=JK

OK=KK® GMDDI=G=L=JEAFSIF>GCGIEO@AQK ; D@XI=@3 &G MH
E=E:=9KGM@ AAZFEANDG,NM MDAK ; MEGKHIO F KAIBB =KA<=F;=
OAL@GML HIGNA<AF? 9FQ >MJL@=J AF>GJE9LAGF

JIE=K=GH=GHOBIEBAKZLKG; ACPF =; LABGG@KEKQF=JOFME:=J
G>JA=FXK=<A;FSEN=JKD ADKABLHKHO Bt AWK =R JIIGOABIKGD=DQ
9<EAFKL=J=< :1Q @AE A = GL@=JK ;9FFGL <=;A<=0@=L@=J1

Location

#OF<KEG:9LRAGF=<=L=JEAGE@EG:AP=LOGJCR:9K=@FLAE=
<A>>=G=F13ANBBHLOGBC=FFOE=JF 9 L@ NE=DRE® DKK="+. 9F <
MHDOB<9IkAAHE @F. = ?MKAFPA<DBHHDA 19QABFMF @@ <F

L @H@ GFIEOAL @@ £=L O GUIC==L ALOCSKNIFIGIDHI: ADALA=K
<=HDGQ@E=<1=?MDSLUCEB® AJ=;LAN= 6 AJ=;LAN=OF<
ADDMKLJ9L=K L@= JGD= G> KG>L0O9J= 9?=FLK 9K KGMJ;=K G>

;1= KKGFL HGD AKA=-EKMDB<DE@ ABADS ;MIBRI=IM=E>Q
MH<MKEG=HGOGGELILSBRARL > MKELLKG>LO93IELBD AKA=EMD <
IDKEK=FKAIGA®GO F=MKJKED [-MRA B M@A G J C ®FMI K

N9 9LABDB  GF>A<EEEAAECPAKE = 9K=GPR ;= KK @0F=J K

;9D=F<9J GJ LG HJ=K=F;= AF>GJE9LAGF HIJGNA<=< :Q L@= G{

FGHAM=KLMAG® = L@BI—«K=9E=; @ IFIAEDG®AKIDDGO

M K >JKGHE] G N A<OATEG ; 9 kA GIR G MMD~<=IEG=H=GCE @& FL=PL
+JANAE=ANAROABIDE M@ =MNKAPRIKEKFE @ AG® =AEG M Dx

9J? M=RAE<ANAKDIORBRRIFA-CAN-@ILDNGSILAEQFO @ AD=

;ODDE @FE=J?=KsQNAJSKGCGL®=6 AJ=;LANO@AI@MAJI=K

EG:AD@ GFL O GIB KG NAK=I?=KsQNAOAIR@ ILAR=GIE9LAGF

L@=Q @9N= 9:GML L@= DG;9LAGF >JGE O@A;@ 9 EG:AD= ;9DI

; MIDG, 9 KAEP QODKRAEHG HEKA?AKINAIKBKSEIGEHIFQ
EGFALGERB?9IGAAGEREDANS F®F £ GKI=; M HAVLJH G KI-98L @ =
DG;9LAGF G> HGDA;= ;9JK AF ;9K=L@=Q JMF AFLG LJGM:D= ¢



Logs
-=;GJBH;;=KK@KJIGYAD-REIKEFDP Q =KKIAGEHI G SAF+@ =
J=:GlKK; JAEKSG; .= KKG@ I=KGCGMIEF=KA>>=J=FEILOFIEFGOF
GFF=;LAGAKIA=AR=F=HUDDODAKG>LOIIEGIO @ A,@F.
HIGNA®RKH=; K> ;;=KKGFLHGD AEAQK IMA@MKGD;9HL ;@9
E=@9FAKE LG HJ=;DM<= GJ <AKLAF?MAK®@ 9;;=KK :Q KG>LO9

'G?29FIDEREUKHIGNARB I=?"MBDKRK=L=JEAF=@HEIG>AD=
GOFHIK>=JEEBKIM=KAD LAEGEEA>AEDGEBEENA<EG]
9;;=KEFLNGEDB D9 KRIGNF KAARY G AR KA?PRFHKHIGHIA9L=
FGLA>A;9LAGF E=;@9FAKE = ? AFKL9FL E=KK=F?=1J

Message
/@ AKE=9HI9KKOE=BEMDLAEGEASBYG KL S&H JG BCAMIES M
HD9 AKBE=KKIM=M==FEG<=J931@WEFKA<=0% BBFK K IPFK
@9F<D=x<

Moderation
E=@9FABRIENA=CBGARRIPEK=L=JEAO@ ER@+V : DIA® @EG
<=DtlgElL E9JC@ O HIEG MI G HAIB==J=E =K EOAF =LEM
F=aA<OHHJBENKKIZ>IGLI@ SIHM . DAKB FAF; QIBDEMBP=HGDA; Q
LOOAFLI@GORF . GEBRBERKI2?FE® 9F<DPDK<MH ®OFRD IBG K L @<= <
GL@9IJLGGMAFKLHEHSKKIORFGHE=GC ARG MIA=FXEBHIM:DAK@ =<
AEE=<A9L=DQ :ML E=KK9?=K >JGE GL@=J H=GHD= J=IMAJ= E

Notification
E=9HRIODMKAIKN=KIMKIBOF=E=KKOMHH=9GPPIA=H3IGA>AD=
JGLA>A; 9GAMGEHKRGNABEME . EXA>>QFGK CRGCGMIG HAD =
9K =E9ADK 9K .(. L=PL E=KK9?=K LG QGMJ H@GF= GJ L@JGN\

Persona, digital
I @=<A?AIDIKGREG<SMFAF<AN AKXKN:IDFBK G F 9 R AR L9F <
E9AFL9AF=< :Q LJ9FK9;LAGFK 9F< AFL=F<=< >GJ MK= 9K 9 H.

Persona, imposed
FAEHGHK=XKGKEGHO Gk GxA? ALK KEE=>AFAIQRBGFLIGOD=<
L@AF<ANAGOMODH G K=9 K GE& 9J = K HIGALK@AF < AN AH MV®@DKB =
<=>AFALAGF 9K E9AFL9AF=< GF 9 O=: H9?= 6 D9JC-= 7

Persona, projected
/I @HIGBHEIKSEK®2=KLAPHJ=IGKIASF<ANAI<MBOS L @ =¥FK
L@QEFLGRL 2 9HIGBHLEIKSKRE L& =K ;JA@HHI G ERABFELIMF=<
HDO9L HA GE A<EME<ANMKMIOQ SKSKE @ AEHGH=XKGHFO9L9
i GF,=JEAMK=9; KAGFK@3IADILAGRFKAOADIKP K L @QFFPGIEILAGF
L@94F:= 9KKG; A9WLAEHGKI=IKG¥MEM MHOF C@GE@H=JKGF
i GF;=JH@AGII=KHGRFE LASGEHRH GCG>ADBAPDL&E&GCHEAF ARLDK
H=J>GJE=< :Q O=: :9K=< K=JNA;= HIGNA<=JK KM;@ 9K "GG?D-

Policies, reputation based
F 9;,;,=KK ;GFLJGD E=;@9FAKE L@9L DAEALK 9;;=KK :9K=< GF

Policies, time based
FO,,=KEFLAGD,GRDARAI KB =COMM@BOIN—E=E.=GBW?AN=F
?2IJGMEI?ANHEIAGIKAEG D @QBGAE@RI G VH GAZANOLEGDA;Q



DI9F? MR @GHNDHHECHI =KKMAQEK>GCA 3> LFIAN<FLEGXMINF?
?AN=F AFL=JN9D

Presence
/@ AR F>GIESLTIRGRAL ARRIGMIKA<=FLE®BVR=F =JMKB®D&H 9 &>
AFKIEFKKIOKABRAEXQF;DMk=GIEGPAGF L@ IKE® ARX=
A<=FABRNOADSG@® DA LGGKAEHKDQ DAIEK =AF>GIJERLAGFDM<=
?2=G?2J9HD@AIYIE=NGD=-LHABNEYDKO PQ,; GI<IAEF@=;AHA=FL K
9::=KK JA?@LK

Privacy preferences, client-side management of
[@RAKHHIQAF@EFKIGCOKPL=FKGEOF9? AFAR; HKANRBJQ>=J=F;=K
IFKLGIA® TEG ;90 GEHML@3® ), @ ALAIGMIDAE @S ;A9D
)=LOGIEGFKLOIAIJ=>EFRO0 KPL=FEKAGFHKANGC HY AAGF K
DG;RDGJ9GEL=SBE9LEO<DAFF<==E+G6=K=;JXKKF;JQHE=6€J=
KM:EAKKA@GE ; ASDOGCGIMARF? /@HGDABGEK=-KEFLIGE@E 9L
i GFLEBFED WG ; D MNEE@D—=H 9 "MK AA? KLOTFOLBIBK MFL =?JALQ
20=FG:O9FLKDGOUR @A AKFL=@RBAK=IMALIG9 M+ KL A0AIH9E€ =
JGOKPIL=FH@GHP L=FRAGHOHI ?FFOKKG; ABPG D & @>=D Q
N=JAARIAEK =DFARIFGGCLEHE D8 @G DADQ CAOKBIA+@EFL=FL
L@d= =PL=FKAGF <=;JQHLK AL 9F< HJ=K=FLK AL

/I @APAKHHIGE @ =F=>RANK=0K=HR®Y @ HAANBJ@>=J=F;=K
DG;9IML(MABEDRG=9CF=KK@ GIMP&EEHMUI=9C<GOF GE=
MFOIN9ADIKDMEGIEIGIL @ FSHH I LEAIFRK=IKAKA>>AGMDL

9, CMN@® sAHEHMICAIKD FK=IWAKEB =JE9OBDFRKILI>MIL@ =]

<J9O0: RK@MK=-QEBFE 49 :DI=GIHD G NAHJ AN SIF+ KELGIMD=Q
SAEQ@=-EKOBDNa@EMAHHMIGAFKLIF@+tM@OQHALO; ;=K =
KAEIGEFSFL=JB=IKGP>IGCEEG:AD=NALSL @ @2 <AXKCLGH
GEHMIGN A ;N=JKIA F9 OLEYHH J GI% KL MKEKE&J G O KE@K L

KMHHGJL L@= =PL=FKAGF 9F< AEHGK=K L@= :MJ<=F GF >JA=]

Privacy preferences, server-side management of
$ R @%KH J GPK @IKBKIIANRIGNA®GIGEL=@ HAANDIO>=J&F<=K
LGF>GU@KKG; AR BAK=KHEKMMKI=@G=:JGOIGH@ L Afx
L@=AKEGF==kGAFKI99DOOKPIL=FXAKGEBKI=IMAU®ML@=FLA;9L=
LO=EKORDN@IANDIGQNAGAL@GFEEMFAsAU=KLAIQ@D—:KAL=
= DF). /@8HHJI@PD MG CKA F? D 5 KDM@ J L A ; AXIDIKAMRE K
;9F. = ;GE:AFGALKMHHGHA; JGHOIQEKFIMILAF=IFILAN@ =K =
O=:KAL=K

I @PNGACGKIOO 9CKO DA=FIOKHAIEIE@F 9 : DK KRIOFQ

LAESIGH QO @FISEPFQR=NAMHMMK QIKAKRE @ MKIEIE =
IFHOKKOGRPLEIGEOYFK®&9RFE =K 9>="?MIIO@JEKNWEG>

KLJGB®MLI® = F LA ;R IGAIGHIE?A < XENA,@;BIHIGAEFKI=K=F; =
L@IGMZ=@ HAFRK=@9DD6&6RA?@ JGIMAMIKG >*AGE=LIA@FAIM=K

DA, = HARUJAK® GIMABKI ANBJIJQG NASGMI>M KA FOFK&AKK @ GM D <

:= HGKKA:D= >GJ DA;= LG LJ9FK>=J LG 9FGL@=J HIGNA<=J A

+JANBJG NAJAFIHGKALGIGE NKESILAGHB G MIBK M : BI=GL
HIANKH QD AIALKD>=MO BA CG@I=? M D EI=0 KQRQFEK9JC=GJ; =K
K@ GIM®D=IF 9 L@ GIKED A ; AKI LAKKME@ O @ HHJIGCRABGB D Q
OGJC OAL@ L@= 9;LAN= ;GGH=J9LAGF G> H9JLA;AH9LAF? O=:



Profile
O=H9IGAA®>GIENILBARBAI=EGHIG>GDF KD HIGCIOPEG ;DM <=K
E=L9 <OMBBH=IKGRERSED=J2HBGMEH>AFOIFAAGC HFHKGBGFLHGDA ;A=K
OAL@ L@= E=9FK >GJ L@= HIJG>AD= GOF=J LG <=L=JEAF= 0@

Profile, deactivating vs deleting
/I@7). E9GRAKLAF2MOKED;LANFI<A-?>-RBABGSIAEFPIEHD=
E=KKWMGKL&L @I LE>ABAKEHR =Q @<t kHI G 6AF<IJ; ALER GK =
@ AK; G MFALL@. ¥. J=L@IOBFQ=IMAIJ=BEEHIGKGKILABGEIMIALQ
D=?AKD9LAGF /@= .). L=JEK G> MK= HGDA;Q K@GMD< E9C=L

/I@= <9L9 L@9L K@GMD< := <=D=L=< AF;DM<=K

Z/@= HIG>AD= 9F< 9KKG;A9L=< H=JKGF9D HJ=>=J=F;=K 9F<
DD ;GFL=FL MHDG9<=< LG L@= HIJG>AD= :Q L@= GOF=J 9F=«
DD ?JGMH <=>AFALAGFK <=>AF=< :Q L@= GOF=J >GJ L@AK
DD J=;GJ<K G> ;GEEMFA;9LAGFK L@9L @9N= L9C=F HD9;=
DD E=KK9?=K L@9L L@= GOF=J HGKL=< LG GL@=J HIG>AD:

N NN N

/@ AKK=FUADDAGRILG=LI??GAL@OF-AKKFLALQ
=F9:D=L@= .). HIGNA<=J LG >AF< 9F< <=D=L=L@= <9L9

Profile preferences
/| @=BF==>AFRAOGHIGCSATFEFAF;DM<=KEFLIGDA9REHKIKGF9D
HJ=>=J=F;=K >GJ L@= 9HH=9J=F;= 9F< >MF;LAGF G> L@= HJG

Reputation
FME=GAEFME=JRIGAF<A;LLAEHMLGOAGEF=FLBO=QR. 2
OADQHA ®BHDIPH.FG ; £ @BV L G E 9 L<A-19DIEQ@ =K M L 99 KA-GP
FME:63GFKA<=J9PAGHEKE : GIHGKLKIIOFCAFIXXKNAQH=GHD=
NA=OIA®2HEK-I=KHIMLIBDAEMK=QJIMDEIAD LHEGAKEKL GAK;9J<
DGKO;GIABKRR=CY; ;= KBEFLUGD A AR KKLIAOLMER~KB =GHD=
OAL@® @A?@ J=HMLO9LAGF

Resources
[=PAFE=<ADAHKH@  GKGRIRNA<EF@ AR QDKGEG;DE=xI=9<OM 9@
IRIGHMH>AFARAFAGEBKGREED=J9R=PE=KKIPEKLE&E@HIG>AD=
Q L@= GOF=J GJ GL@=J H=GHD-=

Resources, encrypted
-=KGMES®=MHDGO9E=@=BBF=F;JQRIGHEGI I=NMFOML@GJAR=<
9:;=KKF;DM<QAFR®3. HIGNAK@IKKMBEEK; @ 9FQ OEJSKDQ
D=?ALNMESEIXQI9MF . =KK @6 JJ=KHGE cAFHLAGHFAEG MD=9K
KAEHD= 9K 9 K@9J=< K=;J=L HIKKOGJ< = ? 9K >GJ + ! >AD=}

F;JIQHEAQFVMK=EE=KK92=-R @ 9F E H D GI(GHEIK KI?G® =
HIG>GBEIBGEHDGQEORFLAONGHIOFI>RVIGEAPRP?DI=NA=0
L@=K= E=KK9?=K

'90=F>GJ;=F—LE8RQR=9:DEE@=IMBJ=KIEGF,; JQREKGMJI;=K
*F=E=, @9 FAGIEOBRXQ =IMABMKGXC=QCK GEMDL NH DG HF=
<A>>=-HEKIALOKGKE>=?M99ABKMK&E=GFK;JEG;, @IFAKEK



INISADMDE M = K LUIAG B OKKX= LL@-810= | MOE S @ = LL@=NASK
DG??=< =>>=;LAN=DQ LG K9LAK>Q D=?9D JA?@LK G> =F< MK=

Resource id
E=9HIK<=FOALXNQFFKGUW;9KAR, = KEFLI@BAKIMANEOD®=FL
MFAIM= L9? L@9L AK ?M9J9FL==< LG GFDQ 9HHDQ LG 9 KAF?I

Session
K=IM=GAFL=J9;EAGCEXF=IJKEGIF?=BEY9O=9HHDA 9@ BBTF=
HD9<MJIMAAPAE AH=KAGKAEGLE@IMK+sIFE=AFNGBRE=MDLAHD=
GN=JDIKHHKAFOBAEKR>>=J=KALHRILA ; MK @ =l JeMK KA ? FK
GFI9G. ). MKABR=<=JBEkKk=FKALRA@-FEK=KKAGAL@ ¥. 9F<
IFGL@=J AK OAL@ L@= A<=FLALQ K=JNA;=

Sign-off
/@HIG; SKKA? FA P CIHK = K K/AdsAK JE ARTK=K KARF &9%0=
AFALA9L=< 9MLGE9LA;9DDQ 9>L=J 9 H=JAG< G> AF9;LANALQ

Sign-on
/@HIG,; GKKA ? FAFIOG = K KRGO = KAGK =INADKKL ID@K=KKAGF
/@O MKOADPHA ;8DHD@Q=R] I =<=Ft AAHDIK KOGI,d=<=RKMBHABDA=<
"QIFA<=FHAGQA@ A COMBEN=EOKAERNB=SGGC EAHQL @>=:KAL=
<MJAF? L@= HI=NAGMK K=KKAGF OAL@ L@9L KAL=

/@ K=KKEOGF I MMNEK=LIGGC F > A TEHA 3 K 9, =2 MAPLI= N®DLIKE J
H=JAGAKI ;L ONEEFQRIE=>=FOAGCK@®I=GC HDKIM=J9 {AF=2

MK=1J
Social Network Sites
.G;A9D )=LOGJC .AL=K .).K = ? '"AFC=<%$F 19:=:GGC @9N-=
A<=FLAERLIM,EABEBLOBACGK>FN=IJQAQAI+L,EGB0@9L
"G>>E9F 6"G>>E9F 7 ;9DDK "AEHJ=KKAGF E9F9?=E=FL

J=DILAGBKARPAHR & ACG>H>GKEMF A ;90 ARAIEVK = J K

LG E9C= F=0 >JA=F<K 9F< <==H=F ;GFF=;LAGFK OAL@ ;M\
 GEEMFAL,QBBLOGCDORMR=LB=-HI=8KELADKALGSF
J=;G?FARNSDM=-€E @S F=NEIJAGNEKEMFAGAFIK;L=<F=KK

AK KG;A9D ;MJJ=F;Q KG,;A9D ;9HAL9D

Tags
2GI<MK4+G 93=KGMIGHO:R=D=;1QANO®FG P>CGMKAPR ;;=K&FLJGD
HGDA;A=K LG J=KLJA;L 9;;=KK LG J=KGMJ;=K OAL@ 9 ?AN=F L

Transferring to another SNS/CW
SK@GMBE KKIAGDSFRPAJI=FRRHQGC >ABEFKALG F G L@AL@ =
GHLAGF LG <=D=L= L@= A<=FLALQ 9F< HIJG>AD= GF L@= GJA~"

Upload
(=;@9FAKE >GJ LIJ9FK>=JJAF? J=KGMJ;=K AFLG 9 O=:KAL= .).

URI
OFA>GIKGMP<=FLAG-A-A<=FLAIAKEMI;2="HI9?6GF.@=
$FL=JF=L



Versioning
O=KAGIOAEAPYIGCGNA<=KIKH I=NAGUKLGPRKR =K=KKFLJGD
HGDA @GMD DG =KLIAFKB J=NANGVKAGFKHGEBA<=FGALQ
LeH=IKOEPAK == CRAF2KKL @-ACAO F=E KQ A KAMI@; =KBK =G>
LIMKL=< ;GDD=9?M=K
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