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Executive summary
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Scope: Social Network Sites and
Collaborative Workspaces
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2.1Social Network Sites
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Use Cases

3.1Introduction
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3.2Choice of use cases
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3.3.5UC_sns5 - Integration of mobile SNS applications
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3.3.6UC_sns6 - Joining groups anonymously
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3.3.8UC_sns8 - Deleting an SNS profile
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3.3.9UC_sns9 - Confidentiality of communication in companies
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3.4Use Cases: Collaborative Workspaces

3.4.1UC_cw1 - Complex Access Control Policies and Data Handling
Policies
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3.4.2UC_cw2 - Fine-grained Access Control for Different Areas
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3.4.3UC_cw3 - Access Control based on Dynamic Properties
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3.4.4UC_cw4 - Set Access Control Rules for a Number of Resources
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3.4.5UC_cw5 - Unlinkability between CWs Users and their Civil
Identities (Non-Profiling)
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3.4.6UC_cw6 - Legal Liability of the Provider
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3.4.8UC_cw8 - Awareness and Selective Access Control
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3.5Summary of Privacy Enhancements in Access
Control
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3.5.1SNS Use Cases: overview of identified mechanisms
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3.5.2CW Use Cases: overview of identified mechanisms
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4.1SNS issues and requirements
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4.1.1Identity and relationship

IS1 Social convergence
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IS2 Sociability paradox
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IS3 False sense of security
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IS4 Eagerness to connect
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IS5 Unauthorised access
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IS6 Fading relationships
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IS7 Instability of (social) norms
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IS8 Simplistic models
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IS9 ItÕs not what it seems
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IS10Persistence of identity
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IS11Profile non-portability
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4.1.2Lack of risk awareness

IS12 Implicit information leaks
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IS13Living on the edge
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4.1.3Surveillance
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4.1.4Curious providers
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4.1.5(Risk of) illicit use
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IS23Spear phishing using SNSs and SN-specific phishing
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IS25Stalking
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4.2CW issues and requirements
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IC4 Deletion of personal data
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Mechanisms
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5.2Overview about Mechanisms

5.2.1Access Control Policies
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policy (ACP) protectsaccessto an object by specifyingwhich subjectsshouldbe granted
which type of accessto it. The object being protectedcan be a pieceof data like a file, a
databaserecord,or a webpage,but it canalsobea moreabstractfunctionalitylike a service
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Access based on identifier
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Access based on role
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Access based on groups
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Access based on properties
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Access based on context
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5.2.2Data Handling Policies
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policy (DHP) is a setof rulesstatinghowa pieceof sensitivedatashouldbetreated.Thedata
handlingpolicy specifies,amongstother things,for whatpurposesthedatacanbeused(e.g.
research,marketing),to which third partiesthe data can be disclosed(e.g.all, nobody,only
auditors), how long the data can be stored, etc. server-sidedata handling policies are
sometimesreferred to as obligations, client-side data handling policies are often called
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5.2.3Privacy-enhancement through new authentication mechanisms

�)�=�O�E�=�;�@�9�F�A�K�E�K�>�G�J�9�M�L�@�G�J�A�L�Q�<�=�D�=�?�9�L�A�G�F�9�J�=�:�=�A�F�?�<�=�H�D�G�Q�=�<�G�F�9�N�9�J�A�=�L�Q�G�>�O�=�:�K�A�L�=�K���!�G�J
�=�P�9�E�H�D�=�	�L�@�=�*���M�L�@�H�J�G�L�G�;�G�D�6�*���M�L�@���
�
���7�	�:�M�A�D�L�G�N�=�J�#�/�/�+�	�9�D�D�G�O�K�9�M�K�=�J�L�G�?�J�9�F�L�9�;�;�=�K�K�L�G
�9�H�J�G�L�=�;�L�=�<�J�=�K�G�M�J�;�=�:�Q�9�L�@�A�J�<�H�9�J�L�Q���;�G�F�K�M�E�=�J���L�@�J�G�M�?�@�9�?�A�N�=�F�K�=�J�N�A�;�=�H�J�G�N�A�<�=�J���+�J�A�G�J
�9�?�J�=�=�E�=�F�L�E�M�K�L�@�9�N�=�G�;�;�M�J�=�<�G�M�L�
�G�>�
�:�9�F�<�9�:�G�M�L�H�G�D�A�;�A�=�K�	�A�F�;�D�M�<�A�F�?�J�=�N�G�;�9�L�A�G�F�G�>�9�;�;�=�K�K���/�@�=
�:�9�K�A�;�A�<�=�9�A�K�L�@�=�<�=�D�=�?�9�L�A�G�F�G�>�9�M�L�@�=�F�L�A�;�9�L�A�G�F�L�@�J�G�M�?�@�9�;�G�F�K�M�E�=�J�L�@�9�L�O�A�D�D�:�=�9�:�D�=�L�G�?�=�L
�9�;�;�=�K�K�L�G�9�?�A�N�=�F�J�=�K�G�M�J�;�=�9�L�L�@�=�K�=�J�N�A�;�=�H�J�G�N�A�<�=�J�O�A�L�@�G�M�L�?�A�N�A�F�?�9�F�Q�H�=�J�K�G�F�9�D�<�9�L�9�>�J�G�E�L�@�=
�M�K�=�J���L�G���L�@�=���H�J�G�N�A�<�=�J��

���F �=�P�9�E�H�D�=�K�;�=�F�9�J�A�G�A�K�9�M�L�@�G�J�A�R�A�F�?�9�H�@�G�L�G�K�@�9�J�A�F�?�K�A�L�=�L�G�9�;�;�=�K�K�9�K�G�;�A�9�D�F�=�L�O�G�J�C�K�A�L�=���K
�A�F�>�G�J�E�9�L�A�G�F�9�:�G�M�L�L�@�=�M�K�=�J���=���?���H�@�G�L�G�K�L�@�9�L�L�@�=�M�K�=�J�@�9�K�M�H�D�G�9�<�=�<�A�F�L�G�@�=�J�.�)�. �H�J�G�>�A�D�=�����/�@�=
�H�@�G�L�G�K�@�9�J�A�F�?�K�A�L�=�D�=�9�J�F�K���>�J�G�E�L�@�=�M�K�=�J�	�G�J�L�@�J�G�M�?�@�9�J�=�>�=�J�J�9�D���9�:�G�M�L�L�@�=�0�-�' �G�>�L�@�=�M�K�=�J���K
�.�)�. �H�J�G�>�A�D�=���/�@�=�M�K�=�J�A�K�J�=�<�A�J�=�;�L�=�<�L�G�L�@�=�.�) �K�A�L�=�	�O�@�=�J�=�@�=�;�9�F�<�=�L�=�J�E�A�F�=�O�@�9�L�A�F�>�G�J�E�9�L�A�G�F
���A�>�9�F�Q���A�K�?�A�N�=�F�L�G�H�@�G�L�G�K�@�9�J�A�F�?�K�A�L�=�M�K�=�J�K���;�G�F�K�M�E�=�J�K���	�9�F�<�@�G�O�D�G�F�?�L�@�9�L�9�M�L�@�G�J�A�R�9�L�A�G�F
�K�@�G�M�D�<�D�9�K�L���/�@�=�9�M�L�@�G�J�A�R�9�L�A�G�F�A�K�H�9�K�K�=�<�:�9�;�C�L�G�L�@�=�H�@�G�L�G�K�@�9�J�A�F�?�K�A�L�=�	�O�@�A�;�@�;�9�F�F�G�O�H�J�G�;�=�K�K
�H�@�G�L�G�K�@�9�J�A�F�?�A�F�>�G�J�E�9�L�A�G�F�>�M�J�L�@�=�J���/�@�=�M�K�=�J�;�9�F�J�=�N�G�C�=�L�@�=�9�M�L�@�G�J�A�R�9�L�A�G�F�O�A�L�@�G�M�L
�;�G�D�D�9�:�G�J�9�L�A�G�F�>�J�G�E�L�@�=�H�@�G�L�G�K�@�9�J�A�F�?�K�A�L�=�����F�Q�G�F�=�N�A�K�A�L�A�F�?�L�@�=�H�@�G�L�G�K�@�9�J�A�F�?�K�A�L�=�<�G�=�K�F�G�L�?�=�L
�A�F�>�G�J�E�9�L�A�G�F�9�:�G�M�L�L�@�=�M�K�=�J���K�.�)�. �H�J�G�>�A�D�=�9�L�9�D�D���/�@�A�K�C�A�F�<�G�>�E�=�;�@�9�F�A�K�E�;�9�F�:�=�9�H�H�D�A�=�<

����



�O�@�=�F�=�N�=�J�9�M�K�=�J�O�9�F�L�K�L�G�9�;�;�=�K�K�A�F�>�G�J�E�9�L�A�G�F�O�A�L�@�G�M�L�J�=�N�=�9�D�A�F�?�@�A�K���@�=�J�A�<�=�F�L�A�L�Q�	�A���=���=�N�=�J�Q�M�K�=
�;�9�K�=���O�@�=�J�=���L�@�=���H�=�J�K�G�F���A�K���F�G�L���?�=�L�L�A�F�?���9�;�;�=�K�K���L�G���@�A�K���@�=�J���G�O�F���<�9�L�9�	���:�M�L���<�9�L�9���>�J�G�E���9�F�G�L�@�=�J���K�G�M�J�;�=��

5.2.4Identity management
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Privacy and Open Identification Providers
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5.2.5Use of credentials

Credential mechanism
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5.2.6Legal policy statements
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5.2.7Encryption of content and communications
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Legal Requirements

6.1Introduction
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6.2Types of legal requirements
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6.3The user as a data controller
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6.4Confidentiality of communication in the work
environment
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Workersdonotabandontheir right to privacyanddataprotectioneverymorningat thedoors
of theworkplace.Theydo havea legitimateexpectationof a certaindegreeof privacy in the
workplaceas theydevelopa significantpart of their relationshipswith other humanbeings
within the workplace.However,this right mustbe balancedwith other legitimaterights and
interestsof theemployer,in particular theemployer'sright to run his businessefficientlyto a
certain extent,and aboveall, the right to protecthimselffrom the liability or the harm that
workers' actions may create�6���J�L���������2�+�������7��
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6.6HCI Perspective on Legal Requirements
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6.6.1Art. 3 Ð household exemption

�/�@�=�E�9�A�F�I�M�=�K�L�A�G�F�;�M�J�J�=�F�L�D�Q�:�=�A�F�?�<�A�K�;�M�K�K�=�<�A�F�+�J�A�E�=�'�A�>�=���;�L�A�N�A�L�Q�� �A�K�O�@�=�L�@�=�J�M�K�=�J�K�L�@�9�L
�H�J�G�;�=�K�K�G�L�@�=�J�M�K�=�J�K�a�<�9�L�9�A�F�N�A�J�L�M�9�D�;�G�E�E�M�F�A�L�A�=�K�K�@�G�M�D�<�G�J�E�M�K�L�@�9�N�=�9�H�J�A�N�9�;�Q�H�G�D�A�;�Q�9�F�<
�@�G�O�K�M�;�@�H�G�D�A�;�A�=�K�K�@�G�M�D�<�D�G�G�C�D�A�C�=���/�@�A�K�A�K�G�>�A�E�H�G�J�L�9�F�;�=�>�G�J�:�G�L�@�L�9�K�C�����������G�F�/�J�9�F�K�H�9�J�=�F�;�Q
�L�G�G�D�K�>�G�J�N�A�J�L�M�9�D�;�G�E�E�M�F�A�L�Q�M�K�=�J�K�	�9�K�L�@�=�<�9�L�9�L�J�9�;�C�A�K�9�D�K�G�K�L�G�J�A�F�?�F�=�?�G�L�A�9�L�=�<�H�G�D�A�;�A�=�K�>�G�J�<�9�L�9
�J�=�D�=�9�K�=�<�L�G�;�G�E�E�M�F�A�;�9�L�A�G�F�H�9�J�L�F�=�J�K�	�9�K�O�=�D�D�9�K�>�G�J�L�9�K�C�����������G�F�H�G�D�A�;�Q�F�=�?�G�L�A�9�L�A�G�F�K�A�F�N�A�J�L�M�9�D
�;�G�E�E�M�F�A�L�A�=�K���/�@�=�>�A�J�K�L�I�M�=�K�L�A�G�F�9�J�A�K�A�F�?�A�F�L�@�A�K�;�G�F�L�=�P�L�A�K�O�@�=�L�@�=�J���J�L���� � �0 ���A�J�=�;�L�A�N�=������������
� �� ���K�G�;�9�D�D�=�<�@�G�M�K�=�@�G�D�<�=�P�=�E�H�L�A�G�F���;�9�F�:�=�9�H�H�D�A�=�<�O�A�L�@�L�@�=�;�G�F�K�=�I�M�=�F�;�=�L�@�9�L�L�@�=�G�L�@�=�J
�9�J�L�A�;�D�=�K�G�>�L�@�=���A�J�=�;�L�A�N�=�<�G�F�G�L�@�G�D�<���$�F�G�L�@�=�J�O�G�J�<�K���$�K�H�=�J�K�G�F�9�D�<�9�L�9�H�J�G�;�=�K�K�A�F�?�:�Q�G�L�@�=�J
�A�F�<�A�N�A�<�M�9�D�K�A�F�N�A�J�L�M�9�D�;�G�E�E�M�F�A�L�A�=�K�9 �<�9�L�9�H�J�G�;�=�K�K�A�F�?�>�G�J�H�M�J�=�D�Q�H�J�A�N�9�L�=�H�M�J�H�G�K�=�K���/�@�=
�@�G�M�K�=�@�G�D�<�=�P�=�E�H�L�A�G�F�9�H�H�D�A�=�K�G�F�D�Q�A�>�L�@�=�M�K�=�J�K�@�9�N�=�J�=�K�L�J�A�;�L�=�<�9�;�;�=�K�K�L�G�L�@�=�A�J�H�J�G�>�A�D�=�L�G�K�=�D�>�

�K�=�D�=�;�L�=�<�>�J�A�=�F�<�K�����J�9�>�L�*�H�A�F�A�G�F�G�F�.�)�. �6���J�L������ ���J�9�>�L���
�
���7���$�>�L�@�=�M�K�=�J�9�D�D�G�O�K�9�;�;�=�K�K�L�G�@�A�K
�H�J�G�>�A�D�=�:�Q�?�J�G�M�H�K�@�=�<�G�=�K�F�G�L�C�F�G�O�G�J�;�G�F�L�J�G�D�L�@�=�K�;�G�H�=�G�>�	�H�M�:�D�A�K�@�A�F�?�<�9�L�9�G�F�@�A�K�G�J�@�=�J
�H�J�G�>�A�D�=�=�I�M�9�D�K�H�M�:�D�A�K�@�A�F�?�A�L�G�F�L�@�=�=�F�L�A�J�=�O�=�:���>�G�J�=�P�9�E�H�D�=�A�F�>�9�;�=�:�G�G�C�L�@�=�F�=�L�O�G�J�C�G�>�9�M�K�=�J�a�K
�@�G�E�=�L�G�O�F�E�9�Q�A�F�K�G�E�=�;�9�K�=�K�@�9�N�=�K�=�N�=�J�9�D�E�A�D�D�A�G�F�E�=�E�:�=�J�K�	�>�G�J�=�P�9�E�H�D�=�L�@�=�)�=�O�4�G�J�C
�F�=�L�O�G�J�C�����$�F�L�@�A�K�;�9�K�=�	�L�@�=�H�J�G�;�=�K�K�A�F�?�;�9�F�F�G�D�G�F�?�=�J�:�=�J�=�?�9�J�<�=�<�L�G�L�9�C�=�H�D�9�;�=�>�G�J�H�M�J�=�D�Q
�H�=�J�K�G�F�9�D�G�J�@�G�M�K�=�@�G�D�<�9�;�L�A�N�A�L�A�=�K���!�J�G�E�9 �H�J�9�;�L�A�;�9�D�H�=�J�K�H�=�;�L�A�N�=�	�L�@�A�K�;�G�F�;�D�M�K�A�G�F�J�=�I�M�A�J�=�K
�L�=�;�@�F�A�;�9�D�L�G�G�D�K�L�G�9�K�K�A�K�L�L�@�=�M�K�=�J�9�F�<�L�G�;�D�9�J�A�>�Q�L�@�=���K�L�9�L�M�K���G�>�@�A�K�H�J�G�>�A�D�=�9�F�<�L�@�=�<�9�L�9
�H�J�G�;�=�K�K�A�F�?�A�F�A�L�A�9�L�=�<�L�@�=�J�=�A�F���/�@�=�.�)�. �H�J�G�N�A�<�=�J�K�@�G�M�D�<�H�J�G�N�A�<�=�?�=�F�=�J�9�D�A�F�>�G�J�E�9�L�A�G�F�9�:�G�M�L
�O�@�=�F�L�@�=�@�G�M�K�=�@�G�D�<�=�P�=�E�H�L�A�G�F�9�H�H�D�A�=�K�9�F�<�O�@�=�F�A�L�<�G�=�K�F�G�L�9�F�<�K�@�G�M�D�<�9�D�K�G�A�F�>�G�J�E�L�@�=�M�K�=�J
�G�>�O�@�9�L�;�G�F�K�=�I�M�=�F�;�=�K�L�@�A�K�@�9�K���L�@�9�L�A�K�	�A�>�L�@�=�M�K�=�J�A�K�J�=�?�9�J�<�=�<�9�<�9�L�9�;�G�F�L�J�G�D�D�=�J�@�=�@�9�K�L�G
�;�G�E�H�D�Q�O�A�L�@�L�@�=�G�:�D�A�?�9�L�A�G�F�K�G�>���A�J�=�;�L�A�N�=������������� ������ ���<�<�A�L�A�G�F�9�D�D�Q�	�=�9�;�@�L�A�E�=�9�M�K�=�J�O�9�F�L�K�L�G
�B�G�A�F�9�F�=�L�O�G�J�C�A�F�O�@�A�;�@�L�@�=�M�K�=�J�<�G�=�K�F�G�L�;�G�F�L�J�G�D�L�@�=�F�M�E�:�=�J�G�>�E�=�E�:�=�J�K�9�F�<�9�D�D�G�O�9�;�;�=�K�K�L�G
�@�A�K�H�J�G�>�A�D�=�L�G�9�D�D�F�=�L�O�G�J�C�G�J�?�J�G�M�H�E�=�E�:�=�J�K�G�J�O�@�=�F�@�=�K�=�L�K�@�A�K�9�;�;�=�K�K�;�G�F�L�J�G�D�K�=�L�L�A�F�?�K�L�G
�^�9�;�;�=�K�K�L�G�9�D�D�.�)�. �M�K�=�J�K�_�	�L�@�=�.�)�. �H�J�G�N�A�<�=�J�K�@�G�M�D�<�A�F�>�G�J�E�L�@�=�M�K�=�J�G�>�L�@�=�;�@�9�F�?�A�F�?�D�=�?�9�D
�G�:�D�A�?�9�L�A�G�F�K�����.�M�;�@���A�F�>�G�J�E�9�L�A�G�F���;�G�M�D�<���>�G�J���=�P�9�E�H�D�=���:�=���?�A�N�=�F���:�Q���E�=�9�F�K���G�>���9���H�G�H�
�M�H���O�A�F�<�G�O��
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6.6.3Data of third parties
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6.6.4User rights
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Requirements Overview

7.1Introduction
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7.2Overview
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7.2.1Access Control

�.�=�N�=�J�9�D�H�J�A�N�9�;�Q�
�=�F�@�9�F�;�A�F�?�>�=�9�L�M�J�=�K�;�9�F�:�=�9�<�<�=�<�O�@�=�F�<�=�K�A�?�F�A�F�?�9�;�;�=�K�K�;�G�F�L�J�G�D�E�=�;�@�9�F�A�K�E�K
�A�F�.�)�.�K�G�J���2�K�	�O�@�=�J�=�L�@�=�G�:�B�=�;�L�K�A�F�;�D�M�<�=�H�J�G�>�A�D�=�A�F�>�G�J�E�9�L�A�G�F�9�F�<�;�G�F�L�J�A�:�M�L�A�G�F�K�9�K�O�=�D�D�9�K
�H�J�A�N�9�;�Q�H�J�=�>�=�J�=�F�;�=�K�L�@�=�E�K�=�D�N�=�K�����;�;�=�K�K�;�9�F�:�=�:�9�K�=�<�G�F�F�M�E�=�J�G�M�K�>�=�9�L�M�J�=�K�	�A�F�;�D�M�<�A�F�?�L�@�=
�G�:�B�=�;�L�A�<�=�F�L�A�>�A�=�J�	�A�L�K�J�G�D�=�	�;�=�J�L�9�A�F�H�J�G�H�=�J�L�A�=�K�G�>�L�@�=�<�9�L�9�G�:�B�=�;�L�	�G�J�L�@�=�;�G�F�L�=�P�L�A�F�O�@�A�;�@�9�;�;�=�K�K�A�K
�J�=�I�M�=�K�L�=�<�	���9�E�G�F�?�K�L���G�L�@�=�J�K��

The collected requirements which pertain to this mechanism are the following.
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Additional requirements that need to be considered for user-controlled access control.
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7.2.2Data Handling Policies
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Additional requirements concerning data handling policies, that are more geared
towards technical implementation.
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7.2.3Identity and relationship management
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7.2.5Encryption of content and communications
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7.2.6Legal requirements
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7.2.7Awareness and Transparency
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Persona, projected
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