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Abstract
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still lack adequate privacy mechanisms. Tigiport uses the example of an electronic CV system
first develops requirements for the establishment of prieambled service oriented architecture
Then, several existing IdMrotocols are investigated with a focus on their applicability as privi
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the deployment of identity management infrastructure protocols (IdMIP) are depicted.
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Executive Summary

Service Oriented Architectures (SOAme widely used in infrastructureghen different entities

(e.g. service providey from different domainarticipate The interactionsnd exchange of data
betweendifferent service providerSP)candirectly be applied to the architecture modala lot

of scenarios (e.g. flight booking, hotel reservation, car rental, etc.) there is a special need for
mechanisms that help the diffete®P to act jointly, as in most cases customers will engage

more than one servicdentity Managemen(ldM) is anevermore utilized approach that helps to
prevent unnecessary overhead when trying to link processes with the respective customer
accountsTherefore itis a key factor for enabling crosSP business relationshif@ut agreeable

IdM has to come with appropriate privanoyechanismsCrossSP scenariosire whereprivacy

risks notably existThis can be exemplified in the exchange of persona dhbut a customer
between two or more service providers. If no adequate access control policies are established that
consider thec u s t o prieacy@emandsprivacy problemscan hinder such architectures from

being accepted widie

Within the EU FP7 mjectiPr i meLi fed there are efforts to
developing adequatsolutions in the areas of human computer interaction, configurable policy
languages, web service federations, infrastructures and pevd@ncing cryptographyn Work
Package6.1 (WP6.1)there is aspecial focus on IdM infrastructures. The main point of
investigation is the analysis of the problems for the deployment of pramalyled |dM
infrastructures.As one of the results of WP6.1his document deals espebjalwith the
requirementsto be considered when developing mechanisms that shall enhance IdM
infrastructures with privacgnabling features:urthermore, several existing IdMlated protocols

are presented and evaluated againssetequirements. The olgéve is to learn if existing
protocols are sufficient to achieve a higher level of privacy in infrastructiinest, the problems
that hinder the establishment of privemyabled infrastructureshall be extracte®uch statemest
should only be made ioonjunction with a deeper investigation of a concrete scefidrarefore

a job portal architectureerves asnodelin this report Such a job portal has a manageable set of
purposes. In the first place, it provides mechasifon job applicants to puldh electronic
versions oftheir CV (eCV) with the ambition thad headhunter (another job portal participant)
will contactthemwith lucrative job offes. Nevertheless, the applicamaywant to disclose only a
minimal set of personal dat@n the other had, a headhunter wants to find the best experts for a
given job position. Therefore, he has a demand fanash information about the applicant as
possible. Beyond that, the information stated in the @¥sto be trustworthy because a
headhunter will bse his initial decisions on this dafthese simple examples of application point
out that finding simple solutions for the IdM and privacy problem in service oriented
infrastructures is quite impossible.

Thus,thework for thisreportwill not try to find the ultimate solution in form of a new protocol or
standard. This work shall sketch dww far exising protocols can be employed for enhancing
privacy in IdM infrastructures. This includes setting up an architecture scenario, requirements that
make upviable privacyenhancing infrastructure protocols and the evaluation of several existing
protocols against these requirements. As a result, theefdsiting challengewvill be identifiedto
supportfurther work in finding solutions for them.
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Chapter

Introduction

More and morddentity Management (IdM) ibecominga keyfunctionin the administration of

private and busined3 systems.Shifting tasks and processes from the physical world into the

digital world undoubtedly facilitated new business models and leveraged tasks, which hardly were

feasible without the potentials of modern computer systems. Consequaplgciating the
economic val ue of fidi gitali zi nhepse byt dstablishingpr oc e s s ¢
information technology wherever saving of costs could be reached. One famous example is the

shifting from physical mails to digital -enails. A similar observation can be made in the area of

employee, customer or citizen managementammg the administration of identity related

information. These tasks also have been transferred to the digital world by now.

Identity Management helps users of computer systems or companies to simplify the handling of

services or optimizing the processg&be golden rule here is: The more informatamout the

respecting persois available for computer systepbe moreservices can be improved in terms

of user conveniege because services then have more opportunities to be optindibed.

perception isalso applicable to the web. Thesrista lot of services that are quite popular and

used by many people. These include social network services, instant messaging, online shops,

career portals, multimedia sharing por@sl so on. Eveifivaryingintheex t ent s, al |l t hese
2.00 representatives have an essenti al need for

As it has shown i number of disciplines in IT securitthe main focus of the implementation of
such systems was the basic functionalitpn€lderation of factors like security, privacy or
usability is more regarded asurden for the diffusion and acceptance of the solutibhis. can

be illustrated inthe bounded awareness of a lot of users to the (in fact limited set of) privacy
settingsof Social Network Service§SNS) This widespread point of view of developers to such
technologies led to implications, which today show thatrivacy-disaster looms. The lack of
adequate control mechanisms for identity informationds only a majomrivacy concernput
alsohaseffects inpublic reports about computer systems that failed in protecting identity related
information in an appropriate mannéfhe origins of these failures are milicetted. For
instance, this can be thack of enforceableaccess control policies, usability problems or
limitations in the interoperability of mostly differing protocolsll these problems build an
obstacle for a widespread establishment of IdM infrastructures in a global scale.



Improving privacy enhancingtacn ol ogi es (PETs) to such an extent
will not happen anymore is just one school of thought. Maybe the more promising approach is to
enforce one welknown purpose of data protection, and teatata minimisation.

Looking throughlongranging glasseghe previously mentioneproblems can put the privacy of

individuals of the Information Sociest risk. This statement can be backedwyphinking about

the high complexity of the administration and the control of personal ddtinttiee course of

time will diffuse in the massively distributed storage of ltiiernet As a result, there is the risk

that individuals will leave a litfdong trail of personal dataverwhi ch t hey wonot have
These problems also form an obstafidr thesucceskl pervasiveness of IdMnabledservice

oriented architectures (SOA). The more participant systems are involved in such a service
architecture, the more difficulties it raises for the management of personal data.

Different service provids (SP) need different parts of the information. So, one of the challenging
questiors is, where to store which parts of the data under which access control pdliciesthd

other similar challenges hamper the spreading of prieaapled IdM service oneed
architecturesHaving identified these types of privacglated problemsiPrimeLifed faces tlem

by developing slutions and mechanisms which could help to resolve the problems without
compromising on functionalityAlready published works include reqts on exighg protocols for

privacy and identity management. There also is a listing and discussion of available open source
initiatives dealing with this [PL0O8, PLO9Folutions that PrimeLife aims to develop cover the
areas of human computer interacti configurable policy languages, web service federations,
infrastructures and privaegnhancing cryptography. Activity 6 of PrimeLife concentrates on
identity management infrastructuresxd the problems associated with them with regard to
privacy. InWork Packages.1 of Activity 6 we have a more specific focus on web architectures,
web service architectures and related architectures. The aim is to define requirements for the
establishment of privaegnhanced IdM service architectures. Moreover, we wistigate how
privacyenabled SOA can be implemented with already existing standards and protocols.
Furthermore, this requires the establishment of criteria that have to be met, if such architectures
shall be achievable.

1.1 Aim of this document

In this documat we want to pick up a reéife IdM infrastructure scenario and examine how this
scenario can be enhanced by privacy featunstead of developing new protocols and standards,

in this work we want to investigate how already existing, but maybe notwidaly used
protocols can be utilized as Identity Management Infrastructure Protocols (IdMIP), which enrich
service oriented architectures by privacy and IdM related feaitinesmain focus will be actually

an evaluation of the applicability of selectexistent privacy and IdM supporting protocols and
standardsThis evaluation should help in identifying the problems and challenges that arise when
an interoperable and scalable IdM service infrastructure shall be realized. As a requirement for
such an evaation we will define a set of evaluation criteria whigked tobe fulfilled if privacy
enhanced infrastructures shall be successful. Such a scenario lssmubs much privaeglated
challenges as possible, so a moralépth evaluation can be donkhis could include several
parties and the need for the diffusion of personal data. We select a limited set of existing protocols
and standardsnd analyze how these protocols can support implementing privacy enhanced
infrastructuresand what are the probites and challenges they cannot meet. The restdttohelp

in giving a direction for the development of improved protoocsith more capabilities for
implementing privacy enhanced IdM infrastructures.



1.2 The Scenario

The choserscenarieto-analyzeis a job portal system which is used byseveral parties with
different interests, like applicants, headhunters, claim issuers and sbhenscenarids fully
base& on the eCV scenario introducedthre requirements documetimeLife Heartbeat H6.3.1
[PHO9]. All the parties have different interests and expectatisitis regard tothe system. The
scenario and the involved parties will be described in more detailapter 2We considesuch a
systemsuitable for this study, ai$ raises several privacy riskbat arise due to the need for
distribution of personal data over different service providers

As a job portal system can be regarded as a broker for open job positions, it includes a facility for
applicants to publish electronic C\VAuch data structures obwisly contain personal information,
which 1 in the interest of the applicaifit should not fall into wrong hands, respectivélg
accessiblenly to a selected set of peopfdreadythis exampleraisesprivacy relatedssues tde
countereddy protocols thabring more privacyA further challengecomes fronthe CVs in such a
system being electronid’hereforethe spreading and distribution of such documents is much
easietthan in classical papérased approaches.

So, this scenario seems to be qaipplicale for the evaluationFurthermore, the scenario will be
differentiated into two variants. The idea behind that is to have different settings with different
demands and requirements for privacy enhancing mechanisms. Expectably, different scenarios
will imply different legal technical aneéconomical requirements and consequences. Beyond that,
different scenarios possibly imply differing domains of interests, which in turn reflette trust
relationships between the actors awhsequently on theequirenents for privacy enhancing
features.






Chapter

Scenarios

This chapter introduces th#ob Portakcenario and its flavours. Two main application scenarios
exist, the Inhouse Platform SolutiofPS) and the Open Platform SolutiofOPS) These
variationsof the architecture will be described in more detail after giving a general overview of
the basics of the Job Portal architecture.

2.1 TheJob Portal 8enario

The emerging use of social networks antérnet based platforms for job search and offers leads

to an increased extent of business relationships, where the use of digital identities plays an
important role. The identities used in the context of job search and job offer scenarios contain
similar information to that in a classical CV. The classical, papsed CVs are useentric
maintained by the respective us&he applicantdecides on which information to provide to
employers, e.g. the HR departmeff companyTheycollect claims (e.g. certificates) for gained
experience from third parties (e.ghsols, trainers, etc.) and include them in their CV to provide
evidence for their work and educational experience.

The increasing businesse of thenternetopens the path to new applications which allow users
to maintain an electronic CV (eCV). We peas scenarios which deal with the establishment and
management of eCYgob advertisementdy companies and the matching of job offers to
appropriate candidates by examining the. @¥e eCV, as the digital counterpart of the classical
CV contains the samamount of privacy related information. Due to their nature, eCVs are
considered as highly privacy sensitiV#ith migrating to eCVs, we are faced withe following
challengesOn the one handaneCV should provide the same level of reliability for theereer,

e.g. an HR department, as the paper based versions with printed training and school certificates
and claimsSo, there should be means to verify the genuinesfesms eCV.On the other hand, the
person who publishes her eCV should have the aliditgontrol and manage the spread and
distribution of the personal data contained within the eThis raises the need for mechanisms
for access control and privacy policidgain, due to the digital nature of an eCV, solving these
problemsis far from a trivial issue Classical approaches, like carg@erbsites or communities
allow a user to publish CV information to a multitude of prospective employers and interested
parties. The published information is mostly private and sometimes should remain caifatent
targeted to a restricted audience omgvertheless, most of the existing platforms merely have



coarsegrained approads for privacy settings. Hencerigacy concernand solutions that face
themwill play an important role in the acceptance o¥/edpplications

In generalthe following interested parties can be identifietheJob Portakcenario:

1 The applicant (OPS) / employee (IPS) publishes information on his knowledge,
experience and personal dg&CV). The information can e.g. be used fpspective
employers to select and contact the user in case of a vacancy.

1 The employer, e.grepresented by aMlR manageror headhunter, etc. browses all
available eCVs to find a suitable candidate among the presented eCVs for a given job
position. Depeding on the scenariahe respective implementaticend the privacy
policy settingdor the eCV this entity can access all or only a subset of the data provided
by theapplicant For instance, if we think about company internal employee movements,
the HRmanager of that company already has access to a set of personal information on
the employees, while these data are not accessible to externals.

1 The claim issuer is able to provide evidence for all or some of the claimed experience and
knowledge the userdis in his eCV.

i The entity which collects, stores, manages and publishes the eCVs will betleaiztal
portal. The job portal also bBahe ability to store job searches and offers from HR
managers and headhunters. Using this information, the job psré&ddle to perform
internal searches on the candidates and find a possible matthimgob portal is the
actual service provider entity in the architectubd@y entity that participates, whether
applicant or headhunter, has to register to the job pamalrder to being able to
participate.

The following sectionsgive a general overview of typical process flows for jble portal
scenario We focus on selected functions to demonstrate basic operations and relations between
the stakeholders. The diagrantsow functions and their associated data which is needed to
perform the given operation. While being as general as possible, we try to give as much detail as
possible. All operations are sequential and ordered, function names are in bold face type,
parametes for the functions in italic type. Wherever possible, optional flows are given to give a
more detailed understanding of the processes.

The diagrams presented in this section apply in the same way to the Open Platform Solution and
the Inhouse Platform &dion. The specific needs and differences between the two solutions are
discussed in their respective sections in this document.

2.1.1 Authentication

Unless stated otherwise we will assume, that the job portal provides authentication mechanisms
for its users,.e. employees, applicants, HR managers and trainers. Authentication will have to
take place prior to further communication such as publishing eCVs or job offers. Mutual
authentication between both entities is a desirable option in terms of privacy amitly.secu
Authentication steps are necessary for all presented application scenarios and can be implemented
using the authentication mechanisms the possible candidate solutions provide.

The goal is not to define a pure authentication scheme but to focusaditods and their privacy
requirements. All candidate solutions shall therefore be able to support authentication although it
is left out in the diagrams.



2.1.2 Publishing an eCV

This section describes the general steps which are necessary to publish attheGottportal.

Publish eCV
- (‘ié .
k) . “
Employee/Applicant Job Portal HR Manager

1. publish
(eCV, claims, privacy policies)
2. store
(eCV, claims, policy)

3. publish
(eCV)

4. search matching offers
(eCV, claims, policy)
- 5a. job proposal
(job details) 5b. person proposal B
(eCV, claims)

Figurel: Protocol Flow of eCV publication

1. The employee/applicant publishes his eCV, claims and privacy policies which define the
access control to the published data to the job portal.

2. The job portal stores ¢hreceived data.

3. The job portal then publishes the eCV, allowing HR managers to search for possible
candidates matching their criteria.

4. The job portal performs an automatic search for matching job offers in the job offer
database depending on the eC\Vadataims and the defined privacy policy.

5. Proposal:

a. The job portal forwards the job details to the employee/applicant
b. The job portal forwards the personal information, including the eCV and claims
allowed by the privacy policy to the HR manager
The Stps 5a and 5b can either be performed simultaneously or independently to only one
stakeholder.

2.1.3 Publishing aJobAdvertisement

The following figure demonstrates how an HR representative can publish a job offer
using the job portgkcf. Figure2).



Publish job offer/position

~ giz 9
d ~ “
Employee/Applicant Job Portal HR Manager

< 1. publish
(job offer/position)

2. store

(job offer/position)
1

3. publish

(job offer/position)
— 1

4. search candidates
(job offer/position)

4753. job proposal
(job details) 5b. person proposal >

(eCV, claims)

Figure2: Protocol Flow of job offer publication

HR Manager publishes a job or position offer to the job portal
The job portaktoresthe offer
The job portal publisksthe offer

The job portal performs search for possible candidates in the database of stored eCVs.

o DB

Proposal:
a. The job portal forwards the job details to the employee/applicant
b. The job portal forwards the personal information, including the eCV and claims
allowed by the privacy policy to tHéR manager

It is important to note that the job portal will only publish information to HR managers if this
allowed by the privacy policy defined on the eCV. Nevertheless, one can imagine that the job
portal performs the search for matching candidatésowt respect to the privacy policies first and
then contacts al/l possible candidates to get
match yet. This variant allows the candidate to modify the privacy policy as soon as an interesting
job offer is presented. Furthermore it will increase the number of matthiagthe job portal can
provide.

2.1.4 Candidate Matching

If a candidate matchesith a job offer (or viceversa) the job portal will signal this to the two
entities as described in steps 5a &hdrom the previous sections. Depending on the option (5a or

5b) two different flows are presented. The flows are shown using the appropriate letter in
combination with the step number in the fig(ré Figure3). Both ativity flows can be combined,

i.e. the employee/applicant first retrieves some additional claims and publishes them to the job
portal, and then the HR manager requests some more additional claims which are then requested
by the employee/applicant. In bothses (a and b), operation resumes with step 8 (answer from
employee/applicant to HR manager) and is the same for a and b.

For dl flows which are required for the claim management, i.e. requesting a new claim, publishing
the claim etc. grey boxes are ds&hese processes are detailed in the sections on the different
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h e



scenarios. We therefore assume that as a result of a claim request operation, the
employee/applicant will be supplied with a valid claim from a claim issuer.

Candidate Match

A ¢ ) 3
%
T -
Employee/Applicant Job Portal HR Manager
< 5a. job proposal
(job details)
f Jedee
6a. verification
(job offer)
-
optional: request
& publish

additional claims

5b. person proposal »

(eCV, claims)
6b. verification
(job offer, eCV, claims)
) 7b. (optional) claim request
(claim name)
request additional
claims
8. answer -

(additional claims)
9. verification
(additional claims)
-
e
10. make invitation decision
(eCV, offer, claims)

i 11. make offer

Figure3: Protocol Flow of candidate matching
Flow A:
5a. The employee/applicant receives the job proposal with job details from the job portal

6a. The employee/applicant verifies the job offer and then decides to publish additional
information to his eCV.

Flow B:

5b.The HR manager receives the eCV and some claims from the job portal according to
his job offer.

6b. The HR manager then verifies that the proposed candidate indeed matches the given
job offer by comparing the eCV and the claims to the offer.

7b. (optonal) The HR Manager can then decide to request additional claims from the
candidate. This triggers a claim request process.

8. The candidate then answers the request providing the additional claim.
9. HR manager verifies the received claim
10. HR makesn invitation decision based on all received data

11. HR manager offers an invitation to the candidate

2.2 Inhouse Platform Solution

The InhousePlatform Slution (IPS) is a onelick career portal which is solely used as an intra
organizational infrastructa. It restricts the realm of all actors to the multinational company
domain and is intended for national and international career movements within the company. The
roles are distributed among employee, HR manager and Inhouse Trainer as document and claim



issuer. The central job portal service is accessible to those three entities and allows for the
companywide management of employee resources. This internally managed and centrally
available platform would then be used by employees to provide job regndstsquest job offers

and claims for the C\portfolio. HR managers can align human resources along different positions
in the company according to their CV profiléshouse Trainer can issue claims and provide
training offers for users and interact wittejob portal

2.2.1 Actors

The following three roles and tasks can be identified in the IPS scécfafigure4)
Employees:
1 request job offers and claims for the ®drtfolio from the HR Manager
91 provide job requests ari@V informationto the HR Manager
1 request training offers and training claims for the-Baftfolio from the Inhouse Trainer
91 provide training requests a@y/ informationto the Inhouse Trainer
HR Manager:
1 receivegob requests an@V informationfrom the Employee
1 providesjob offers and claims for the GWortfolio to the Employee
Inhouse Trainer:
1 receivedraining requests andV informationfrom the Employee

9 providestraining offers and claims for the GROrtfolio to the Employee

2.2.2 Processes

The jobportal is the core of théPS. The job portal must guarantee that only authenticated users
can modify the stored eCVs. As such a solution is possibly implemented across national borders,
different requirements for user privacy will apply. Therefore it shaelgossible to implement
access restrictions to the data stored by the job portal. Preferably, the user is put into power to
allow or restrict access to his data. The InhoLrséner should have the ability to approve claims

or to store documents such astificates in the job portal. Such access must be authenticated and
restricted. The HR manager will have access to all Gs€¥s according to national and
international law requirements and restrictions. HR manager will typically have sonbad
access



Figure4: Inhouse Platform Solution Use Case Diagram

If an employee is required to provide an additional claim (or wants to add a claim to his eCV), the
following steps would applfcf. Figure5):

Figure5: Protocol Flow of claim request

1. The employee requests a claim from tilouse Trainer This request contains an
indicator (claim_id), pointing to the desired claim, and authentication information.

2. Thelnhouse Traineverifies the identity of the employemd then verifies that the claim
exists, i.e. a training certificate is stored in a local training database.



































































































































































































