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Privacy and Identity Management in Europe for Life 

Abstract 

In recent years, Identity Management (IdM) evolved into an essential component of service oriented 

infrastructures, where among other data, an effective exchange of sensitive data between different 

subsystems is an inherent part of the whole architecture. But it is noticeable that such infrastructures 

still lack adequate privacy mechanisms. This report uses the example of an electronic CV system and 

first develops requirements for the establishment of privacy-enabled service oriented architectures. 

Then, several existing IdM-protocols are investigated with a focus on their applicability as privacy-

enhancing mechanisms for IdM infrastructures. Moreover, the challenges that still have to be faced for 

the deployment of identity management infrastructure protocols (IdMIP) are depicted. 
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Executive Summary 

Service Oriented Architectures (SOAs) are widely used in infrastructures when different entities 

(e.g. service providers) from different domains participate. The interactions and exchange of data 

between different service providers (SP) can directly be applied to the architecture model. In a lot 

of scenarios (e.g. flight booking, hotel reservation, car rental, etc.) there is a special need for 

mechanisms that help the different SP to act jointly, as in most cases customers will engage in 

more than one service. Identity Management (IdM) is an evermore utilized approach that helps to 

prevent unnecessary overhead when trying to link processes with the respective customer 

accounts. Therefore it is a key factor for enabling cross-SP business relationships. But agreeable 

IdM has to come with appropriate privacy mechanisms. Cross-SP scenarios are where privacy 

risks notably exist. This can be exemplified in the exchange of personal data about a customer 

between two or more service providers. If no adequate access control policies are established that 

consider the customerôs privacy demands, privacy problems can hinder such architectures from 

being accepted widely.  

 

Within the EU FP7 project ñPrimeLifeò there are efforts to solve such privacy problems by 

developing adequate solutions in the areas of human computer interaction, configurable policy 

languages, web service federations, infrastructures and privacy-enhancing cryptography. In Work 

Package 6.1 (WP6.1) there is a special focus on IdM infrastructures. The main point of 

investigation is the analysis of the problems for the deployment of privacy-enabled IdM 

infrastructures. As one of the results of WP6.1, this document deals especially with the 

requirements to be considered when developing mechanisms that shall enhance IdM 

infrastructures with privacy-enabling features. Furthermore, several existing IdM-related protocols 

are presented and evaluated against these requirements. The objective is to learn if existing 

protocols are sufficient to achieve a higher level of privacy in infrastructures. If not, the problems 

that hinder the establishment of privacy-enabled infrastructures shall be extracted. Such statements 

should only be made in conjunction with a deeper investigation of a concrete scenario. Therefore, 

a job portal architecture serves as model in this report. Such a job portal has a manageable set of 

purposes. In the first place, it provides mechanisms for job applicants to publish electronic 

versions of their CV (eCV) with the ambition that a headhunter (another job portal participant) 

will contact them with lucrative job offers. Nevertheless, the applicant may want to disclose only a 

minimal set of personal data. On the other hand, a headhunter wants to find the best experts for a 

given job position. Therefore, he has a demand for as much information about the applicant as 

possible. Beyond that, the information stated in the CVs has to be trustworthy, because a 

headhunter will base his initial decisions on this data. These simple examples of application point 

out that finding simple solutions for the IdM and privacy problem in service oriented 

infrastructures is quite impossible. 

 

Thus, the work for this report will not try to find the ultimate solution in form of a new protocol or 

standard. This work shall sketch out how far existing protocols can be employed for enhancing 

privacy in IdM infrastructures. This includes setting up an architecture scenario, requirements that 

make up viable privacy-enhancing infrastructure protocols and the evaluation of several existing 

protocols against these requirements. As a result, the (still existing) challenges will  be identified to 

support further work in finding solutions for them. 
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Chapter  1 

1. Introduction 

More and more Identity Management (IdM) is becoming a key function in the administration of 

private and business IT systems. Shifting tasks and processes from the physical world into the 

digital world undoubtedly facilitated new business models and leveraged tasks, which hardly were 

feasible without the potentials of modern computer systems. Consequently, appreciating the 

economic value of ñdigitalizingò their processes, companies adapted these by establishing 

information technology wherever saving of costs could be reached. One famous example is the 

shifting from physical mails to digital e-mails. A similar observation can be made in the area of 

employee, customer or citizen management, meaning the administration of identity related 

information. These tasks also have been transferred to the digital world by now. 

Identity Management helps users of computer systems or companies to simplify the handling of 

services or optimizing the processes. The golden rule here is: The more information about the 

respecting person is available for computer systems, the more services can be improved in terms 

of user convenience, because services then have more opportunities to be optimized. This 

perception is also applicable to the web. There exist a lot of services that are quite popular and 

used by many people. These include social network services, instant messaging, online shops, 

career portals, multimedia sharing portals and so on. Even if varying in the extents, all these ñweb 

2.0ò representatives have an essential need for identity related information of the users. 

As it has shown in a number of disciplines in IT security, the main focus of the implementation of 

such systems was the basic functionality. Consideration of factors like security, privacy or 

usability is more regarded as a burden for the diffusion and acceptance of the solutions. This can 

be illustrated in the bounded awareness of a lot of users to the (in fact limited set of) privacy 

settings of Social Network Services (SNS). This widespread point of view of developers to such 

technologies led to implications, which today show that a privacy-disaster looms. The lack of 

adequate control mechanisms for identity information is not only a major privacy concern, but 

also has effects in public reports about computer systems that failed in protecting identity related 

information in an appropriate manner. The origins of these failures are multi-facetted. For 

instance, this can be the lack of enforceable access control policies, usability problems or 

limitations in the interoperability of mostly differing protocols. All these problems build an 

obstacle for a widespread establishment of IdM infrastructures in a global scale. 



 

 

 

Improving privacy enhancing technologies (PETs) to such an extent that similar ñdata leakagesò 

will not happen anymore is just one school of thought. Maybe the more promising approach is to 

enforce one well-known purpose of data protection, and that is data minimisation. 

Looking through long-ranging glasses, the previously mentioned problems can put the privacy of 

individuals of the Information Society at risk. This statement can be backed up by thinking about 

the high complexity of the administration and the control of personal data that in the course of 

time will diffuse in the massively distributed storage of the Internet. As a result, there is the risk 

that individuals will leave a life-long trail of personal data over which they wonôt have control. 

These problems also form an obstacle for the successful pervasiveness of IdM-enabled service 

oriented architectures (SOA). The more participant systems are involved in such a service 

architecture, the more difficulties it raises for the management of personal data. 

Different service providers (SP) need different parts of the information. So, one of the challenging 

questions is, where to store which parts of the data under which access control policies? This and 

other similar challenges hamper the spreading of privacy-enabled IdM service oriented 

architectures. Having identified these types of privacy-related problems, ñPrimeLifeò faces them 

by developing solutions and mechanisms which could help to resolve the problems without 

compromising on functionality. Already published works include reports on existing protocols for 

privacy and identity management. There also is a listing and discussion of available open source 

initiatives dealing with this [PL08, PL09]. Solutions that PrimeLife aims to develop cover the 

areas of human computer interaction, configurable policy languages, web service federations, 

infrastructures and privacy-enhancing cryptography. Activity 6 of PrimeLife concentrates on 

identity management infrastructures and the problems associated with them with regard to 

privacy. In Work Package 6.1 of Activity 6 we have a more specific focus on web architectures, 

web service architectures and related architectures. The aim is to define requirements for the 

establishment of privacy-enhanced IdM service architectures. Moreover, we will investigate how 

privacy-enabled SOA can be implemented with already existing standards and protocols. 

Furthermore, this requires the establishment of criteria that have to be met, if such architectures 

shall be achievable. 

1.1 Aim of this document 

In this document we want to pick up a real-life IdM infrastructure scenario and examine how this 

scenario can be enhanced by privacy features. Instead of developing new protocols and standards, 

in this work we want to investigate how already existing, but maybe not that widely used 

protocols can be utilized as Identity Management Infrastructure Protocols (IdMIP), which enrich 

service oriented architectures by privacy and IdM related features. The main focus will be actually 

an evaluation of the applicability of selected existent privacy and IdM supporting protocols and 

standards. This evaluation should help in identifying the problems and challenges that arise when 

an interoperable and scalable IdM service infrastructure shall be realized. As a requirement for 

such an evaluation we will define a set of evaluation criteria which need to be fulfilled if privacy 

enhanced infrastructures shall be successful. Such a scenario should bear as much privacy-related 

challenges as possible, so a more in-depth evaluation can be done. This could include several 

parties and the need for the diffusion of personal data. We select a limited set of existing protocols 

and standards and analyze how these protocols can support implementing privacy enhanced 

infrastructures and what are the problems and challenges they cannot meet. The results are to help 

in giving a direction for the development of improved protocols with more capabilities for 

implementing privacy enhanced IdM infrastructures. 



 

 

 

1.2 The Scenario 

The chosen scenario-to-analyze is a job portal system, which is used by several parties with 

different interests, like applicants, headhunters, claim issuers and so on. The scenario is fully 

based on the eCV scenario introduced in the requirements document PrimeLife Heartbeat H6.3.1 

[PH09]. All t he parties have different interests and expectations with regard to the system. The 

scenario and the involved parties will be described in more detail in Chapter 2. We consider such a 

system suitable for this study, as it raises several privacy risks that arise due to the need for 

distribution of personal data over different service providers. 

As a job portal system can be regarded as a broker for open job positions, it includes a facility for 

applicants to publish electronic CVs. Such data structures obviously contain personal information, 

which ï in the interest of the applicant ï should not fall into wrong hands, respectively be 

accessible only to a selected set of people. Already this example raises privacy related issues to be 

countered by protocols that bring more privacy. A further challenge comes from the CVs in such a 

system being electronic. Therefore the spreading and distribution of such documents is much 

easier than in classical paper-based approaches. 

So, this scenario seems to be quite applicable for the evaluation. Furthermore, the scenario will be 

differentiated into two variants. The idea behind that is to have different settings with different 

demands and requirements for privacy enhancing mechanisms. Expectably, different scenarios 

will imply different legal technical and economical requirements and consequences. Beyond that, 

different scenarios possibly imply differing domains of interests, which in turn reflects on the trust 

relationships between the actors and consequently on the requirements for privacy enhancing 

features.  



 

 

 

  



 

 

 

Chapter  2 

2. Scenarios 

This chapter introduces the Job Portal scenario and its flavours. Two main application scenarios 

exist, the Inhouse Platform Solution (IPS) and the Open Platform Solution (OPS). These 

variations of the architecture will be described in more detail after giving a general overview of 

the basics of the Job Portal architecture. 

2.1 The Job Portal Scenario 

The emerging use of social networks and Internet based platforms for job search and offers leads 

to an increased extent of business relationships, where the use of digital identities plays an 

important role. The identities used in the context of job search and job offer scenarios contain 

similar information to that in a classical CV. The classical, paper-based CVs are user-centric 

maintained by the respective user. The applicant decides on which information to provide to 

employers, e.g. the HR department of a company. They collect claims (e.g. certificates) for gained 

experience from third parties (e.g. schools, trainers, etc.) and include them in their CV to provide 

evidence for their work and educational experience.  

The increasing business-use of the Internet opens the path to new applications which allow users 

to maintain an electronic CV (eCV). We present scenarios which deal with the establishment and 

management of eCVs, job advertisements by companies and the matching of job offers to 

appropriate candidates by examining the CV. The eCV, as the digital counterpart of the classical 

CV contains the same amount of privacy related information. Due to their nature, eCVs are 

considered as highly privacy sensitive. With migrating to eCVs, we are faced with the following 

challenges. On the one hand, an eCV should provide the same level of reliability for the receiver, 

e.g. an HR department, as the paper based versions with printed training and school certificates 

and claims. So, there should be means to verify the genuineness of an eCV. On the other hand, the 

person who publishes her eCV should have the ability to control and manage the spread and 

distribution of the personal data contained within the eCV. This raises the need for mechanisms 

for access control and privacy policies. Again, due to the digital nature of an eCV, solving these 

problems is far from a trivial issue. Classical approaches, like career-websites or communities 

allow a user to publish CV information to a multitude of prospective employers and interested 

parties. The published information is mostly private and sometimes should remain confidential or 

targeted to a restricted audience only. Nevertheless, most of the existing platforms merely have 



 

 

 

coarse-grained approaches for privacy settings. Hence, privacy concerns and solutions that face 

them will play an important role in the acceptance of eCV applications.  

In general, the following interested parties can be identified in the Job Portal scenario: 

¶ The applicant (OPS) / employee (IPS) publishes information on his knowledge, 

experience and personal data (eCV). The information can e.g. be used by prospective 

employers to select and contact the user in case of a vacancy. 

¶ The employer, e.g. represented by an HR manager or headhunter, etc. browses all 

available eCVs to find a suitable candidate among the presented eCVs for a given job 

position. Depending on the scenario, the respective implementation and the privacy 

policy settings for the eCV, this entity can access all or only a subset of the data provided 

by the applicant. For instance, if we think about company internal employee movements, 

the HR manager of that company already has access to a set of personal information on 

the employees, while these data are not accessible to externals. 

¶ The claim issuer is able to provide evidence for all or some of the claimed experience and 

knowledge the user lists in his eCV. 

¶ The entity which collects, stores, manages and publishes the eCVs will be called the job 

portal. The job portal also has the ability to store job searches and offers from HR 

managers and headhunters. Using this information, the job portal is able to perform 

internal searches on the candidates and find a possible matching. The job portal is the 

actual service provider entity in the architecture. Any entity that participates, whether 

applicant or headhunter, has to register to the job portal in order to being able to 

participate. 

The following sections give a general overview of typical process flows for the job portal 

scenario. We focus on selected functions to demonstrate basic operations and relations between 

the stakeholders. The diagrams show functions and their associated data which is needed to 

perform the given operation. While being as general as possible, we try to give as much detail as 

possible. All operations are sequential and ordered, function names are in bold face type, 

parameters for the functions in italic type. Wherever possible, optional flows are given to give a 

more detailed understanding of the processes.  

The diagrams presented in this section apply in the same way to the Open Platform Solution and 

the Inhouse Platform solution. The specific needs and differences between the two solutions are 

discussed in their respective sections in this document. 

2.1.1 Authentication 

Unless stated otherwise we will assume, that the job portal provides authentication mechanisms 

for its users, i.e. employees, applicants, HR managers and trainers. Authentication will have to 

take place prior to further communication such as publishing eCVs or job offers. Mutual 

authentication between both entities is a desirable option in terms of privacy and security. 

Authentication steps are necessary for all presented application scenarios and can be implemented 

using the authentication mechanisms the possible candidate solutions provide.  

The goal is not to define a pure authentication scheme but to focus on data flows and their privacy 

requirements. All candidate solutions shall therefore be able to support authentication although it 

is left out in the diagrams. 



 

 

 

2.1.2 Publishing an eCV 

This section describes the general steps which are necessary to publish an eCV to the job portal. 

 

 
Figure 1: Protocol Flow of eCV publication 

 

1. The employee/applicant publishes his eCV, claims and privacy policies which define the 

access control to the published data to the job portal. 

 

2. The job portal stores the received data. 

 

3. The job portal then publishes the eCV, allowing HR managers to search for possible 

candidates matching their criteria. 

 

4. The job portal performs an automatic search for matching job offers in the job offer 

database depending on the eCV data, claims and the defined privacy policy. 

 

5. Proposal: 

 

a. The job portal forwards the job details to the employee/applicant. 

b. The job portal forwards the personal information, including the eCV and claims 

allowed by the privacy policy to the HR manager. 

The Steps 5a and 5b can either be performed simultaneously or independently to only one 

stakeholder. 

 

2.1.3 Publishing a Job Advertisement 

The following figure demonstrates how an HR representative can publish a job offer 

using the job portal (cf. Figure 2). 



 

 

 

 

Figure 2: Protocol Flow of job offer publication 

 

1. HR Manager publishes a job or position offer to the job portal 

2. The job portal stores the offer 

3. The job portal publishes the offer 

4. The job portal performs a search for possible candidates in the database of stored eCVs. 

5. Proposal: 

a. The job portal forwards the job details to the employee/applicant. 

b. The job portal forwards the personal information, including the eCV and claims 

allowed by the privacy policy to the HR manager. 

It is important to note that the job portal will only publish information to HR managers if this 

allowed by the privacy policy defined on the eCV. Nevertheless, one can imagine that the job 

portal performs the search for matching candidates without respect to the privacy policies first and 

then contacts all possible candidates to get the consent from those whose privacy policy doesnôt 

match yet. This variant allows the candidate to modify the privacy policy as soon as an interesting 

job offer is presented. Furthermore it will increase the number of matchings that the job portal can 

provide. 

 

2.1.4 Candidate Matching 

If a candidate matches with a job offer (or vice-versa) the job portal will signal this to the two 

entities as described in steps 5a and 5b from the previous sections. Depending on the option (5a or 

5b) two different flows are presented. The flows are shown using the appropriate letter in 

combination with the step number in the figure (cf. Figure 3). Both activity flows can be combined, 

i.e. the employee/applicant first retrieves some additional claims and publishes them to the job 

portal, and then the HR manager requests some more additional claims which are then requested 

by the employee/applicant. In both cases (a and b), operation resumes with step 8 (answer from 

employee/applicant to HR manager) and is the same for a and b. 

For all flows which are required for the claim management, i.e. requesting a new claim, publishing 

the claim etc. grey boxes are used. These processes are detailed in the sections on the different 



 

 

 

scenarios. We therefore assume that as a result of a claim request operation, the 

employee/applicant will be supplied with a valid claim from a claim issuer. 

 

Figure 3: Protocol Flow of candidate matching 

Flow A: 

5a. The employee/applicant receives the job proposal with job details from the job portal 

6a. The employee/applicant verifies the job offer and then decides to publish additional 

information to his eCV. 

Flow B: 

5b.The HR manager receives the eCV and some claims from the job portal according to 

his job offer. 

6b. The HR manager then verifies that the proposed candidate indeed matches the given 

job offer by comparing the eCV and the claims to the offer. 

7b. (optional) The HR Manager can then decide to request additional claims from the 

candidate. This triggers a claim request process. 

8. The candidate then answers the request providing the additional claim.  

9. HR manager verifies the received claim 

10. HR makes an invitation decision based on all received data 

11. HR manager offers an invitation to the candidate 

 

 

2.2 Inhouse Platform Solution 

The Inhouse Platform Solution (IPS) is a one-click career portal which is solely used as an intra-

organizational infrastructure. It restricts the realm of all actors to the multinational company 

domain and is intended for national and international career movements within the company. The 

roles are distributed among employee, HR manager and Inhouse Trainer as document and claim 



 

 

 

issuer. The central job portal service is accessible to those three entities and allows for the 

company-wide management of employee resources. This internally managed and centrally 

available platform would then be used by employees to provide job requests and request job offers 

and claims for the CV-portfolio. HR managers can align human resources along different positions 

in the company according to their CV profiles. Inhouse Trainers can issue claims and provide 

training offers for users and interact with the job portal.  

2.2.1 Actors 

The following three roles and tasks can be identified in the IPS scenario (cf. Figure 4) 

Employees: 

¶ request job offers and claims for the CV-Portfolio from the HR Manager  

¶ provide job requests and CV information to the HR Manager  

¶ request training offers and training claims for the CV-Portfolio from the Inhouse Trainer  

¶ provide training requests and CV information to the Inhouse Trainer  

HR Manager: 

¶ receives job requests and CV information from the Employee  

¶ provides job offers and claims for the CV-Portfolio to the Employee  

Inhouse Trainer: 

¶ receives training requests and CV information from the Employee  

¶ provides training offers and claims for the CV-Portfolio to the Employee  

2.2.2 Processes 

The job portal is the core of the IPS. The job portal must guarantee that only authenticated users 

can modify the stored eCVs. As such a solution is possibly implemented across national borders, 

different requirements for user privacy will apply. Therefore it should be possible to implement 

access restrictions to the data stored by the job portal. Preferably, the user is put into power to 

allow or restrict access to his data. The Inhouse Trainer should have the ability to approve claims 

or to store documents such as certificates in the job portal. Such access must be authenticated and 

restricted. The HR manager will have access to all usersô eCVs according to national and 

international law requirements and restrictions. HR manager will typically have a read-only 

access. 



 

 

 

 

Figure 4: Inhouse Platform Solution Use Case Diagram 

 

If an employee is required to provide an additional claim (or wants to add a claim to his eCV), the 

following steps would apply (cf. Figure 5): 

 

 
Figure 5: Protocol Flow of claim request 

 

1. The employee requests a claim from the Inhouse Trainer. This request contains an 

indicator (claim_id), pointing to the desired claim, and authentication information. 

2. The Inhouse Trainer verifies the identity of the employee and then verifies that the claim 

exists, i.e. a training certificate is stored in a local training database. 


































































































































