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Introduction

1.1 About this document
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1.2 Liaisons to other groups

1.2.1W3C PLING: The Policy Languages Interest Group
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1.2.2ISO/IEC JTC 1/SC 27/WG 5 on Identity Management and
Privacy Technologies
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1.3Legal requirements
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Fair and lawful processing

HG<>IMNNEBRE:G ??><MBIOAE BRKIH <> L@ GCRIMV> KIA >K >
BLE>@:EBLKM H? " OABA>:GMABNG IKH?>L L<BHEEME QM
A:G-EBWRBMAEND IEBBEE>@ C<HFIEB®<PBG&EM:EMB>L
GF:ROEG MH:MKHM > <NMMBAHSK B NTB-MBPG@ R L M B>
HMAP>KF/GNG=>L=:M>GL<ANBPSGR EBt IS =>KBOBMA>K

? KHP> @ >H2 N EBKBHGIEPR > A RK>L < KBASMLHKHE BI><B?B <

= MHK:P G?HK<PFRIGINEE: GR:LAHP>OAR P?NEGGERL
<AB>RK><>B.GBHEG@BGEGN G : F; B @QMNHKFK HFA>KLPI&SHL >

=:M: BL <HG<>KG>= B > ?KHF MA> =:M: LN;C><M KM o H?

Purpose limitation



OAPKH<>LHBX@HGM> O BE<INBKP2?NEERBR<AHNKE+REM
E>@BMBEBLMBER; CM&EW K MKAXIKN E&MB O BEACEBMRAHEEHP
"FHG@MMMRALKBG<BINKIHEBFBM:KBHG H? " -NM

LB F I BVRAIN K | HEB F B MI:MBBHBVEMPA=MME:RHGER<HEE><M>=
LMHKEH<>HKK: G L 72HMAHNK | H MSHA B #68=> MEN ; CA<IM

@B GHGEG LHERMKAB MAE:PEEHPH? NKMKE K> LM B BNMEN E=
BG<HFI:MB;E> PBMA MA> HKB@BG:E INKIHL> BL :EEHP>=

Data minimization
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Transparency and subject access rights
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1.4 Definitions of policies
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1.4.1Data Handling policies
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1.4.2Access control policies
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1.4.3Trust policies
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K><>BW@WAH KF?2 M BW AW K N L MBNEEAIGRM MEMBLLNMH NMA<LH KK > <ffG > L L
K><>BBIG>>HKF =NBAtG = EB KMBILMH NAH B G ? H K FB MBKH-GV? M-8 | L
MK:GLFBMM>=

"Q:FIEHEXHG MPIGNI® H O > K GFFAHKMAMK N IMME>K MVBABR > GINIBIM RB K
<BMB;SSGHA HK #M KN MN#+ £NK>> = BAMHA> = B = H= VPHAKHK ¥ K N MV > >

: =B:@ GHLKB LM B>PGNML BRIAHK M KN IMMBLAL K> N M Ot BE NNBHN L > KK

<>KMB ? BXxMWBIHEAM B MK N IMB-G<KRIMH @ K ; BABBR<RMLHKK >:E PHKE=
I>KLHBGMM&RIGM EM ARR HBM K NIIAMKI> E R BKGQVER >MBH : OB-GI AB>L L N > K

H?2 <K>=>GNMAEK>=>GMBOEGHKF>:GB A& MMEMNLRH K : RG H;M

=>E>@ : ¥ KEWBLB:BWMXKQ : FIBC> MR IBB<FEE > F > GWMKBIR GI>@ : MBHG

K>E RBIGMARP : S>> ANE > HMB K HKKH HHVWMLK RKMFABMA KNEE:MBHGLABIL
<!:G>,HHMLMKOI}ICAGBMERMBINE= L>MM™MHI| ExOKHE B MA:N> L
A:K=<H=>= BGMH : ;KHPL>K : MKNLM>= =BK><MHKR L>KO>K HK

-KBOLS*REKM A HUMHFBGOGMIE2: VA: G =BBIKAMEHMQ :FIEXNLMHF>K
F-RHGEPBEBBEHZGRP>M>KHGMBEMHKRMRABHBGMKXIHOQRMA>MM>K
NLBGANKL> ;N<:NMAHKMAPGER; LBWALN>Q | > VMMIK AMG?HKF:MBHG
<HKK><MER



A lM

Scenarios

+HM>0>KMAN<> G KBMMAKBF>)BRLH®:IGG#K: GDKB:G@>E:
&G @N@>G+ A G>GE#EHKSGHPB EEG H KBG ? HK F ; M BWEGBRG
11>G=BQ

2.1UC1. Wiki scenario

2.1.1UC1.1. Register to the Wiki

ELLNK>=>CHIBB<D GO AxK>=>BMBHG @M >RKRMHE BPAB AXK:GML
<<>BMAGB<D@EBEBHMK>B®L>G-BP2HF>=FBG B LMK:IVKHONM A >
BLLNBG@ > @ MA> >QBLM>G<> H? :GHMA>K <K>=>GMB:E

,G> IHLLB;E> <A:BG H? :<MBOBMR

%:GG>L <EB<DL HG MA> .>@BLM>K G>P NL>K ;NMMHG
-.&*" LD/>G=!"M: IHIL NI :LDBG@ ?HK : GB<DG:F>
?MIKG=BGSG@GLMHK>>Z8 MAL>KOMKRE>KG>>EBMHEB<R
>O0:EN:MBHG ?HK BLLNBG@ <K>=>GMB:EL

O0A*HEB<OR EN MBEHtE E B4R MVBAG @B <D G\ H>1 K > L SPGANB < A

BL
NGBJIJN> :FHG@ :EE GB<DG:F>L BG MA> -.&*" -&& =:M:;
NGBJINBG®GEGB <D GBEAAQ M >KEBEBM : ; INNLBG®LMHF
<HG=BMBHG ?NG<MBHG :G=
<>KMB?B>= ;R :G &=>GMBMR -KHOB=>K
/IBG<> MA> GB<DG:F> BL GHM <>KMB?B>= =>GR BL K>MNKG
%:GG>L @>ML : I1:@> LM:MBG@ MA:M MA> GB<DG:F> A:L MH

%> <HGM: <ML :G &=>GMBMR -KHOB=>K MH @>M ABL GB<DG
? M MKA=F B G B LNV Age#KG MKBINDRB A 1G G=1MA >L B @MA>
GB<DG:F>

%:GG>L MKB>L MH ?>M<A MA> EH@BG :@:BG :G= GHP MA> -


http://www.primelife.eu/images/stories/deliverables/d4.1.1-hci_research_report_version_1a-public.pdf
http://www.primelife.eu/images/stories/deliverables/d4.1.1-hci_research_report_version_1a-public.pdf

2.1.2UC1.2. Edit policy for number of sites

K>:M> >=BM : IHEB<R ?HK >QBLMBG@ HK GHM R>M >QBLMBG@ |

\ :EE LBM>L

\ :EEBMPALKS>HPG>=<K>:NRI=HFNL > ABBLE BH ®B MPAS MG >
JN>KB>= :M KNGMBF> ;NM BL NGDGHPG :M =>IEHRF>GM

\ HGLI > < BHEM : FIBKM > < B BEBMBAB<IANEBFIE>F>R®BGE>KMBG @
L>I:K:M> IHEB<B>L ?HK :EE MAHL> LBM>L

,G> IHLLB;E> <A:BG H? :<MBOBMR

OA> :=FBG L>ML NI :EE PBDB LBM>L MH ;> K>:=:;E> ;R =>7?:1
IHF><MBHGB>PHEEBRM M- KMBGEH>KKHGER: = ; RMAVGL >K
PBWMAPKHIKS BK D GMAEHK>HEE H PR BSK HMCA B.LA H NGEHM
>=HGRNLBGE@NKKHEB<RLM; @>NWRMAK>L>BZxHKK><M
O:EN> ?HK MA> <:M>@HKR GB<DG:F>

EE LBM>L <K>:M>= ;R : NL>K :K> ‘R =>?2:NEM HGER >=BN
EE MA>L> L>MMBG@L <:G ;> HO>KKB==>G ;R FHK> LI><B:E

2.1.3UCL1.3. Create a new site with policy

S>LMKBs<sM >SMHPBDBOMNL>KIEHG @B@GKH NIFIKH;EXF,HOMA >
EBLNEGHMGHPNE>IEHRFG8MXA:GANK KAI@MRBRM>R; >IHLLBME>
BFIE>F*IGM=>GHEBEBRE;>KA>MN>=>GEBBEMBEK>L>B2><K>=>BMB:E
G><>LL:KR

,G> IHLLB;E> <A:BG H? :<MBOBMR

**KB:C@KE:MGEEBBI® A>BOBK><MERFAEN; FBMMMHG K>
BLL>E><{MBEHMTEB SHB-NA< | MBBHAGH EK>G<<>MIAIBRBMG MA>
?HEEHPBG@ O:EN>L

GH;H=R

>O0>KRHG>

NL>KL H? @KHNI

MA> ?HEEHPBG@ NL>KL
3A>6AHHLBARMKE: MPHIMBHAL G >E >@M HHXIL | > < BEEBBL<M
H? NL>KL
?MEK;FBMWBSK® KK: MGYPHE BMRA>&*"L>KQHKM: BEGB G @
L>E><MBHG ?HK MA> <K>:M>= LBM>
/IA> <:G :ELH <A:G@> MABL L>MMBG@ E:M>K ;R <EB<DBG@
OAYHE B RMQA: ENPM>ISH F > MICBI*HK < >MIAIBIE> < B BBMEEH M A > K
IHEB<B>L LI><B?B>= ;R HMA>K LHNK<>L :K> >O:EN:M>= :L F
**KB:G@>E: <AHHL>L MH K>LMKB<M :<<>LL MH @KHNI #KB?:

&EMBIE>HV>BGHRMABLX:LPHNE<MN:BBBRFIE>F>GWMWMHNEB MA> K
BFIE>F>3M>0 BNsARH E B<R@ BXE>KIA < M NFEF ; >K=> G MHBNVIAZK H N |
?KHEBE>QM>KHSNEM O >KIN>LM HGKNHFQ MIHP < B/ZHR@ PNBAWANH EB <R
>0:EN:KWBIMNGHKRF>:GH? <K>=>GMBWMB/E@F ;> KLMB A #KB>IGEG L
*R-KBF> @KHNI BG MA> IHEB<R >O:EN:MBHG



2.1.4UC1.4. Access Control based on reputation

S>LM MBS >MHPBDBOMH. >N=HG RREFREMAFKR>INMOMBRBHL >
O:EBAB@MAKGI><BEZBK; K% NF; FKR; >P KB MBMMABH E BKIRH F >
?KHF :G >QM>KG:E LHNK<> > @ MA> K>INM:MBHG H? MA> <K>:M

'HLR:GMBE=BNMBDBINNMW<HFF>GHFTBLEHEBEE=0A:BKI>IJNBK>L
F>F,>KLABI H? :G :GHGRFHNL K>INM:MBHG LRLM>F
'HLA:GHGERBBMPA>KR><:GKHOAB @RA>IKNM MABLIBHGEFOS :EN>L
L>M

'"HLAH>GEHM GMK>0OABRBRQ: KMINMMBEN®K>F:B&GHGRFHNL
OANMASK > : ME AP JNRMW H EB<RIBE2EHKKHH?AB QWA KG
O:EN> 4

2.2UC2. Blog scenario

OA¥:BGHEBAREBY MKINHHMBd R< B ?RBENK MIHKKHOBK>KNMB2RM:BG
MRH%HGVHEHOMABBEHKDP>G>=M > LM: QHGHFIRG MPRAML2?B>H2L
SQI>KMBER :FIBRXMKNHW>HWGEH>DGHPE>=@QBHNEPHMEEHEGC M
G><>LIMKBEBRMHFF>ERBLLD>M/HEFEHM KN BMARAHEB>HEEIHKML
AHP>0>K <HNE= <HFF>GM HG ;HMA

OA>EH@HNEBINITHKBIL ;|| KHHIE>E K< HKXEE Hx@s M KBM ANM > K L
<!:G.LMAHBEGBHG K> G MKIR A+l B G BIHFOMASLICM AMM MK N LNVL > K L
IHEB<®MAZ2BKQ:FIEM NMAHGERS MKKBMM KN MMEM<>B O MEKHRKIHF

‘M E>:LM MKNLM>= NL>KL

==BMBHGHEEBRIKBHNE<<HFI|:GPBMAL-=>L<KBIBRBEEBHNt=-@ >
H? MA> BG?HKF:MBHG K>:= JNHM> FH=B?R

2.2.1UC2.1. Creating a blog

CECEOHBEG=SK>OBKNEEMR>N=HG®GREK=IBLXDAHMHVEH @

S><K> MBSESDMEABPMAEK ®@G=AKKL>N=HGRBHMMERHN E =
<K>:M>: G>P IL>N=HGRF

EGCHIMBHGCEHRN=HGR¥H :NMRAAKAHNEEH @ BPKBM>

:<<>LL MH A>K IAHMH;EH®@

[ A>K > O >MENLAL>> K QBAHH.?A B:.LIM M K BMM NG > > FK.> E > O HBAM >
<K>=BBEBHMR@BPBEBBKXD>K\BIKH?>LEBHGH@ KHNI
F>F;>KLABA #>KORPIR E LK> INBXHA : OCHF>M M K BB Bl M =M K

> EEHRHM :KEHHEE <>KMIBMBABIG?HKHFB@&BHRMO:EN:RI>=

MA> L>KO>K :=FBGBLMK:MHK HK BM F:R :ELH ;> K>O>:E>= |

2.2.2UC2.2. Posting an entry

*KB:GC@HEBGMA> KO LBNER>K.>N=HG& &K >J N PLMIM >
<K<>UMAEH@P:GMIEHLNMIOAL>KONKA>G MBIKG®MAENDA: M

LA> BL K>@BLM>K>= :L HG> H? MA> :NMAHKBS>= :NMAHKL |
IASPKBM>EKEGMIGR NMA>GC BB @RILB @ GBSE@GC MFAGME L H

MM <A>MA:G=-HBIG@4IR<B?RBMACGWKIHB¥MLG>NL>RAB<A

I:KML <:G ;> JNHM>= >M<



0A:>K®EG>KX>MAG>P GMKRE B:<CERE H@&HAP>>; L BWH@ PNB A >
HKB@BG :NMA>GMB<:MBHG :G= 1%- =:M:

2.2.3UC2.3. Posting a blog comment

SCEHBEMA> KOG QBLMEBGE @H B REMPK >0 B KKEER> =

: E EHRBASBAF F NGHYE B G A=K > O BRHHNFIE > S G tM KIREN=HGRF

HK LA> <HNE= <K>:M> : ?K>LA IL>N=HGRF ?HK MABL <HFF>
EMABLG>PL>N=HGREK>O0>:EEKHOMIA H.AB:IM M K BV N IM>L

MABGDL :K> K>E>O:GM ?HK MA> <K>=B;BEBMR H? MABL <HF
IA>GMAKKHFF>GRNILLBBEBER EN &B GKa < B IMBIIKEWAKMB<E >
OABIKHBG?HKRFBMBHE>O0>MMAN, EBK>LMKMVBERBOHKEB>L

> @ MA> :NMAHK
OA>KEB>KX>MASHFF>GIVEB<COEREH®&PAEHIPH @ PBMMAKHH ? L

H? BML :NMAHK L :MMKB;NM>L

2.2.4UC2.4. Reading an entry

#K:AD><BBEB-HIHE BNxR=P K: ¥H G = B MB/HKOGM ME HXas M KB=> L
<HFF>GHMA>GNG =PAXK.4HG=BMBFEEE AHPM@ BU<K>CAC L >
<HG=BMB®BGDHBEDM>FE>NMIA<HGC MPBIM>GMKRNMAHK L
:MMKBIVNAKE G MSGGHM < HRKIHFASHFF>G MGH#IIASHFF>G M >KL
"MMKB:;NM>L

#K: GO INMIY: = EH@EE MEKRL > K QA >IG MIA>G MBEB MKBRVM B E
<HFF>BKMBENMGERHA:MMBARIREB<dRK>:=PRBEEAHNIHG
ABL L<K>>G

,(JUJMBHGMAKR;>:G HO>KKNEBREBAB<AK>:==KGELK>:=
NGMKNGMEKBxHFF>GMEHPEKOPREKNANNB==<E>RMA>
BGM>K?:<> MAHN@A > @ ;R =BLIE:RBG@ MA> M>QM BG : =

2.3UC3. Enterprise workflow scenarios

2.3.1UC3a. Computer part workflow

"N@AGH O>K <EABIBF EN VWMLKI FI*H BBE® B RN L | B <B-HHNBL>F H NHWP
MAHQBGNMAMGSHF I NMBIZM K : 16 &B& i@ N B'N@ MHEBGD-=BMBHG: E

,( T H@HKO>BRPIIEB<:MNBHGMWEM : &M LMIN KBM BHEZ2?M >AKH NHKZL
NGBGM>KKNKNPERBGIEN ELE> MN @ =GP G BHG E RF . BIEIKMH N& =
EABF.DHGHBEHMMGMKR: R "N@ <GXG<EMABRM >K <EN<IDRE@>=

ABL <HFINM>K BGL:G> :G= ;KHN@AM BM MH <NLMHF>K L>KOB<>

MMANLMHBKIOBBBGC: <HMANKBRKHIES=F>==KJAHGGNF;>K
K>@B3HHBKMAMP?"N@>GP>EEMA>LLP HKHHA>G <KR1BIERLMGE
<K>=BW:RF>BG?HKFONBHBINMKBL:LL>FGEBHA>KN L K> G
<>KMB&MFCAHMMLL M H B KKMBHEIKMH G EROEAC> GR >BGE?HKF:MBHG
MMAS>LI><dPB BM . MBAGSMA>LLP HKHIASG <KR?BIERLM>EHGER

@ B OPMAA> K=PKK*:BK*AH &GN F;PKNHGE ERD B OMA HF>>< A GPBAH
PHNE= G>>= ?NKMA>K BG?HKF:MBHG ?KHF "N@>G>



&MNKEGNWALMFBE><A: OBAHNMAAM@ HMO > K >ER >GP HN E=OMH

; >K>1E: 9A3HP NGB M> A5HF>Q M >K3 B AA> K=B IADM HL:GBMBS>=
MHK><NKBEFRBEB KNIMHK = <A:GHNBAMMUMK : BXEMBG @N ;R =
HO>K <EMABBG\dEBIGGN G L ML ME:MA>R K BSPEBMA >1 ;RBGMKH=N<BG @
=B ? ? >IKM G\ E >KBNIIASH KK > <H?G 2 L4 : E <N E :NGBHHHGA SM-AIN KB HN L
K>F:BGL HG MA> A:K= =BLD BGMH AB==>G :K>:L

"I<A><AGBHNEFEMHI><PAB MR HBXHG MABIM NOKNLING>; : L>=
HMARWRIS<HGMPGEM>EHMAMMKBH MMBELE<A: GB & GMMNA=

>GMEKAR BREELIHHF K ><NKB BHKGPIHHKQ : F I BAAIGMKRENMA: GBNMH>L
GHWKNIANS : ERGBML> EMH>RK> I :BEGB MG F><A:6B<L>ABAB: @ GHL BL
:G:ERLBL :G= M>LML F:=> ;R K>I:BK NGBM 4 MA>G HG> F:R GHM

& G= =B MVBVMHKANHLBVB MBASBMLE LHG > X H K <>4H G MHKEEKIBSHHBEIEN [ EB>KL

PBEE >MB GHWA>LLP HKHIASG <KR?BIE=LRENMBWMB H G :"BENHRG b
EBMME®B=AB<GMMHI><PARBLEEHRPH>PA MHKQ:FIBMA=BLD

K>1:BK LAHNE= @>M MA> |:LLPHK= ;NM GHM MA> I:RF>GM BG?HK

EMAHNEEHIHLLBVMEE><PARM: | |>®IM A= M> @ A> MBMIG>NL >2H K
K>L>:K<A INKIHL>L PA>MA>K BM <:G ;> F>K@>= PBMA HMA>K =:

2.3.2UC3b. Company HR workflow

1/ ;:L>HFI:ARIGNF>KIHNLB=FPKBE+tPBB%6=H; MPHG@BG>>KL
K>LI><MBOBBRKF:G+PBILLIN;LB=BIIKE-MA> FB G M >KHE:E?:HK
MA> F>KB<:G A>:=JN:KM>K

"'<AN;LB=BBEKRM:BSHIEHR>M:;:«BGM:BEBEHRG >HA>1==K>LL>L
GD<<HIGEIV ;> KDBEMLE : KEBHK>OBMONEN KMWVPBNBKBE >M: ;: LKkt
K>LI><MBIOQOMNER>KF:GR#PBMS > KA BRE N ; CMHEW K B GE@=BM > K >G M
IKBO:<R KNE>L OA> ?NEE =:M:;:L>L <:G G>0>K ;> MK:GLFBMM>=

OAPBGE<BLBABBEERABKBE: =>RMALY H:K=L>HG ;EBG=>M:;:L>
<HGM:BIGERABEMLE: KRG @ SI=0: EN KB HNEALO : EN :HWEBRLHNE M L
LB@G>= ;R MA> F:G:@>K PAH P:L BG <A:K@> H? MA> >FIEHR>> F

,G<MA><BBEH&E>MAE> @ >H: KM HRMAPH G <>KIG;+B BKRBEOMLBEL
K>@:KMBI& @B MBHGEBE K=MB G ? /KN KKE GM@ EM -MMc>EH<:MBHG
IKH<>LL :G=LH HG

2.4UC4. Social Network Sites

OABL<MBBLENF;HRILe:LXIH<NHSBAAPLH ?PH<BEEMP HEKND¥+/L
3>A:OBEBFBWA== L <KBH MIBNHG:: L MM Ax M B:EM > KHAMARH B8 WA >
LRLMPABRA GHKF NE:BRE : <ML B:G&OG M >G>0 OMBILE: L>>L<KB;>L
M ABG M > KHGERHE-G A HMB G #MHV BEA <> WGBS\ BBKEEF>GM2MBHG
<>KM:BG NL> <:L>

,G>HMAD>RKBOBIR BB/ LBMAB ??>K>GEMBUMHG MBH GMP-GA A >
/+/ /H ?2:K P> A:0> B=>GMB?B>= MPH @>G>K:E P:RL BG PAB<A N\



\ GMAS>MEHGG><MBHAGIRKHGG>BIWBHGMKM<BEGKB@ AML

#HK BGLM:G<> ?KB>G=L <HNE= A:0> =B??>K>GM :<<>LL KB
\ GMAAS>OGHHEHGM>GRB>PB>HXHGMILGIMIEBBNM@HO>K®IR>P

MA> <E:LL>L H? <HGG><MBHGL MA:M F:R :<<>LL MABL <HC(

3> A:OGHRK>LHBPOSB=HGH MAMP B UK >?>K? KB+HA APH B GIIVO B >HP?
>??><MBO>G>LL >7??B<B>G<R :G= NL>K ?KB>G=EBG>LL

2.4.1UC4.1. Register to an SNS

3A>G K>@BLM>KBG@ *:KB:G@>E: LNIIEB>L : L>E><M>= NL>
OA¥+/ <A><PA>MMAKL>KGBEMBEBE :&E>HMAFNLIM>E><M
:GHMA>K NL>KG:F>

/IA> @>ML ?BKLM MBF> :<<>LL MH :G >FIMR IKH?BE> |:@ >

2.4.2UC4.2. Establish connections

*KB:G@>EKK<MAE/ ?HIKIM>GMBE:.E> <MBHG GNLA K HNA@ A A
LA2BGMA<XHMGG>BMBHKEIE>Q:IGMHG Q. M BE=K>LCEHBGM
@KHNMIB>QBLMBG®E®><MRMBGHUNEKKAKEIMAQAX>LBHEWNA >
IK>L>GM:MBHG H? HG> HK FHK> IHM>GMB:E <:G=B=:M>L ?H
IALSEMMLFHMARNM>GMBE><MBHOMHR IBEBG?HKMMBHG
IHM>GAPBXEH GMPBREO><<>MHL>P>BLLNHO>G=<EB<DL
NHGG><M _

0AB GO BMIK®B<>BGEBGE 0 B \M:KHHBGIGERBNWE B &3 Bl A K H ?HB A >
BGOBIMRGHEBAB<AG>HI>G=?HKDGHPE-MABE@@MOIMBHG
IKH?BEOBMR<MG><A><D>ZHk< > | MBABG O B MK ¥ BEHMGAM L

>Q: 08 MWAMMBG OBEBEEO;>L >H @I A>> M M\B/B@ Q BVNEXKPM > 6
=K:?MBG@ MA> BGOBM:MBHG

OA> BGOBM>= |I>KLHG <:G <EB<D » <<>IM _ 7NI><EBG> _ HK
&® A LM ABG OBM>IML AA: IMH>E MAMR BB G ? HK M REBHG
<HGM:<M PBEE A:0> :<<>LL MH L>> :;HO>

OABGORMWMM-=: MBFEMA>><BLHBNABBEGOBB=MA<HGG>BMBHG

K>@ B LBV\B#AX*»~LRLMOB>P 2 EMMFAK H?IB@>KHHMABGOBM>K

:G= MA> BGOBM>>

2.4.3UC4.3. Post content to own profile

"HLAL>E><IBE X HG MBAGAMP : G WILHH LMIA BH P GKH? BE®
IAHMH@K:IA HK : ;EH@ >GMKR

%> G>>=L MH EH@BG MH :L<>KM:BG MA:M A> BL MA> HPG>
%>BUK>L>CBMACGNF;, HKKkHGG><MB8H.GLMAIMM>G MBOBE R
:<<>LL MH MA> IAHMH@K:IA

%> L>E><ML PAB<A <HGG><MBHG L <E:LL>L PBEE A:0> :<
0A> <HGM>GM @>ML IHLM>= HG 'HLA: L IKH?BE> |:@>

I>1>G =BG ABPK>?>K3}GCHPAPKH? BIPG>KF>LL: @BEGM:BGBG @
BG?HKF:MBHG H? MA> NIEH:= BL L>GM MH L>E><M>= <HGG:
I>I>G=B@@ *BK?>KMASE><MESE > KWEBHBCL L NDAGM P
<HGM>GM A:L ;>>G (==>=



HG<>KIGBEGE@G= ,? MABL2:LP>K>?MKHAD>BLLNENM??>K>GMB: M>=
:<<>LL =>L<KB;>= BG MA> BGMKH=N<MBHG H? MABL L<>G:KBH

2.4.4UC4.4. Post content to another profile

&G @>E><IBL> 4+bXxHG MG P : G WMUHH LIMHG H M IKHK? BE &
IAHMH@K:IA HK : <HFF>GM

[A> G>>=L MH EH@BG MH :L<>KM:BG MA:M LA> BL : E>@BM
OAX>MMBBIEELMBGKMBHBG >»Kx<A><PA>MA>EKEEHWA>
NIEH:=BG@ H? <HGM>GM ;R MABL I:KMB<NE:K NIEH:=>K MH
&? R>L MA> <HGM>GM @>ML IHLM>= HG MA> IKH?BE> I:@>
I>1>G =BG APK>?>K>SHGHPAPKH? BIPXG >KF>LL: @BHGM:BGBG @
BG?HKF:MBHG H? MA> NIEH:= BL L>GM MH L>E><M>= <HGG:
1>|>G=BI@GOATBK?>KNGASE ><MEG > <HBEHBOABLLL @A M

G>P <HGM>GM A:L ;>>G :==>=

&GKBG<BIECH ?BEGSGMIRAHLKH ?BE2H K B MBHBGEE H : 45AH N EB-G
<HGNVRAWBEE EMIK<>SMAG>PEHR.MBG?HKFOMNBHIGI B GBBBMA
IHBGMA=HMAEINML<: LM B M bvH G MMBHEAMGK H ? B 1K =M B > SM ANSL >
<:L> F:G:@>:;E> P> =><B=>= GHM MH BG<EN=> MABL HIMBHG A>

2.4.5UC4.5. Control access to and use of SNS content (profile
information or other content)

OA® HHERI AL LEMHEB??>K>GMBHAMN LEH?P+/ <HGNI>GBRI=BG?>K>GM
[:KMB>L

\ IB??>K>GM <:M>@HKB>L H? HMA>K /+/ F>F;>KL
\ 0OA> /+/ IKHOB=>K
\ OABK= I:KMB>L LN<A :L :NMHF:M>= F:LA NIL NLBG@ -&L

OA> NL> <:L> ?HEEHPL MA> ?HEEHPBG@ LM>IL
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2.4.6UC4.6. Report on access to and use of SNS content (profile
information or other content)
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2.4.7UCA4.7. Transfer profile to another SNS (data portability)
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2.4.8UC4.8. Integration of mobile SNS applications
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2.4.9UC4.9. Close an SNS profile
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2.5UC5. Anonymous credentials and identity
management
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2.5.1UC5.1 Login use case
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2.5.2UC5.2 Buying use case
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2.5.3UC5.3 Gift certificate use case
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2.5.4System overview
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Client components
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Server components
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Request processing
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2.6 UCG6. User Interface perspectives

2.6.1UCSG6.1. Trust and assurance HCI
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2.6.2UC6.2. User interfaces for policy display and administration
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2.7UC7. Service Composition Scenarios
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2.7.1UC7.1. ePortfolio scenario
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Privacy-enabled Policies
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2.7.2UC7.2. Data Flow in Travel Booking
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2.7.3UC7.3 Data Flow in Human Resources
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2.7.4UC7.4. Privacy tradeoff in search/discovery
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2.8UC12. Logging/Auditing Use Case
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2.9UC13. Privacy of location-based information
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Other perspectives
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3.1 UCS8. Privacy Policy Management
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3.2UC9. Federated Policy Management
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3.3UC10. Authentication Strength Policies

, KB@BG:E NMAHK $BE>L YH@;>G "NKHI>:G +>MPHKD :G= &G?H
?KHF AMMI PPP P HK@ -HEB<RBB®B @ PBDB 1L> :L>L 7

ISL<KBISBHXK GCEGEMNREI: GIBELK: MB BN M A > G MLEBRL: MEBFHUG>G> =

MHEH>M <ABG> KPHEBEBEKRQANF:G K>IHEBXNB>FBMAR@:GBL:MBHGL
L1><B?RAS G B ANVK > I TIWMA > G MMBK D B HNGBIKE: < >LIL> K O ,BkA> K
?>:MKMRPANMA>GMBGMBREK . EEBG*) :K>ELHHBGM :Kx<IAM A >

EBGD: BEBMRMAMHD NGE-GC-MAC> @ B LMEKBULBNGEKH<>=RKBKA
LNKKHNG= AHP MA> MHD>G BL ;HNG= MH MA> |I>KLHG L B=>GMBI

*>*GRKHIHL;BNGHIK>SMIE>0=EIL< K BNBVGA® G M BKK M GNEMVASBKG-H
LM:G=:K=BL:MBHG BG MABL :K>: :L R>M



3.4UC11. Corporate Security Policies
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Requirements

Note: the requirementshave unique numbersfor future referencesfrom other documents.
They are not necessarily consecutive nor significant.

4.1 General principles
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=:M: GH F:MM>K AHP PA>K> :G= PA>G MA> =:M: BL L>GM



RG15 Revocability
&EMNLMIHLLBNIEK>OHD>M % :G=EIBIEB4 AR >F> :RBBIHLLBNMH>
K>0OHD> : <K>=>GMB:E

RG16 Transparency
IHEBKRE @ NN - EM B Q | KMAMA=: M?2 E HWPK K >L N BHVINB &>
MK:GHMASM>MP>>GVMBMBNEB>IDMA>SKAHNEE><A:GBLG-L
IE:<MBHHNGANSL : @ P> KLHGMEN<BHR®B EE GENE MMBKBESH M BBGEL L >
H? =HPGLMK>:F NL:@> :G= |I:KML H? BM F:R MK:O>E PBMA MA.

RG17 High-level Policies

OAYHEBBHINE=QIK>LGBINGHR EHB FHKM><AEQEBELH

HGAB @B >KHK >L M KE=KOA>>G > HERMALKIB HKQ : FIBAMMIBMEB<B > L
<IG><HAAHKM:EBMNG=>KLB=zE+H LBMRHKFNEEMG @MA >K

M><AG BUOIM H E4HHINE=E > O > KM@Kk B ®@HEB 4+HB3>AB @ AE>O > E
&GLMPM=EDBIBNEMK >=BM <:K=x<IGNBMK<: k¥ CEHES M H & HMNER-
=>L<KBNS=AMNG=MR<E:L4{K>=BM: MHKK O>KHK®@ >G>K:EF>GM

=:M: O0A>G MA> IHEB<R <:G K>?>K MH <HG<>IML EBD> <K>=B

RG21 Data minimization
OAYHEB<R OMNABMNENIIHKIB>G<HNKF®GBFBS&SHMABHIGNB ™
I>KLHBGEP HK FMMEBWMKG O > EGHK =MKR : B& <> MH K>L H NKA>
K<ABMBEPANMMK2B GBNWMMIENRMA:MEG?HKE; MBWGN ;CBKKM: =BER
O:BEPE>IGAx<>t+<BIBEHSG> : MA MKAEBH MM M K BV NGV M- H>
K>O> HIMAK>=BMAGHM >MI>1 KHOBEAHNE=Q | EBkIB-M B RRBMA >
L>KOHiC KASD>>GMASC>LNE M > @ H M; B MWBWEE B >GHNAC> KO > K
O0Ax<EBEGIMNEAEAGOM A MBHKG O ENMRA H MM KBVRMEBHMKB<MER
G><>LBACRM MABIHLLBHEHNIGIHIWNGERI>GEFMAHEBEB @N: @ >
i NMELHGMANG=>KERBG&@GCMB=x<MBEHEH QARHKQ :FIBR>
<>KMB?BNIMMIANL AKIMK>0>EBEMU M K B VM MIA=B @ BB/@ES : M N K >
<!G><A><DDA= MA:G=HBG@ARHNE=M>KMBBEXABFBEBKGBF:E
P.RMA®>G}IKBE<IBABNEMAMWA S - HGEREHWAHKMBM &1K>
G>>=MHBE>K? HKA> K OB <\ MAKG K <8 /AN SMKH@ KM B => ? : NFEHNK >
E>GB%G M MAHNEA>K>2HKSLBVIEHELH<BBW2 SIK6~GNHB??>K>G M
K>LHNK<>L :G= MA>L> LAHNE= ;> MB@QAMER <HNIE>= MH MA>

RG22 Anonymous and/or pseudonymous access control

NLER:EEOMAMLLB, RBEBMBK>LHBKEXGCHGRAHNEN=HGRFHNL
P:R#HKG.GHGREHKXLIMA > K @ >IX>UN KCAMMNGL 2N E MBEBEBK>LL: KR
K>IJNBK>F>@ @> PABBAK>JINBRKSMKB; BBMEMPANL>MH M: R
:GHGRFOHABRIH ¥ HN KIGEHRL L BB E >M AA>J N BMMK B ENBMIB>:  : K >
INEB<NMEB@NF;HR>HIEGMAPL xKGMA>KSHMB=>GC MB2B >=
MANG=>KERBG@HEH @KKMHOB @ MMKBEB EGBGHGRAHRERHK
>Q:FINEBB@><AGCHRHIHRE RRKHNE>GMBLEN=HGRFE&NAL

L BFBMEMKA S HG R AHHONRLB NAB ? 2 > KPAG KMKO > IKR >LIN L =K >A >
IKHORHFDBEB=>GMBIEBENKHGCRRBNMMA>KOLMK><H G/GBE >
MAL>F>IL>N=HGRNIKKEJI N > & #3419 H P > QWAC> K GIXGKIDRS H RILA >

I L >N =H GRGHWACS> BE= > GH/MB MHR >0KA BBIB F | H K BI2 IS MPKG ME > > |
LHFIKH?B&A>KQBEKE>ABEANL 2B EEMIE>: GHGR AMHWA> KO >K
#KHFE>@HBBWB>P>KOBREMH??>IK>N=HGR PAN GE®AKG

;> <HGLB=>K>= K>:LHG:;E> ?HK MA> L>KOB<>



4.2 Requirements for language model and
expressivity

R410Meta-policies and policy generation
&GHF&:LBBIG><>LMHKHG L MWKAH GL BHEEB /BA>MG>: MM : <ME =
=:M;RLHFKENBMH® NB=>ERBIIEIN B =>KEGXLEERH RA>E>?BGBG @
IK>?>K>GRPEBHBIBIGLM: E<MN;CE<M>?B&GNEB>>IHEBMR: M
?HK;BEAK> . MBHGRIK>?>K>BEHPBAB®LH?F>=B<=BM?HK
:=O>KMBL>F>GM /N<A : IHEB<R <HNE= :ELH ;> IKHOB=>= ;R

OABLG>:<AB>(R=>?BGBEG @ | HBWBALLBIIP>kK BA'HRPHEB <BG*:

<NLMHFIBL> = ? HK>7? B GEBMHBGIIGV K NBLO/PH-F BALPHVEBBH@A>>:
L:FF><A:GBILENLMHI><BEHRGE LMK @BIEMRB:K@ >G>K:M>=

> @QR: L>KOBE>LIHBHNLKXKKINSAMKHGLMK:8SMIKBO>=

?KHM K MHIKM <>kH G MKIESEK MBABEE<A:GBL&KK>HRG P:RMH

>QIK>LL IHEB<R @>G>K:MBHG KNE>L BG MA> IHEB<R E:G@N:

4.2.1Requirements for Data Handling policies

R111Business logic to describe data usage
OA>NLBEH@B&>GM>KIKBEKPBRGMIMN AEEIR ®B MA>M2?2M>K
BRK><>BARPABILBE@EH@B=2L<KBGEM:G=KERIHHQ:FIEEBG @
3/ -") NLBGKH<>Q><NNBHBN: ®ABMAHNE+HLLBVED
:NMHF: MB<K B/ - ? K HBA K> KA NMIA>") =>L <KB3MBHEBREG> G
;> KM H? MA> 1%-

R112New usage should trigger consent
OAYTHEB<K @ WNAIM I | HKEM <A: GBHEJI N BKR H G L2IGHIF A= M :
LN;CB®RM=MHGMKHG B : GI@AH EB% R P > ObAS MEN ; C= <G
BG=BR@AWVKK>?>K MALMIP BBEE O:XKKMHG RA: G @ MA HE B: <R
MALMMA>SKHPEHR GMH> ; HMASKBMKA JN RIHKHE B<KR G @ > L
EM>KG:MBEGHBE=O>GHIM BX< A : G BPLAE KWA>: ML N ; C A<IW H
>QIEB<BMER LM:M> BG A>K IK>?>K>G<>L MA:M LA> PHNE= <H

R113Legal policies need differentiated layeringnot much semantics for enforcement)
IHEBXRE @ NFNALB/G <EMIAIHLLB ; BIBIBRMR>GE==K>ME>: MMK>>
E:RHANF:G K> M>KEM>L<KBHEBAMRAVL>XKABLK><HFF>&R=>=
MAS HMAXKXKMB<E@KHNBGBHGHK%%:KFHGRG®HKF:MBHG
-KHOBLEMGLI7 :G= G&MQ 71 8
\ : short version of the privacy policy, PBM®:==K>L LL:NEEM K WM<4¥ N K >
=>?BG>=
\ : condensedersionof the privacy policy PBM®& ==K >L IL.NEE>M K MM N K >
;> =>?2BG>=
\ :full (lawyersreadable)versionof thepolicy PBM@&==K>LILNEI>MKN<MNK >
MH ;> =>?BG>=
\ : ? H NI&y®r £0 expresghe policy with iconography LAHNEDO :BE:PBMA
L>M H? B<HGL MH ;> =>?BG>=

R114Technical representation of legal policies
OA}HEB<B O MNABNESEMBQIKEPIOHE B-RG<>*M&B:;BEBMR
<HGMKHHEHK > >IMKK=ELH :Gx<HG=BKBEP@EHBMABG> ;:L>=



=><BIFBBBEG@?HKMNI|IHKMASBI®BWMHEM® >GLFBGEFEBRH&>LLBG @
OAL>F:GMBKAGC> IK>L>GAMHWEEX>?KNBERB=GK><HFI:MB:;E>
PBMA MA> <:1::BEBMB>L H? :G >??B<B>GM IKH<>LLBG@ >G@B

R115Constrained customisation of privacy policies
&G I><BLB=BHIG ><>L MERA>: ML N ; C 2 KM::M>M B KkHDERB\ RBM
LEB@BMERKHEMMKBOIHEBKR A= MKHGMKIPE EENK FMPA . MM A >
=:MckHGMKHEHEMXAB&HN =B ?B <:KMBB-HGBRMBE: MAAMHGMKHEE>K
<A><DL PA>MA>K MA> IKHOB=>= LMB<DR IHEB<R BL BG=>>= <

HGLMK<BIGMH F B RySBNHGM A : G =HEPM B H:ENBI2 | HE B = R@
=:MBEKH E E 2HMONK KENGKMH INAB R L <K G L FGRIELA: KBPB M A

2 HLKM : M BN KIIBKS® AB L xNLMHFBFSRWBRE>F>GMB=<DBG @
"G:IIKHIKBHEBER®RL>M2LM: MBEB <BI+IMHF B E: REHE>JINBK >
BGLM:GUBKBIBE@<HFFEM>E>M2MSHP *HGMALR

' ><HF=HFFRAM>E>M>M> :G=GHMB?R: LN;C>RM
'><HF> GHMB?R H;

R118Support nested policies
OAPHEE<B @ N NAMN | | KGN MH-EB OBVCNLLI H E BRHRNEEG < E IBNSF ; > K
H? LI><B?B< IHEB<B>L ?HK ?NKMA>K IKH<>LLBG@ H? MA> =:N

R119Express user preferences
IHEBE<B @ RNQHEE MPIQ | KNLEIKLE ? > K >GINNMG = BB A&=BM :
&G KMB<BNMNIKMIHLLEME® IKPHE?>K28 LB BEAKG=>CME: EL
@BAONBGIHDANLAKAHNEER .\ EMBQIKXALGIMKEK>M: MBHGLABIL
BGCG=>I>GCH?@BRRERSGC HKKNHK |HLAE: G @ NAG@ NE=Q M > GL@BHED A
MH >QIK>LL G>P NL>K =>?BG>= IK>?>K>G<>L

R120Describe server policies
0OA>K> :K> MPH IHLLB;E> <:L>L BG MABL <HGM>QM
\ OAX>KO>IKH:M% :G=EBGEGBKREGLM:G4ILB=<M>IHLBMHKR
PA>KMPANL IR HKBL: MG =L LH<BHBE®RAS> | HL B MAKIR>
=NMR BL >G?HK<BG@ NL>K IHEB<B>L
\ OAE>K@>BMIPGM%:G=HBGEBHdRBHKNEMBIANL>K M:
%:G=EBG@ IHEB<R LAHNE= F:M<A HG> H? MA> :0:BE:;E>
#HKBFIEE>K |>KB=IBRKPFE>Q % :G=HBGE@<B+*K>?>K:t B HHIE =
OBLN:EBL>= BG : LBFIE> P:R

R121 Originator's policy
IHEEE<B @ NNABYG <EN=3xA: G BE>GRMB MR=> M.:N ; CE<BV\H@ H
F-MM>K PAH MK:GLFBML MA> =:M:

R122Logging/Monitoring/Auditing Policies
\ &MNLMIHLLBMBS ? HIKARSL > KH NVMA=> M H E E =NMCBAGNEL : @ >
H? MA> L>KOB<> =:M> EH<:MBHG :<MBHGL <K>=>GMB:
\ E&MNLM IHLLBVEPQ | K MABG<HIBFMAKR>M>GM@®HGLLBHG
=NK:MBHNG : @QMRG=RQ I >KB>5dN0 @BEEGEINBK>HF2GML

MA> <HEE><M>= =:M:
\ &MNLMIHLLBVMEQ IKAHIR A= MBKEHEE>XANPA>B8A>RBIL
LMHK>=

R131Data model primitives
OA> IHEB<R E:G@N:@> FNLM F:D> <HGLBLM>GM NL> H? :M E:>



\ =:M> :G= MBF>

\ EH<:MBHG
OAHEHG<>KMLL>GCMBAEQ IK>IHBHNL: @HGLMK: @ENWE: M:
<:G > =BLIE:R>= BG LHF> I:KMB<NE:K EH<:MBHGL HK <:G ;> C

R135Security levels

OAE>OHPEMKNHMIHME ERI> G4 A<E . BFF:I=>RMA>N ; C >N ME LHHG

MAVGG => K EHR B 6 @M ABIMILRM-HK HOIAC. EBHBMRIEBF(H ;. . ER>
IHEB=RLB @ G HKNEHE:M ;HMA>SKBMEL <AGEBEMBNMNE4A<KRIMH@K:IAB<
:E @ H K BQVMEAFR.E > G I@ BIQSAGIME> G @ N A@ H-BEN-L > BIXEH MEA] PG =
AB@A L>AQIXKBHWHRILHFrGMMBPRAIG <NEBOIRESFEL KHIKBAM

M A 31> N K B OIEBRE ILEHRBM ASG = > K FIR B 6 @HEBIG@?HK : L McKHNNEM NG >
LI><B?B>= BG : L>I1:K:M> HGMHEH®@R

R136 DHP ontology
OAE.GCONABMNEHOBGE:EM: G=:KEBIBMGHGMHHEHPF@WNKIHL>L
'GMRIBE:MOAEBULAMHNEQM>G=LPE*. BFIHLLBHERIEEM>FL
MALMHNB=:BMABBLN>JNBKMAxXEGH=>KBOKH~K>G:KBH
EH@ BIBGIGB MAPMELGI>>=<E:LLB?B2<MBI@G KM HVI B A : M
MAPHEBHKRB=: K>EMAMHIBRG.: KMBAXIEAPN EB?BHMBNGIIAHK
,;OBHNLER MABL EBLM LAHNE= ;> >QM>GLB;E> :L P>EE

R139Enforcing DHPs
0><AGHEHQ@GBKHE ? HK VA : G =EIBIG@<BEBFBMMKNLM3MP: K>
BG?K:LMKBEMRI&WMHF: MBAEKIBG! @G- > @>E>MBE @ BF>
GCBEHQ@ @BGCGBHKN=BWKIHLNMO>GC MMABIERL M*FAEP:R:
<BK<NFOQRGMEB<BIHNK @R?HKP:KABSKHMA<K=BLIE:RBG@
MA>G L BVGR O K F VBBASG H G B B EOM BB MM K NI A#> < > BIGEAX> K >
MMAS- MAPML: @ KSNoIH G B M K NGM) M > KNG EEMB G @4ARBRHKK><MER
<>KMB?R LN<A K><>BO>KL &M LAHNE= ;> IHLLB;E> MH >QIK>

R140Auditability -- obligations toward logging access
\ IHEBERG @ NELMN I THRM<A:GBUPRLQ | KA M R | HL?
IKH<>LLBG@H=B?B<0MBGH.R>KEEMB HBFHEH @ @>=
PA:MI><B?Bx>EFIRI>EH@ GA=CRS:@>FKEE>: F-HK
IL>N=HGRF H? MA> I>KLHG BG <A:K@> H? MA> IKH<>LLB
\' E:G@N:@> =>?BGBG@ MA> EH@@BG@ :ELH FNLM ;> =>

R141Breaking the glass
LI><B:EH? IHEBM P> RK>L<KBKMKB@RA>KS<>IG+FKH<>LLBG @
BkHFIEBEMWAHKNE®:A ERBMNBI&E BHKGLEGM =Lt >BNMB @;AM
K>:LHOQUBEGOHD><B>KA:GBHMK :GLI: KB Gl4®E BHIKHD>NBA >
IKBHHGLAGM>GQ<>>FN=<AIHEB<HRNEM MA<MKM-BGRBBKB>L
>GMBWHE x> MIA=: M; N WA <G KM BE®B @ KM B)H KB 8 BGKEK FH RIBAHAG K
[:KMB>L >LI MA> =:M: LN;C><M HK =:M: IKHM><MBHG LNI>KO

R142 Capture user intent
LHITHLM#M A>KOBIKIHHL?2=: MA:G=EBG@& L.H OABKHI>BEMR
G>>=MHB??>KMAMBRMPALMELBGL@> KOB<@, NR ;HHDHNM
IABEHL HIKIRFANK I HLM A>> K OBME>EA@. > BKEH = N<-HMHIBK! HK
12! HOB=@HKHF>0ANL B M=HEIHOS < > L LE KMBERRU> K O BIKIH L >
OAF><A:GBHEK:IMNKWBGEG@BGC MERM LBFIRBHP>AQKK<>LRB G @
K>JNBK>L NL> H? L>F:GMB<L :G= EH@B<



R143Purpose of data processing

OAINKIHH2L. MKH<>LHEGMA : G = E;RG [@ K ONBI<N: E E RRAL> F >
<KHMASL: @ MA>KOBKEE K : G L: XMBRHGRBK HE P : R E >? HNKA >
NLPR>MAGBROBSKH=2 : MB1@ HB/GHK >N RHHKN K| H.M APAMASH L M
H;OBHIGI#*HKEQ:FIES:==K><CLIG>NL>>HKABIIBE@ELMHEK: M>K
F:KD>MB\CEDISIHEE<B @ RNQRMENPIQ I K>EH AB ? ? A K KGHAL > L
HZ:MA:G=ERM @&@> K OBHFAMMNL xKG>B G ? H KANWAE> HLLOBHNL
INKIHL> H? =:M: IKH<>LLBG @

R144Express obligations
IHEBKE @ NG WIEHQIK>ERH AR, EB@ WBHAEKH<>LILEG/@® <A
HEB@ . MBHE+*KBOKHEHWAE: P,NMELMHKHFH GL#W BH O > K R@ >
F:<ABIG>: = IHE BRRREE O>K <AB >0 LBPAE: PH ? MKX3J N BRNFL G
BGM>KIKN¥MMBRRAHRGA:OGN=@ >EB@: MBHREK>:-MRdHOMK >
L<HH?NKIHALBEFB M RVABHGEGIB ? ? BANNKE G LLEB GBBIA . KM H>L<KB;>
PA>MA>K :G :<<>LL LMHK:@> HK MK:GL?>K P:L F:=> ?HK HG

R146 Notification/feedback channels
EMAHNEIHLLB2EMA>MIN ; CMNH>INBKMB ? B=1NMBE-&EL>G:MD
MABMBG ? FABEF;, HNWAH EB @>MBHK<:*HSG BNB B HKMM =
OABBLGBFIHK®M>GNMNEKG<MN PBEPR<NKRBRMRMLEMHKHOB=>
K>IHWIMAI>M:/N; C><NNMWANRL: 2ABIKB OBNG* HK F &\GB:H & ?
FBL;>A:0BEHEHMB?F<IMBESE>NL>t: IKHARK<HNGM&BEBMR
LAHNEHLLBMEBGBR? ? >XXHIGBI? B= LM BRBIBKA=F*B>H2 QIHKM>=
=:MMH@>MMHAKMZ2RKAMK KAHMASEML: @3+HLLB; BRHH?
IKBO:<R IHEB<R OBHE:MBHG

4.2.2Requirements for Access Control policies

R211Declarative language to represent access control policies
OAYHEB<HR=*RHNE=x<<HFI:GR>E.:GO@ N EBGH><B?BH?MBHG
(<<>¢HGNVMKEEOBRHE.:GC@ NABKNE=<E:K:®BEHFI|:GB><E>:K
:G= NG:F;B@NHNL L>F:GMB<L ?HK MA> IHEB<R LI><B?B<:MBH

R212References to policies
OA*HEB<4R-BHNKEOBNHB HKIM>N L.BE @B.<>R >K> < 85® G >
>BMA>K =BK><MER HK ;R BGA>KBM:G<>

\ IBK>KM?>KMGBI<PHEB BRGLBGHMA+KB<R@GNLBG&@&NL:;E>
B=>GMB?B>KL ?HK IHEB<B>L

\ &GA>KBIMIBEBKIEBMES HMA XK <M KO:BB>EH2:M: ;R
>QIEB<BMER K>?>KKBG@ MH MA:M H;C><M

R213Role models - family, friends, wider access control
OA><<>(HGNrKIHERHNKN+| HHNMVE M BI€E> HG MIKKHEB BIBI<EN=BG @
KHE> ;<< IKIHGMIGHFEMM KB ;NMSHGEBMBIBEGEHNEEL H>
BG<HKIHK:M>= BG :MMKB;NM> ::L>= <HG=BMBHGL :R MA> <HG

R214Information from third party sources
OAYHEB<HR-EEGONABNE=EMHBH>0>BE’HK K MBWHER.B&B O >G
MABK= I:KMR > @ @HO>KGF>GM



R215Technology-independent credentials
OA>SIHEBERR=>IEAHNENH THKMK>LIHBHBMKB<NMGM: BG>B-@BM: E
<K>=>GIVBEEH IB??>KIRGBMR K>=>GMB>BEGM> @ BABEB <R
FH=EEG@NL@®<+A ?HRBRGLM: G+HCGRFHNA=>GMB:EAK>=>GMB:EL
IL>N=HGRF I:LLPHK= (>K;>KHL MB<D>ML >M<

R216 Attribute based access control to data on fora
OA>SHEBKIR=EEG @ NL.AHNEH IHKINEB<B PB G @ | E BK<BRPM K SMBH > L
"MMKBHNBGOQHE®MB>L@GK>IJN>HM=K>14- MHGP AB<A<>BIL
K>IN>IKMFH GHPGIWRE - M: MMKBONEWs=IG> I KHOBRF=>: GH ?
<K>=>GMB:EL HK <:G ;> F>M:=:M: :LLH<B:M>= PBMA H;C><ML

R217 Expiration date: there should be an option for accesscontrol policies to expire

after an amount of time
<<>KIHGNMKHE+BHIN B+ HHKHNG = B MEB¥KISG L H G;BIGINEB FOB F=: G
BFI:#MO-EBHBMRM HBG=-BRMBABEB HBE>NLMHNI|IHHKEB ¥B\> M
FB@AO:.EBENRMHHFMBHK? MCHKFMBF> @ F ;. K@@ :M=:MMA: M
;><HF> IN;EB< :?M>K : @BO>G MBF> =:M: MA:M LAHNE= ;> =>

R218Time or event of begin of validity
<<>FLR;>@ K : GHM>=G B HNKL H@ K HNALL >:RIM:XSKFHN B M B HXK
1?2 MGk O >k N KRHEKG L MMGE & | HABML ML B R GMWBQ M#H E B<HR=> E
F:RLNIIHKOMGM <HG=BMHBEASKNCA LI K>LL>MB F>>>
"O>GM ;&llH+G=B MBIHGHEBKRL MK B<WFERBHGBHEEGC: EBMMA >
H<<NKK>G<> H? <>KM:BG >0>GML

R219Priority of policies or combination rules for policies
&E: LHXHGMK:dBEBPBEG>>=<E>IKBHKBMBASBM KNE®AB<A
=>M>KPRBEHAE BNR > K L EHEMAGKAH R APM AXKKEIHF; BBB#MA : M
IHEBGR>:<AMARKMN.RMABHZ2DAB>K: K2AEB<BP+EBAYHEB<R
FH=SFAHNBEHIHKM><A:GBHKHF;BGIBIE®<B=HKABIER? ?>K>GM
<HFIHLBMBK:.GDHKHEB<HR=-EEC @ NABINE=<<HFI:GBR>=<E>:K
=>?BGBMBHG H? MA> IHLLB;E> <HFIHLBMBHG HI>K:MHKL :G=

R220Data Subject should be able to keep control over PlII
I'M/N;CA<AHNE=SEMHKHG MKHEBZRE >MPA B-L& 8 AAML > > G
<HEE>6MMHKR3Z . M. HGMKRRBEAKIL MAxX<>LHG MKMNMR >M:
HGMKIREBBIR G = KE B @QHNEE N® BIGND C ><H\VG MIBHEEA : IM M : D >
BGMH :<<HNGM H;EB@:MBHGL B > E>M MA> I:M: /N;C><M :<<

OAXxHGMKRHAE>M /N ; C M B-& & : RK: G @KH@® > M KI'B:Gx@ >MH
LMHKSS> B GHEH RN =: MBMEE>&Me<> L IEBHEER@ : KN-IB: @@
<HEE>&MH=B?RRE 6 KDHKR > MKKBHE®R > & Rt MEHBGLM: G <>
I'MIN;CIKMOBRBAHF==K>{&8&8MH  :M:HEE>AW/HKJN >NEAPE R
I'MIN;CHF<RNL>=>=B<>B=fHBGM 3>;1:@ H??>RMA>M:
<HEE MM EKIGA=<A>ED @LE:-MMAPCL: @ ABIKBG K=MRB@NK>
HNM PA>MA>K ABL -&& P:L NL>= IIKHIKB:M>ER

R221 Choose strength of protection
OAYHEB4+R-:*BHNEHOBB2? HSOHHNEKHM > <GB BO>>MA>BEBMR
MM N GSH M > < kBHKGMBNEADSBICHEH R G L M KG><IN > IWABFGEAB <: M B H G
LI><B?B< <KRIMH@K:IAB< F>:LNK> BG <HFFNGB<:MBHG HK LN



R222 Change policy
& GHFI><>G: NB HK IR M HHKNSM L HVINAKBESIR H K M MB M KK B <K > L L
<HG MHKHE<BMIA>CGMM: MM A= M K> @ NVEARBE: @ > FOGAGHMAL > K L
LAHNE= ;> :;E> MH <A:G@> NI=:M> MAHL> IHEB<B>L PA>G G>>

R226 Support for complex claims
OAXNE>QIK>IBIGHEB <BAGW: DBGC MK HNXGIM | EB): BBL><>KMB?B>=
"MMKB#HMBA LM G<BELG>B=>GMB®ERF>KHE> @>L>:K<A>K
:MMK B3 Nd@g>><HG M> @EWN K KEHGRMMBHES MBHBG@KBPEHHR 2>
6 :NMAHKBS:MBHG > @ <:G K>:= ?BE> 4 KNE> > @ <:G =:

R227 Support for complex rules
<<>IKUNECAHNEEMPRIK>L:B8 B NI AK: MHKHFI: K8 =<HF;BG>
:MMKBN@&> +! G:MBHG EBMK;G/PBLLUP>EELBFIE>
K>IJN2?HKG?HKF>M@G M L XKk JN > IMABSKADBNIIM H O B BRA H G >
GNF;>K

R229Information disclosure to third parties
OAYTHEB=RB @ NABINEE WP QI K>4d4>K N BVPAKM J N M>>I N>MMH K
K>0 x> MB B GH K FNMM BIHA® K = K >K & RE > 8 MACNGIM AG > K BB & KE ?
&FIHKM:GM NL> <:L>L :K>
\ FBGBEBH <EHIANK>IN>@0BPBREG?HKFH M BRGAHLKEMB > L
PAIBE>BMHKQ:FIRA>S>0>ABL>EBO>HKRHAKRMASABIIBG @
<HFI:GR K:MA>K MA:G MH MA> P>;LAHI BML>E?
\ .GHGRENWLLMGMBEHEGMBMRRKX>IN>KMHBELEGMB?RBG @
B G ? H K FM M B/HK® IMMASBKKEMLRM A MMAB: M M3 > : G H G RFEABSS >
K>IN>LMHK BG <:L> LHF> ?HKF H? ?K:N= BL =>M><M>=
0><AGBMARERMNHKNE=E>@ EBMERF>BM>G®EKB ?BG,EBSRIMBHG
PA>SKPAGSE>B M KRB MB HIGRNIG=MKMABKEMR>IRIMBHG: EER
=:MA:G=HB G BKRACS E<HS = BN#MBMEH] > < B B B> <KR IBV BHG
EM>KG:BEBONERFIE>F>EBEQIEHP>K MEABREGCMMBS@N>LMHK
A:GEHOMKBG?HKRAMMBMGB KMBK><GERHPBBEDPBGEX><>BIM
MH MA> O>KB?B>K

R2300ntologies for credential types, delegation
, GMHEK@®B>UHP>KNMNEB=:|MAE:G@ MBA>KMB GbE KR
I:KMB<NEMWABE:BGM: BGBIGE®H | SHHKREBMRHFFH&G MHEH @ R
H @1 ASM K N & INKISHBS= EGB/ABMK <:NGBN GM@ N K: 6WMPBI>MB;BEBMR
HZ=ZB@BMLEHEBMLNR=B??>KHNGGM & BSMHHE &@&@ R G MERIAL> B K
@HO>KGEFGAMME>M>KEBBR-SLM:6&=x>KMBBR EINDL | HKH/K
PAB<A <HNGMKB>L

4.2.3Requirements for Trust policies

R311Link to Data Handling policies

OAYHEB<B O NABMNEHOBAMHLLB,BEEHEBKBRM % :G=HBGEG &<BMA
MKNHEB<MABHNE=KFBM>Q | E K<BK> L > CHVPVINKBHIAM A<HK K> <M
SG?HK<HMRHGM % :G=HB G 8R> & A BG =B 6 il/AK NH. EB<{RH M
SQIK>LNMKBIBW IEB<BIMERA>BG=BXMIP I>%:G=EBEH&RNLM
-HE BHRNHE<<NWKB ? ? SBEGOABLL K > LKUBIN@ K HRBA GMINL:N ; C >< @
:GB =>GHAVNBLNVMIRK H O BG > K B;RB MK N BM >GEM B Mdk Kl 1 AH N KI€>
MA<K > => &KW B >BRKBA Al H E B * RGM A= M<HG M KAH BVBEs+BAB ;B MEB =
<>KMB?B<:M> BLLN>= :R MA> >MM>K NLBG>LL NK>:N



R312Trust establishment
/[>0>R:EMHXHNEF: DB GMK H B GIM=> < B IVBMHKANG. INMMAG MBIKMHRM
?BIKIHMN BEM A>Q <A BE@K>=>GC MBMBEEEHRHRNBGBRHNAHP>
RHNKIKNIHWNELH; . L>HGM: M>F>SNMRHEMA2KKQ FIE>INM: MBHGL
HK IKBO:<R L>:EL

R316 Statement and Certification
>KMB ? B< BBBHMME>NM> K B BMM A > G MIBKN L M P HKKAMAMIRSL <K@ > > E
<HG ? BMANBMBEKM > KPBNIBMGS K Q> IK HM>6: 0O > L = K HG B4 A MW >
L>KGBPKIBNE:BHMB OAx>KMBPBKHMBR>MA B:KAMRALMHNE=
MKNLM>= :R MA> NL>K
\ MKNMMM >BMEND | E BQ B> LHLBIH G < > BAXKEE M BE : = >
‘RMAMKNLE=K>IK>LMAMN; C><UIBO® HTBMMKNLM>> L
MKNLMPHKMABG>LL :<<HK=BG@ MH MA> MKNLM>K L IHE
\ <>KMBEB=<BMr8iM<NFMAMAL <KBPXKIB MLM>I3 >TFkK VA >
B LLN<XKKMB 2 Bldvt MBHKENNREE L B #4KKNI=M P HHKNKIWBR=> G M B M R
H?GHMIAK KRM® AH KH-? N ; EB x RG M AB>= > GHE MHP G HK
I>KFBLMBHEGL I ><BA2PEKOBM>G><HGLB=zKMWKNMMM>F>GM
BLLN>= ;R : K>INM>= MABK= I:KMR

R317 Context-dependent Trust Mechanisms
OKNEMA:GBRAHINE-AHLx6HKNMBMA®@I E B <: MHBGIGHKD : F I E >
MKNHEB<ARH N4 K>KINEP><B?RBEVMOHOBR> F:BE=KMH.: G
HG E BHGHDM HEB MKL> I N M :BA® K & :M A kG GHGEBIG@><E:K:MBHG
P>;LBM> B? MABL HG> BL <>KMB?B>= ;R MA> @HO>KGF>GM

R318Security breach
/><NKBMR ;K>:<A>L <HF> BG =B??>K>GM ?E:OHKL MA>R BG«<I
\ )HLL H? <HGMKHE HG =_M: > @ LMHK:@> =>0B<> LMHE
\ 1G:NMAHKBS>= :<<>LL <HGMKHE
\ /H<B:E >G@BG>>KBG@
\ -ABLABG @
\ **EB<BHNL IKHQR L>KO>K
&GHF<: L>H>@ B LE> VNBMGSPM > A KBO;KR: €K <NKGAHMB?B<LMBHG
MH>L>GMIA2R?><BIG=BOBKIK:@: GBS>MBBHEHX@BWMHE ?HK<>
MAXKNESOMHEBINBGE :<>G= ?HKEGEN:GMBM VMEBAIBMEBEBG: <R
K> <AL>MIBPO ENPHN>GBAXK>  H<<NKGIEPA-BIMAE>OBEKBLD
:LLH<B:M>=

R319Link trust with Access Control
HG =B MBAHIGE.BK:RRB G < EM K MIOME N : M BBEE H-P MP K B MBBIG L@ K
<HFIEB>L PBMA - :G= MKNLM E>0>E @K>:M>K MA:G 4 HK A>

R320End user trust
OKNLAW ><ME> O BBRLG = NBG Kl > K PBMBARLR L MB EP A > G >:0MIK> K
P.GME<>LU>KOBMA>>  OKNULAWHNEEL>LPHEMARBKGOHEO>=
BMARK:GL: NIMBKEB <: B NM® HKHA K &0 BHSNI>MB G >?BGBMBHG
K>E:MB#+>KLHIGK>IMBHNGLAKIMH EMBE=BM NH KB <8 MKNLM
IK>?>K>G<>L BG :G BGMNBMBO> P:R

R321Building trust through a third party
1L>KLR>LM:; MBANA>M : M B NG IBABBE®B KKEMVRK NIILIM> L L FG-ACEML: R
@N:K:6MPBF:EEROHHE KNINMMN AE> OHEAS>KMB?BMMBKBMB > L



i PLMLE<>G IOKHNEM<A:GBLPIMHEHNIITHIMMB2BKK M=N R =
<>KMB”BMAMKB B2t KMA:PM>M<G-MASHKK>LIHAB>BKGKx AB<:E
F><A:GBEFHMKNQLWNKMLHGBOBEEEWRIHF; BGABG?HKF:MBHG
PBMA HMA>K MKNLM F>MKB<L > @ K>INM:MBHG ;:L>=

R322Trust reasoning

MKNHEB<®REN MBHBGAAME=SEMK>: LHEBNWKNBLAOKEN=BG @
<HFIHLBGK®B MXINI>NM K B-<@ > N M : IMRBLHVG>(RR: :G=AB>K:K<ABX<:E
LMKN<M@K&IGLL>ErOGPMKNGM<HF ;BEBGP HK P.WHBIKRSINM: MBH G
LRLMSHK MBPBHOMBR>=HKR: MABKIMRK F>:LNKBIGBRG=B<:MHKL
K>E: M= @&><tBNMBMEKKGL:<8BMHMBIEF><A:GRHNENL>=
" GAHMKHF;BGA>F GMAGSE: RMBB@BAMA<HF ; B G : I B3>
<HGM>QM =>I>G=>GM :L P>EE :L FH=B?B:;E> ;R MA> NL>K

R324Trust ontologies
OKNLKP=>GCGHBKNLUMLLF>6M: GRAHNB=IK>LBGBHGMHEH @R
OABLGMHEAKINEM > @ MIABE2>? >MR G4 N; MRH XK >=>G RHBKEL
> Q: FldassportID Hdtiving license : K& N ; L HIMLAWRdersonalidentifiers # H K
> <KMRIBXK>=>CPMB:EMM: GBG?HKF:MBMAMKNLM>LLF>GM
F><A:GBLF LNITHKMBG@ BM

R323Transparency, reciprocity
OK:GLI:KbESKRE<HGLB=bHG*HFIHGHEB®IMNILIM>LLFMEMB<:EER
MK:GLI:RSG KBV KNELKK > | MBHGMAHE 8B+KE M HH G B:NUKEKRI B F >
MANL: @ABL:.MR: L>KOSBU KR EMEBBERIE < K 3 NI>M M A2 <MWA : M
MK:GLI:KI>GABBIRBA<EABEM HKBIKEOBBHNLOBHKKEMEH @
?BE>ME8ABd>JN B KB ENMXM KXEE MRE22: LoggingMonitoring/Auditing
Policies .><B | K H.<ABHIWEEIH L L BMERB G MK H NGV M<AG K 2 < M MIKBILL M=
BGM>K ; NNWBABE HWA® > G <KLE @MKNEMIEKH O PHKK H KRG @
I>KLHBG:EENNM MH>G HGI> <> L L VKENEER? H KM H KMBAZ@F >D B G+?
BG?HKF:MBHG

R329 Specification of liabilities

\ OHP:K=IMLN;C=<M:KHM>HHNBB@ : VB +MEA_> IBK><MBO>
A:OMH>?NE?BREEMsHGMKHBME<HGE M K HKEEB KERK: M :
IKHM> ONBBIHEGM 8 H BIIAL<RG K H OFA > RX HWW> L | H G 2 BMEA>
= F-Q&BIG><>LIMKEB??>K>GMB>M®<HGMKIBEE: MK
IKH<>OIAHKHBEZ . MKH<>BIKHKNASEHE PKEHR<>LEKLHG: E
= ML=BK><RWM-AHGMKHBBHEKKE<B@NABNEFEMHQIK>LL
MAGHHE=2 :<AGMBHKR<A<MBWHEG-M>KFBBI¥EB:;EB:;BEBMR
<HFI>GL?MBWESHGMRHEE>R: QA N??>KF>==RKB @AM
C N =B<BE EZIRIG RK > : HAD N : K : GKKNB X AGILM B\HE1>? B(R> =
F>F;>K LM:M>L BG MA>BK G:MBHG:E E:PL

\ OHP:KKE : R BKGVIA@B HiKG L N K BME<x N KM<ARH E E HPIEB @B> L
BFIHKMD GENB = :WIB HNGMM APHF>GINKHEE >4 KIB&G-RIK K L
K>IHKNGB-GQ@QE PGB @ANLI>BG==<<NKKx@MNEzKMK+*LMKB<MBHG
H? FH=B?B<:MBHG KB@AML MH :NMAHKBS>= >GMBMB>L



4.3 Requirements for Policy Composition

OA>LK*P KMB KNH NGB KPA>GEM E | HLBES?@ S KEGMBHEI H L B M BGPG
NG=>KLIMBHWHEGK @ 2K IMAIGKOBKBFPIHLBMBIGEO BGEBGM>K:<MBHG
;> MP>>G IHEB<B>L F:R BFIER K>JNBK>F>GML EBLM>= A>K>

4.3.1Composition of Data Handling policies

RC11 Prior agreement and contract
0><AGBKHEB<®>IG>KBEEER>F (G M@KE JNB K> FHIGWLK B> <M B O >
@ K>>PAMGVAM><AGBEBEARH NEHG M I1BIG GWEHKI A>NEERYM A >
LHNKEHXNFBGES AEINBK>F>@NKEHEB8@ KRB ¥MBRABEINBKEE>GM
:==K>LL>= BG FHK> =>M:BE BG

RC12 Support for composition of service policies and composition of user preferences
OAE:G@N:B>ME>?BGE>> KaMA:G=EIKG@>K>GaA>KOB<MalL
A:G=HBGB®tBHINE+I HKNFIHLBIMBHGENEMFIHLIBGK@BEB<B>L
BIHGPHEBMR=ML<KBIA:A:OBRKL>M1L>KO KRG MA>HK =MLABL
<HFIHLUBKBXBREGH,M OBHE;RM>G? HKBEG GRADIBH-E\B. €B>K > L NE M
<HFIHLBIG® > ?>K BEIGEK > ? > KM S=dL < KBHPLL >W?>K L HG ME
<!:G>A:G=BEEMMAHKFLM<ABG@HFIHURM?2>KBBGIEB>M<ABG @
EE BG=BOB=N:E IK>?>K>G<>L

3A>6HFIHLEM®BHNEM HF :Ap<A: GBIEFE<B2RF | H LB HBRHK
CL>HRE>KOBRPHLBGB OBEBEBFLE<A: GBIEF?BE&HFIHLBM>
IK>?>K>G<> ?HK : L>M H? I>KLHG:E =:M: PBMA LLH<B:M>= [K:

RC13aCascading policies
SA>XKNEXK>=>?BGM=B??>E>CMELGXHKIHKLMSOBE=<MBHG
F><A:GBLFL MH L>E><M :G= :@@K>@:M> :IIKHIKB:M>= KNE>L

RC13b Prioritization of rules
-KBHKBMBGER <>LMIKRLHEKG ? EBMM BKNGE 5L > G = BHGDA >
>QIK>LLBO>G>LL H? MA> E:G@N:@> IKBHKBMB>L F:R ;> K>JN

RC14 Generalization of policies
HFIHLBMKOR=EBER QM>IKXEBBHEB HBHF |HILBM O BB E 6
IKHI>KHBBPNM >SIKCK BEPABEAR >=RG:FB K >HEEROIMPHEBE<R @N: @ >
LAHNBEF+IHKMARG AR G KBHR?>K RMHQ I KEAAG 2K:BM>F>GML
#HEG LM BEGNHE: =R BNGAQAIM KLHGMEHN,BEE A:KPBM:A B PAB<A
=>E>MMI2 M>KHG M MIA H E B<HNIEM :MA: IM KLHGMEHNBE A:K>=
PBMGER:GDBGNKHMAMFFBWH>E>M2HKS R>:K/BFBE:KER
@>G>K:EBS:MBHG H? NL>K IK>?>K>G<>L LAHNE= ;> >GOBLBH

RC15aMulti-rounds policy definition
BA>GLLH<B: IBEE@ERU A FI> KLHG MENK>BEBK OB<> = KB O HE
INKNELR- K = KB @K; B MIKH KRN R A >RM ANSL MM A> K OB KKeH : <ABH L
GHMWKDMK: = EBHRMMBESL@KN LMHFABFS MBHG MR M>FIB.MPNE =
;>IHLLB/E=2AF><A:GBEHK>>RBBM.I&*" % -*NEMB KH+HH\NE=L
==>MHE>SNMA> KOBEE<IMANL PKA>GHIMBH:ERE L=>EB ;> MFER
HI>G



RC15b Policy negotiation
+>@HMBGOETH &> GRA>SBAGL >GHKIA>KORB OMK : =>MHA?D >
3BMAHMKL: =>MAMI M B EAH R4 MAKMBE>M>KFBGEBLEB <
:NMHF: MB<<HERHEGLMJIGI<EBMRKOB=>MNK>¥=MHK>KOB<>
?>)XIHNEA G 3I>CABEB AKB O IR GMBWIRN:EBMRE>IbK+ HG: E
BG?HKF:MBHG OA> IHEB<R E:G@N:@> LAHNE= ;> :;E> MH >Q

4.3.2Composition of Access Control policies

RC21 Delegation of Rights
/> KOBKEBOB=>@®LMHPG3C > :RMK K :EKM>KB OMIWM A >KKM B > L
> @L:RL<:KX>=M:6>E>@:MRBRBGBAWA>BEBMRIGHMAKK R
IKHOBB®@AMILL:RL<:G:R<:>=M:6L:RL<:E>=M:®ABL
:D>R>MNHA>(&:GHI><- )MA>NG . ;EHFIE>BRLMKBsN MG MKHE
L>MMBGOIE<B:EMAHEB<B @ NABRMNENFI HHCM > @ HMHBEKHE>GMB: E
BLLNBEGAGEAHKIQ :FIMASL | <:G>E>® AMBS@ABMLN@IBMLE BHM M L
G:MBHG:E &! :@>G<B>L

RC22 Revocation of Rights
I:KMRHOBKB@GENWMO>P:RMK>0HDA>E|>GC=B@ONS>INBK> =
MBRPK:GNBMKBIMNR :<AB>0R=KBH =B <BEBIEXAs KB @HKMRL
>QIEB<BMER K>OHDBG@ > @ >KMB?B<:M> K>=>GMB:E .>0F

RC23 Composition of Access Control Policies
O0AXHEBXI @ NLABINE= ; BIASK > : MBHHGF | HLBIE B < : NKBHEGB®& @
=B??>IKSCEMBHHPRGLM /IBEXRE®, G ?>=>K : \HBHEL> @ HVKBBH@G A M L
LAHNEBGE : <MHG:EMA>KGCECMK<BHRNGIM>GCMB<NMBAKKBS: MBHG
IHEB<IBCH<BP.BMB? ? AKKOB<>E K> INBK>F>IG®HFIHLBIMBHG
19%-L

RC24 Prior agreement and contracts
/IBFBE:K MH . INEB>= MH :<<>LL <HGMKHE IHEB<B>L

RC25 Privacy-aware audit mechanism
<<>klHGVNKHE<BE @ ¥ NAQHP ?I>NKI | HPKHEKH @ ® BGA@G BOAHHEB <R
FNLHR ?2BK<A:GBLIFI><BRRO:kR<MEH@HRGLMBMASHNE =
IHLLBVHP><BPRMGBz<>LIIKCEH @ @HddM : M BN MB¥IAB=>GIWMB MR
MA> K>IJN>LMHK BL GHM I:KM H? MA> EH®@

RC26 Support for data and PII
)>@ BLEMKBHEKBILHG ME- & & B ? ? > KRKGINFE BAPKIBRE:M> @GM>KG:E
GHMMK E><KGM=>O>EHHEE<B @ WNAQUKN | | HU M<BBINBK>F>G ML
H? -&& > @ INKIHL> OABL F:R ;> LHEO>= ;R FHK> @>G>KB«<

RC27 Link between AC and DH
"M% G=EBHEBKTR A>MHPGBEKI|:<MIkk>LHGMKHEBHKR A= M :
<HGLN&GK KK £> MBAILNBAPA: ML >GEHF>& & HP B MMM : <A M=
A:G=HBMBBHEB&ERE>Mat<>MAEZEKHOBR>-MAX<>HGMRHE
K>@ : KMBEI@N LKW ? Ea KNV B KHDERBGAREBLLE K > B=HRE N LBAGK &Vt % =
10 -



4.3.3Composition and Trust policies

RC31 Dynamic Trust
OKNLM BL GHM LM:MB< F><A:GBLFL MH ;HHMLMK:I FH=B?R

RC32 Scope
OKNEBHWMC<HG=BWEK 8 HMAPKKEHE: MBAMNGLHAB P ?BGNL >K
PBEE MKNLM : F>=B<:E :LLH<B:MBHG BG MA> L<HI> H? A>:EM,

RC33 Proof of enforcement
O K N:IBNFLM- > < B PRAGEHAIKNPRB ESEA . OB> Q I > < K &FAS > < B<2BH ?
IKBO:6R=:MA:G=EIBHE® <BKBIO <> L M:KR<BEA>MABK MBEE
A:G=RE& LI><BREEBtA~MY:G=HBEE<RA:GBMAHH®MA:MKNLM>=
IE:M?HKF > @ 0 $ :G= HK :N=BM F><A:GBLFL :K> BG IE:<> :

4.4 Requirements for use of anonymous credentials

RPO01Technology-independent certification of data by trusted third parties
OASNHEBERG @ NmAHNE=;E-MB QIK>kKkEk>IMKN.IGM=:MA:G=EBG @
K>JN B K HO-EKB/AH K AV WG K M BR. B> 6 M > KI G NEMM B#KAVORA >
E:G@ NAAHNEBE4>GEEBMMIEHLLBAHP > GIXKQ: <MEBRNG=>KERBG®@
M><AGHBEH®R>K WBBE ? HK FO N BHINGABG ? HK K IMBBI=G>CKMB ?B > =
iR: MKNDM>= >KONK>KG:EBPHK=K;>KMB<D>RHF>MKRB KM H
4 <>KMB?BRMANMKBIMEFAHGRKHKN E>GMBCE G<KEPRFF>MKB<
<KRINHAIHEB<BB @ NABMNEB > LMK : HVABMIG =>KERBG@HEH @R
G I>:BGI>KHF® >GCxKE< MME=HFFWMGEEM > < A G HEHWWBRIRAE
E:G@ NAG KNE=Q | K> L@HONWPIN EERD > KI:A2B-? ? =<K b:GB/E Bl Bt BSAL
H? MA> M><AGHEH@B>L

RPO2Trust in certified data
OAYHEB=<RB @ X EH F>E > F SNGHM_. &> M AS> J N B K SHFG IBM -H?
= MKBEK=MMKNI&M MA>GHMBABMRZ: MOABLG>>HGRLM: MBG @
PABMKNMM>K NVBABR GI=2:MB >RLM:MPBAGNEAEEH BE2E NHKR L
<>KMB7?HBKABMK H#HKQ :FIB2IHEBMMR MAHGA:. MK>0ASK: LM
G FMAMBAMHEBERE>>MHI><PAHRB MKN MM>K NVBABBRIGMF >> @
MABL FB@AM ;> : @HO>KGF>GM : <BMR :NMAHKBMR >M<

RPO3Predicates over attributes, extensible with ontologies
OA> - LAHNEEWRIQIK=HIFIEIK@=B<HU>MMKBBGEMEN=BG @
,. <HF;BG:MWBNCHBOMRBEW*K MBFIEKLBMAH>MB=UK>=B<:M>L
LAHNE=QM> A BGZEPIGMHBHHEBXQ:FIB2K>JNEGMK M N> L
LN<MAIM:MBBMB @ MAK@HBFEAMAPHEBI<RHNES,EMBQIK>LL
"LM:MNL @HE=a

RP04Embedded or referenced ontologies
&MAHNEIHLLBVE>OM AHGMHBWHAORKNL>B-GIHEB<HGM: BGA>
IHEBBAMRLXEEM>KG:MRB>EMRNE=MK>?>KMB AFGMHEB @B+ L
IHBGMHFK>LHEBK<>MBRRGPABRGMHEHI® R ; M : B GoHP > QB>
MKH:HX>?>K>EB@ESWHK H ; E =NIK B@H@ EB1EB<OR E N : BIBAG
HGMHEH@R ?HK :GR K>:LHG <:GGHM ;> H;M:BG>=



RPO5Expression of proved statement (by using same policy language)
OANLERHNEEH:;EMHQIKMIALM : M >N ASNMILK H O BIGX® > KN LBBFRS @
MA>FE:G@ N:ABAM : M >F >RGN B ? 2 S2HCHERASM @ M > k> GNVBRM A >
L>KOQNEBMAHME+BRIA : >KOHMKRER|RD B S>MI>B G M > EEEBHANXAEM
MH <A><D PA>MA>K MA> LM:M>F>GM IKHO>= :R MA> NL>K :<M

RPO6 Derived PII
,G>BLLE>>=BEAKAMAHNBIDAAIMHG=>?BMAB- H=>KBO&EEBMA
=>KB&E&>F>.GA>GCLEBVGBPOIK AINNMBNMBFINME:>HG<MN&R#HK
>SQ:FIHG*HNHE+H<BIM>MHG>aQ:<MVH?BKVNAHAA:-MAB®BIA >
1% -?HENR MR HKK?BKR A I$ K = B B<@®N A= K2 <\WARM N B IO> K
KSMASHNGOGEMASF+*%- &M>>FLCMNKEBHMAGL-: LMAIN:EB®R
MABG?HKFE=M® KGNVNIN:GMBYRBEBROAHR MKBEGBR:E | HG >
<HNBM>FIMHEH=-RMA;:RIKHOBE ®EHK>KRH®@BOBNMNBG?HKF:MBHG
P.:RNBMaMNFEHBERHFIEB#MAMMA; RIKHORBIWHIKO>RH® BOH
BG?HKFEMBHIKHOREB®&#ACO>K RHI® BONBMEHM: RLBGMA >
GNF;HMR>HIBHO>K BLKH;:;BRIERMPG=PA:BIMAS%- HG& & ABM
=>KBTOCHN EMIBIXE<H?2& & <HGL>KDHHE RBIEBNEMBSMA % -H ?
M A=> K BBG 2H K E >NWBEBGG M > K IHM WBBH® O'B=NFE.GBEBHPBG @
HGER MAHL> :<MBHGL MA:M :K> :EEHP>= :R :EE !'%-L

RPO7Revealing of data
OAPHEBE<B @ NA@ X E>:KEIRMB &@WBH® APGA: G M AEZ B AMM >
K>JN>A NMid(eal BB K=MK :B&G<>MHL >K O:Bx=H G1 APM A KB M A >
restrictions MAMWW X & :OMH: MBMPR@ K: G:M = =10lA BAB ? ? > BXG><W> G
G> @ E BGVRB-L M:B3GAAN | KH L ; BR . NMAHRG PRRMHKHO:2M:M>F>GM
SHNNG:MMKBINBG@E : LLBA>EAGHBHRB>Q > : BB&@ <MEN >
GHGRFHRNA=>GAMMEP. EGHEEMA >>MAXQ>KB ? ? MR IGIE<<>L L
K>INBK>F>GML L>I1:K:M> PBMA @K>:M IKBO:<R ;>G>?BML ?HK

0 HB E E N MMABERMN 2 > KM-AGBIR L > K OFRA>KI : >KIOM H>H O > K G =
LN;FENIBKGN F; DA+ >KOBGEHBVG M > KM =)= OME N M A >
NL>KBKA=KMFEBRKG MEG L MKE> K> \MABBRIE HG @A KGR > : KL
T@HGMAPM A>GMA>KOHMKL GWB GHPARNEBEE>IGNGE > KM
MA>KX6HKHG=BMBRHGBVIWASNF ; MKA<M NEG ? E NPASKS> L L
=><BLBHG HMA>K MA:G MA> GNF;>K ;> BG@ O:EB= I>KA:IL

RPO8Alternative data recipient + associated access conditions
&MAHNEEBIHLLBVE®R | KMAS><BIBXMEBAG?HKFBMBHAGHMABL
BG?HKRMBME=>GR=>?: NABILKH ;. FR>KBML_LNETRPGE>KM:BG
(11 E B <: MBSO >R : GNH>: L L N KSAIMSE BXSBM FLI>1 > <B BB €2
BG?HKF>MBHB=K2HKABIIBVGH® F > HEX3A> G AS><BIBSEM
MA> KB ML NEIMABKIMRABBIAHNEERLI><BREB=RK:¥HG=BMBHGL
MAVABKEMR HNMEO MMBGC?HKFOMBEHEGKH ;: ;PBFIE>F>GM> =

- HG MA> MK:GLFBMM>= BG?HKF:MBHG

RP09 Notion of atomic credentials
OAE-CONAB NN+ HKAMH G < P8t M H KB~ = > GHNBB: EH K <:MMBIK G
PA:M>HDGRK G MIH: BEVIL: <HEE >H RMBKINGBWWR KBONBBIBIFIHKMHG M
IK>026BIQBG@ :G= H2MMKEBSRENFE IO >KKE=>@3BWB LEHLGA: L
FNEMBKE=>GIMBAEEMRIS sRMAFBLLMHKQ:FIB&A:OMPH
<K>=BHWMMAZGAHNE=GEMKHFIEMMA><DMHKNIB L : RKBBG . EBG @
MA> GNF;>K H? HG> <:K= :G= MA> >QIBK:MBHG =:M> H? MA> F



RP10Macros
OAYHEB<BB @ NABRIMESOHFPHKIF : < KEH G@ WMIBG<KK>L=:;BEBMR
#HKQ . FIBMANRBNI@:LMAR <KHIGR@HOMHH=;NLBRI>LLa
> LBBEBRHWAx<>¢tH G M:KBE M AGK N IKBM A H E BE®@ > G NLHE?
F:<KHLGOHE=I>MBMEBRHGE@AHER<ERT : DM AH E B<:R HH\H\K >
FH=NE:K &G I:KMB<NE:K BM IKHOB=>L :G >:LR P:R MH @KHN

RP11Limited spending
OAYHEB=<K @ NNAAIMMEOSIK HO B IVBHX K MAHM<: GFHGERMA>GMB<: M>
HG>IPHENA>FxK>=>GHKE B BEMbI BIRIBFGA>KK=B??2 KRG M
MH#: E<NMABMNF;BR AHRO>K MIBRBL; L B MPABLK OB@PPAB. IR> M <
YWHP>@BHGHME>PR>MMAKNF ; BIRMBFE><K>=>6MB >E5AH BGG
"MMKB?2NM>=>BK BIMB GBFB @~V>E & HF><HG MBEM K FE BIBH G
> @ MA> MBF> H? =:R MA> P>:MA>K MA> |IKB<> H? : LMH<D

RP12Alternative DHP
EMAB@AMALMA: M KMRI <L GGHM<>MWAISH - H?2 G HMIA K KiHRH K
>Q:FIBPA>K MMRIG HWAMG > < AGB <GHFNENVMBEEINBIKEB @ : 1B HG L
IHEEE<B @ NAGI WG, EMPIQIK>®EM>K G%M B ABRP B E E BEG@
MH ?NE?BEE

RP13Choice based Access Control Policy
OAPHEBE<BR QNABNEERAK DBG@>4HG MKEBHEB K HFGIGMIHN K <>
=>|>Ga3+PEAWEMBAEBM AL <xKG D #HKQ:FIEBGLB<=KK=BK
IEB<:PMBHKBA=<>{HGMKBNEBK =B+ @& A HH IVBAHIG MEAEERB M
MAK>=BWA:EEO3SA>GAHHLEB®BM "NKHB??>K=zSdMHGMKHE
K>IJNBK>F>GML :IIlER MA:G PBMA : <AHB<> H? "NKH

RP14Signing statements
OATHEBB @NABINESEMBQI KMA: M KM B 4 WE MS 6 > S B>
LB@ G*HKx>UHK>LHBIKK: GVMMIAHNEEHIHLLBVEHP><BIZB G @
PAB<XK>=>GIMBHE ;BG: MBHKG =>GNWMBBELM>EAGMELB@G>=
/IB@GBG @M+>BGM > KBIBPANM K B-GHl 2N ; E B <<BRRMH @KIHNRE =
> @QELHBFIE>F>@RWANL<KEB<D® G @N M VHHHE®I AL > <B<>.B K ?
LB @ AB.B@AH G R FHK\NNL=>GMABL>E @ G HWHNOKGKHEALLN F > HREB-MVPA >
LI><B?B>= EBLM H? :MMKB;NM>L A:L LB@G>= PBMAHNM =BL<



A lM

State of the art

0><AGBEfIEHO>H6&M M><AGHEHI@BE:M MKA>> O >EH IF2HGME B G >
TMMEB<:MBAIBLIKBO BMG? HKFHMBHGKMUIEH??>KA:GL>KOBL>L
<HGL>INVE&<EMHNBMMKLHESEGEHKRAVMBENH G EH &PA>; A IE>MH
@KHPBHGE >KHGNMWL 3KBO:<BNF; HRKHC>@MEL>KHKBEG<<>LL
<HGMKBEG:GRB=>GMBM®>FA>0O;M>X>L>6 ¥ IRV : KEM A FBNH@A

F:GR H? MA>F A:0> :==K>LL>= MA> BLLN> H? IKHM><MBG@ MA>

5.1 Privacy-enhanced policy languages

&GVABHGMMAK>L> KHAFNGBNROHMN@?? HEGUAEM N =R=
LI><B?BIMEBRK @ N2 @K>L@ONE<MBBEBLMKB<NG>KBHIP HKD
ALELHH<NHS4A>>?BGB®MBEIIE <R EPGK@ N4 @)L A *) 8 3/
-HEBX/RHE&"- ) 77- ) 8:G= -7 - 8MALMIIHKMEBF BIGENRIBIFAG L
IKBOIKRM>B MIBRHEKG L M;:R3 K#H O BZBG oM BHERHEBWIKRHEBBEN@K R

H? =:M: B > AHP I>KLHG:E BG?HKF:MBHG <HNE= ;> F:G:@>= HC

"QM>GLBsEEHGMKKBNIG@N: ®>*) PABBAMAK>LKNEM&/
LM:G=:K=BB?2NMBMIGILGA*) ;. L>E: GO MK K>EGB GM>K<ALG @>
<HGMKHHEE<$BGA-BMBMA&EE: CQ@Q N @) =>?BGPMG:K<ABM2HMAX >
>O0:EN:MBHG H? IHEB<B>L :G= : <HFFNGB<:MBHG IKHMH<HE ?HK

-E:M?AKREKBO:KR?>K>6KEE<MBL SHKBB=38>; HGLHKMBNF
IKHCMAMEK> MASE>H? NLVKH. L>PA>MMAKBOLK R M B=<tblIM R=
L>KOKHKOB+HFHPB MAIKBOLIKR?>K>GdIdKIHOBEG41) ;:L>E:G@N: @ >
'G= F><A:GBGENKBGI@>KIG>BG?HKAPNMBOIHEB HBMA> KO >K
>?HMAKR>E>HIA> KLHBEGEHK FOMBHE K > L | EFGG BGNOEPMI N EEE H P
NL>KHI><BPARIBK? >K>IG<d>>M1K>? > KK IEESK : E BR>R3P Preference
ExchangeLanguage --") 7--") 8 --") <:G>NL>®RNL>K®>GMH.D>
‘NMHF:WKk=FB :NMHPEBAMBAERBH@PLKMAG@>IM: BEBNMARBG> K>:=:;E>
IKBOIMRB2RHMIE- >G: ;B3> LBM>1?>K¥Q+K>L2PBKBO:<R- 7 )
SBLGHMASK :L>EKBOIKR?>K>@GId<> LE BHBW:L@ZHK>IK>L>GMBG @



MANL>KKBOIKR?>KPBMABGKEMEB:.GIdKHCMANMBF MHKH=N<>
LM:G=:K=L @NB=>EBG>L :G= ;>LM IK:<MB<>L ?HK B=>GMBMR F:(

-KBO:(KR?>K¥QkKREL)BEH@GN:-@» Z-")8IKHOB=CHENMBHG: @ >
IKBOIKR?>KPBMAB.GKHERB: G&!>3U#3>; />KOBKCIF>PHBED KMR
NB:>BMRLBXK:F>PMKEVD >0 :BE :;[E>NB => GIVBKNRB N<IAB=>GMBMR
L>KOBB<HI@B>RBBOH<-MBHIGBOAB@A EQORIEX>HG - HAHP
IKBOIKR?>KxGE>H:G: QB AHFFNGB<>MPHSSK O BKEH O BE =K

3>; />KOBKHOB =MB&G®RA-KBG<BrA EXQGIABHGC MPAMFNEMB
E>O>HEBKIKH:BA=HIM>EBFBMB>=K: KKABXKB Ol HE B 8B IXWH
=>L<KMBABKBO IKR<MBIL>I[>KOBKHOB=GCH#IAKBO IKR?>KHZ<>L
-KBG<BI:E

"GM>KIKBIO NRmMAHKBSOQUBMNM: @ » 7- ) 8BLG4*) ;:L>F:KDNI
E:GC@NG@K<ABM2PHKHKK>EBSBBE@BSG @?HK<BNEXKX I KBLEKBGMRKG: E
IHEB<BVFEK>IMAKH , EB8IA>KOBEGE+NIITHKWME>>3H? <HFI: GIR1
LI><B2R>KHGMKBE<®BBENKA ?>KMEM M K B KNHV=> KIBIAK> J N > MMW> K
IKHMK8VMBM2HKMHBBIHLGK-L) BE>LB @®S=;HK@ : GB SIMIBIIKBEGE : M >
MAIBBEOIHEB BB80dH G MKIHM > FG &NMG ? HIKIEB MBAFVR; >=><E:K>=
:G=xHFFNGBBGW>%4 *) AHP>@XX<ENHREBCGHMEHMA>QIK>LLBO>
IHP>K?- ) ==BMBHG)EERAGHMEHPHM>HMNBHEFEEMK>E>HNMLB=>
>GM>KIKBL>L ;HNG=:KB>L

JHHDBME®@:G=:K=B12N®B MG KOB4>kB?BL{MBH&G: KMB<INE:K

& **/ 3/ H:=F:® _**/3/ 8BPH<NHS=LMK:NMH@RK>LLBGNGBBEMR
3>; /> KOB<GOBKHGGE=IKKM OBE>O>KIE<B?B<LMWNBIHEMB& KB MR
?NG<MBHGEEBRPMR>CNELLMK: <¥BHTBG=HFIK>A>8BLBOKOB<>
L><NKBMREALMIIHBIGIM>@ G NGR Z2B22 SUIS<GINBMREE<A:GBLFL
GM><AGHMHG@.BE) : KBEHEMRLMMEE <N KBXEMR>K HI 5 K B\ >W?
LM:G=:B+L><B?BHGBBHGKHOBXARE><NRBMRRLI>BB/ /[><NKBMR
3/ OKNLM #>=>K:MBHGSG<NKBMR:8EBKR<NK> HGO>KB M BHG
K>F:BNEad=>K K>IKAHEGMFKMASKGH NI I HMXMG HG R F<HNI=> @\GB : E L
3/ I><NKBGHR) 'B@BBE@G:-MNKMI><HVMAZHKRB¥KKBO:KBHP
[:KMB/ #>=>K: . MBHGHGREOB<>+?BBBK ><H @ K& B:3M K BF NRM > L
;1 >O>HRGLBEBEVOSNIANL <KHGLERY>K>INBHEKFA: MMKBE NRVI> L
>G<KRIMH=HOPAKK B O L<MR' M > % MERIBIGMEBB> I=: M HGMKHIEE >K L
F>GMBHGEx<>AMPHHECKOLVMR M>FECHMEHIHLNMA=BRBGBMBBGL
HNMWML <HI#BG: BMEAR/ &/ & =>GWBWM RR LAM>MN > K H | >k FB-BBANWRB-G > L
IKBO:<R :LI><ML F:BGER K>E:M>= MH NL>K <HGMKHE MAKHN®@ A

[><- )7 #$ 8 7 #% 8 BL =><E:KLMBROKBNBEKE @ N>@> E NIH =
F>>MAx<>kKkHGMKHHEBKHE GML> $KBEMF- INMBE&G@B KHG&ERBG ML
=><E:KBMBDB<E:Gx-MAQNBBEFELE: K@=RPHKDAHPBA@E EN2

LN <A G @ N2 WKEL> Q BQHE R> LU SB<ON®HBEVEREBBME: > L B @MGP><HFIK>A>GLBO >
:GFKHOBNGB?HXFA:GBHRKQIK>LMRK@EM: MBHE MABIKBISENMB B SL

=>E> @t MBBI<E=>G NGB:NRI K BL, NMMB H GB.E B M>RK MKBSHIGH < : MBH G L

:N =R ¥J N B K >0FABXNHLIO BESL@; B E>?BMDBREE&@RLMG=>KLM:G=:;E>
:G:ERS&MEXBF | KHIO><IN KIBMIK ; & <C-H B =BIGVE> IL MO > K NEKRI : BIRBE G @

G>>= ?HK L>F:GMB< MK:GLE:MBHG :G= K><HG<BEB:MBHG ;>MP>>

OAPHKBEHLIMNMWHEGBGKBF>)B?>B GIABEEBO>>KXKEPK>L>BMW A=
-.&*"):GON:- ®&E'84 *) - - :GHF><- )-.&*"E:G@NK@IKI>L>GM
@ HHM: KMHBEG@/E GBGLIBK?NIBARHKMKH>=HGBGKBF>)B?¥)



K>ITK>LMARHILM <> IMSHFIE>BPE>QBHENBBHEHRR<<>KHGMKHE
E:GCGONPBBEANE==:IM>GBGM>@PBNMBOIKR?>K>G<GHENMBHGL
- - K>IK>LMBRHLLBIF | HK M HXKNDH GB>G AH G MM O 1 KRIM><@BIBHG
L><HGNLRRG: @ >F/>GM)HGER<NHGNMAHKBG=\HBMHENN | | HHK M :
A:G=EBBR>OFRBI>R> MFKDNIMABLCADM - BL@HK=G=B2HHM:
A:G=EBEKA>M - )BNL>HI><BERBHEP>EE <<>{HGNKHE<YSXABGC @
HGE:G@ RHHEPMA|I><BALIGBFIHKMMGM P : KQLK > LIKB®O@HEB<B =L
NLIK>?>K3BE&E<LRGC @ FE@NGEVYANQHB=-BH@ABGIAN>L@ - PBMA
--") /I><HMAEGC@BI@A>HEHQ@BM: )lP@MAGLM M AGAMIH>PR >
'NMAHKBINMBEEE ;= N<MBHIG 8 "QM>G#BG@MHNIITHK:N :
A:G=EBG@ F:R ;> :G BGM>K>LMBG@ HIMBHG

>SEHP P> =>L<KB;> MA>L> ?HNK IKHIHL:EL BG FHK> =>M:BEL
5.1.1PRIME languages

0A>.&*" IKHC2<8M"8:BFLM=>0>E H@BG &G MBEN® > FA>RANt >EMH

| KHMNISSMKSLK L HESGE H K FO M BBHHHEM A->& *" | KH CB-IMIMK H O BIANL > K L

P B MHAE N MBHHGAMBASKPE > >M A >BKM H G:KERMRK > M< B G MIOHEA » BIKLH G : E
BG?HKFBBBHIG K :REBIMGA KM B A->&*" OB L BHAGL LKA H MAE © >
<HG MRHIELHBG EHKE QWB-HGHBINBBM x E AHKK>MHL>KOBAX>LNEM
HEN<A>@HMBLGI® K S > F>Nb RIVCAGEL > & M A> K A B &0 BRAXKK M R>

| KHO B<+KE P<KWLIHG:M?HK LM : MBE=@ BMBIKIMBPA> . &*" K>?>K>G<>
L<>G BABEB LMK B G\WN > =MKABIAKNENwsers =: MLN ; C >ANVF GG M BIMBM L
K>JNB GM BSKO B)<serviceprovider =:M:H E E > MMM MRIH O BFGEB G >
L>KOB &AL > G=<HEE>KMHBESGEHKE>VMBR®: GMBEGMIBNMEKOB<>L
i) externalpartes =HPGLMKMAEE>=GMEBMBNL B G >KMGBRBR®AHF
MA> L>KOB<> IKHOB=>K F:R P:GM MH LA:K> HK MK:=> I>KLHG:E |

0AL>KOEBKHHO BAEKEI>KM HG MM A KIS > <> L MHKR O B=<>MIH>KOB<>L
G+ MHMAEBRGOvHes : LLH<BP BIMA<N L > KIKH ?8:E# A > K > 2 IHXSG:
<HG M BTGB KILM A>H K#&itribute_namaeattribute_value P A >attribute_nameB M A >
G:FHMAMMKBKNMBRMANL > & attribute_valueBMOLENA:X>MFEF>LL: @ >
>Q<A:.G@AME>>BL>IG = L>KOIK+O BBl KE Ehegotiation 7 / 8
G>@HMEPMBMGRBIMWKL Kk JNMHM KAREDO BG =>IG =>IQ | E B <BINGEKR
LMHHBFIEB<B EIRN F>M>> KM BEBE>EHKBHNKB:GE> @H M:BN MBKH G
F:REBDE>>KAOERKHEO BIMNNBAFH NGMMRINERBEE> INBK>E S BEMDB =>
BG?HKF? MERMHHGE H < >>6 M AR K = | B = B K > <GVWBoHHENEEK N B HESP Ak K=>
'HMAKMB>X >JNNR MAPM A SKMRHKHO BIASPFBMAKMBEBBGHKAH K BB M : E
<>KMB 1®Bx<s MERHKKR> KOBx3>N HIKMN E ? B E'E EAIGRIMAR L. portfolio of
credentials =B @ B3WVK M B ?:B<dédlarhtions NGLB @G> =x<<>IMH>KOB& =L
K>E>HPH KM BHGEBHHK E KMWBG G:x=< H K VMBMGAGN E * + < B 2AVPA>K M B SL
[:KMB<NEKORHEOBRB=kK>HIKNEB L><<>¢H G MKHE<XKB>@ NE>K OB < >
<<>EP?BGEG@ GE B KIE K :MANMUCGKNLIMN  FBE :B&<>LM;HMA
MANL > K& M A>> K OB €>0 B.B>=KKIN E BLX > E >:HLE B <B: %L @PAK> E >H P>
I>KLHESGEHK AMMBMWRG K>JIN>PKIEMEAH NG M * K KKME SIHEB €EBR L
"ELHEEHKPE>HIBG?HKFHIG BRGAHNG M K IKNGHAx K>=>GB@B:EL
=>< E:K: HMBEHGLM MA> KO RB &0 B =<4 H G MKEEE£ BRK> J NNBLK>M H
LN;FBMK>=BHENF ;>EK=<=HGNMBGMHKMHBHIE>IMK<A/BS MANSL>K L
K>E>HEB<B>MA<M G MB:G MH K < MGB-HKKG E > M M A >KM B B M A IGRM
<HGLMIKGBGHNMIBMBGCG?HKK NBBKXE>HGER KMBAIKWME>F ; >KHRMA>
>MMNKB G NKL>: N MASGEBG>GL:<NGBEKBFIEHMBRIA>S>KOB<>



IKHOBxpEKM HKHOMABMFEHG®GI®& L GHGRFHHNAFN G B < KWwBHNGHM H

i >BGE :<GA>K>?2MKAE> @ BGHBGXa HMEB ANB-BHS G D G NIRIGL>K OB <>
IKHOBE>IGBGAGMB G ?HKF:;MBIMEGNL>K L >>GHEE>RWAES>KOB<>
IKHOBOAHO=BL<NBILBHEEBA>G>QM>IKIGNRG Mtk <>ISKLHG: E
BG?HKHMBEPLGIKMHKWMA>KAREO BAKGER?? > B Y¥MABMI AB.LL >

MA> L>KOB<> IKHOB=>K BL K>LIHGLB;E> ?HK IKHM><MBG@ MA>

&EMABHGCGMERM HKM>GMBHASE | BIG &M 1D > >4 H G MHKORNKA 3 BKLHG : E
BCG?HKRKMBIKGL>BB><<x>XHGCMKHEENBKERBSBNAA>BEBMRIIHKM
KB OK<R N B K>HKE&M1< B ? B K HEERY NS GKB. M ACH G MRHEBBKLH G : E
=:M:G4d>KFBMMBG @FBHOM>K : KMBHGHIMARB@H BEMABIHC><M
GHM@&HBM H>?BKB Ot HE B €BH-Q > WGABISLAOMNALE M HKHOBHSB O : <R
PKX<X<>HGMRHBECAPHEBEKBHINEM: , EBEIWNLMARLMSGEEAHNE=
"EEHWME>?BVGSKER: MBHGBABKR?>K>GsNIMAHKEKNBEFRIKBO: <R
PIK<X<>HGMRHBBMANLK: F>PWKBVG==B MBWHKG = B MBEPFGEHE MK HE
?N G <MB KON BB M ABGEB-MAIKBOHKRBG?HKFERBANG EMPR>>G
=B ?? 3 KKIG BGiH G APM ABIGCIK H O B 2> HE NM B H G \VKAEBE< H G N LR
BG?HKF:MBHG =BL<EHL>= BG MA> <HGM>QM H? :G :<<>LL <HGM¥

OH?NEERK>-MAKR>INBKAHELGRL IKBO:<R RskEHGMRHEMMA >
?HEEHPBG@ =B??>K>GM MRI>L H? IKBO:<R IHEB<B>L A:0> ;>>G

Access control and release policies

<<>IKIHGMKBEBE<B2?BOMAHKBKNKBIEGE>K&e8X\MiHE: ML.>KOBK!>L

8 NMAHKDB S HKBHE GVLHHAK= =B MIBIH 8 MKBNIBLLN : EERH KBG<=<>L L
<HGMRHM#HBGLM:GNMAHKENBEPBHGNBKSHRC@ %4 :G=<K>=BM
<:KENF: > HG=BWMEBHG<MBHG><B>B.>= - MH:C>8NM>GG:<<>LL
K>JNBIMN ; FBNWNIL=>KOIK+POBBERK O:EN:@>B G IAM MAH K BN BBIH G
ITEB<:VMEHB-M. MA<H G =B NMIIBMAL> INBK<=LK>O :EN MM K Ns<>BL
| >KFBMNEHGESM A ><BIBS=BMBHEGER®@ M NEM>IN>1dM>K 1G>
?NE?BEE>BI=>GB#BG: BRRMRASNKKBEGMIKFBMBEGH N ? 24 BMG KIFB G >
PA>MMAK<>KEIN<IGM@ K: GHMES-GB==B MBB G HK B BIBHGGM A >
K>IN>LM>K K><>BO>L : EBLM H? K>JN>LML MA:M LA> FNLM ?NE?

.> E > LHE B 8E3UM>2B\GA> KM RK & ? > K XG @ IKM BIS>@E >HIB-M & &R
LI><B?MRBGSEKAX MRIKABKMKIHEMBIEGAI G=PKB<AG=BMBKINGBR<NE : K
L>WM?2&&:G>K>E>7LE= B8#HEBGLM:B&ESNHEB<RERM: MASMK > =< B
BG?HKK: NGBKIXE >HGE BIAKH<PPRpurchase: GMHI: KNFR F ; >3HK?>M M > K
NLBGRNIK>:N OAKXK>E>HR&&E:RHGER>K?HKBAHAC> ESIHEBKIB> L
L:MBL?B>=

OAF:BGNG<MBHG?ERMIRR*" :<<>kKkHGMKHEE=E:GCG@N:K@&MA>G
LNFF:KBS>= :L ?HEEHP

\ Attribute-based restrictions O AX:G @ N N@I*H K k&> ? B GIB MBRHE&: TONE
>QIK>LIHE®B><xB>HAGKHI>KNMBMK B:; INIMH<IBP B MA ; C > % MA
G:F>==K>H&<NI:MBHBHHGC><MBIPGCGx<K>MBM®AE.G@N: @ >
BG<ENHFHI>K:MHKHFI|:KB\GMK B;EMSI=HNBEB>QM>GR >=
==BG@ GHGLM:G=:K= ?NG<MBHGL

\ XML-based syntax OAE: G @ NK@O BG4 ;:L>ERGNMHEA>?BGBMBHG
H? IHP>K?NE :G= BGM>KHI>K:;E> :<<>LL <HGMKHE :G= K>E:



\ Credential definition and integration OAEX:G @ N NOIFHKMIN 2HMIK MB? B > =
=:MBLLNS=LB @GR =NMAHKBMBNIK=DBG@>M:M>ESGM
NG<>KMB?B>= =:M: LB@G>= ;R MA> HPG>K BML>E?

\ Anonymous credentials support OAE: GC@ NLNAPHKMIBGBMBBGBMBHGL
MA:M <:G ;> L:MBL?B>= ;R F>:GL H? S>KH DGHPE>=@> IKHH

\ Support for context-based conditions OAE:.G@NEEHRPA>>?BGBNMBHG
<HG=BMBHSB8GOARLBIHEBMBMAGNL>KL !/ 8:G=<HGM>QM
BG?HKF:REEHIM > @OKBMBHME = BF>GMBGRBIGIGBER<KB;BG @
>GMBIVBEGNM >IKNEM N C>6MIL C><IMPCEE.:GRF;B>GKI: F>M>K
<HG<>KVBRIGC@AGHEG®BE MNKOB K HEA>KSMK : G L : MMBH.G
IE: <>

\ Ontology integration - HE B=>R B G B RINBHEERM > @ IBNUM ~C >G# ;C><M
HGMHEB@B2BGR&#<IHG MKCHBVM KB <BMBIMBE : G @ NNM@>>> L
=O:GMTXHMABGM>@ RBWBM &=>G NG MHBEHOR> | K>L>G ML
K>E:MBHGLABIL :FHG@ :MMKB;NM>L :G= <K>=>GMB:EL

<<>kKHGMEBHEEAHEB«B>KrA>F*RGMGOKxHFIHLRHGEHIKHK>
KNE<HF ;BB 6= EH @BKP MASFBK><4NMBREP.BIMGH ;C<+HNFIHG SG M
M AG> E VB2 < M B HRGALM : < MiBx<EEBERH G MKEEKRE 3 HEBKRLB LG

>QIK>LLBHG HaetiddsAON? bbje&t with object _expressionif rules PA>K>

\ actonsBL MA> L>M H? :<MBHGL MH PAB<A MA> KNE>L K>?>K

\ object B => G MVBAMB € bKIRIA B MAAKCN B2 XK=< HK K> L MHBHLC > <M
B=>GMB?B>K HK : G:F>= :;LMK:<MBHG H? O:EN>L B? :;LMK:

\ object_expressioB L; HH E > Q3 K> LM A1#B HWPAC> ? > KMBL<HIM ; C><ML
=>|>GC=HB@ @> MM AKRM B@ BRHG =BM B £M&L> >0 : ENHGA A >
H:C><M L IKH?BE>

\rulesBL : L>M H? KNE>L =>?BG>= :L ?HEEHPL

G:<<>({HGMKNHE>EXKNK>LK>|K>IMGNB<E >FNGNAK > @ NMEAM >
<<>UMAP, C>RRIRABBBILLLH<B/RIGM: <MEB<<EEHRHG MNHEES>E>: L >
KNK>LBLG>QI|K>LHBIKGE] K&ubject with subject_expressioncan actions
for purposesif conditions PA>K>

\ subject B =>G MVBAB> C M<AVA B MPAKN K> ? > & = H K K> L MHEGNIL> K
B=>GMB?B>K HK : G:F>= :;LMK:<MBHG H? O:EN>L B? :;LMK:

\ subject_expressioBL ;HHE>:@IK>LMBHNE HW® A>? > KME L> M ?
LN; C=<MWG34BEBA> MMAKRVBA BB HG = BM BHVG> O : E NHNE> =
MA> NL>K L IKH?BE>

\ actions BM AL>IM2<MBMBAB NMAGCN E>?>KI@K>:PKBM>t HH G
+HMPA:MKNE>OMExMBMBSHEGIGER LI><B:EBBMMBENGBHGL
?B>E= =>?BG>= :M IHEB<R E>0O>E

\ purposesB M AN K| HHLIk @ K HWNA > KVbRHAB MAIGN E>? >B K > K>L>G ML
AHP MA> =:M: BL @HBG@ MH ;> NL>= ;R MA> K><BIB>GM

\ conditonsBL;HHE>@W K>IHBHG=BMAB:XI<>K tJNM BB ¥MM” >
KNE> :IIEB>L A:L MH L:MBL?R

OAPHEEHRBG@EENLMKEM>4<>LHG MHKHEEP<AR K >< N L xKéad

ABHP G K>=<BHEFHIWN K| Hhtcess & BBF I HK M H/M A : 6> E > FeviddnceB L
:==>MM A M E B&KRBE > F >ESBVHWH> ? IKG £ M K BI<BVIBHRER > KM B ?NBIs>MBH G
BG MA> K>E>:L> H? MA> BG?HKF:MBHG



<Q1:policy authors="UNIMI" id="Myld"
type="http://www.prime-project.eu/policies/access"
xmins:Q1="http://www.prime-project.eu/policies/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://www.w3.0rg/2000/09/xmldsig"
xmins:cr="https://www.prime-project.eu/ont/XSD-ClaimRequest"
xsi:schemal ocation="http://www.prime-project.eu/policies/policyschema.xsd">
<Q1:object>#creditcard</Q1:0bject>
<Q1:objectExpressions>
<Q1:condition name="http://www.prime-project.eu/predicates/exist"
sanitization="false">
<Q1l:argument isLiteral="false">
http://www.prime-project.eu/credentials/name.last
</Ql:argument>
</Q1:condition>
</Q1:0bjectExpressions>
<Q1l:actions>
<Q1:action>http://www.prime-project.eu/policy/2006/07/14/read</Q1:action>
<Q1:action>http://www.prime-project.eu/policy/2006/07/14/write</Q1:action>
</Q1:actions>
<QlL:rules>
<QZL:rule id="r1">
<Q1:subject>http://www.prime-project.eu/policy/2006/07/14/you</Q1l:subject>
<Q1l:actions>
<Q1:action>http://www.prime-project.eu/policy/2006/07/14/read</Q1:action>
</Q1:actions>
<Q1:purposes>
<Q1:purpose>http://www.prime-project.eu/policy/2006/07/14/access</Q1:purpose>
</Q1:purposes>
<Q1:conditions>
<Q1:subjectExprs>
<Q1:group name="sel">
<Q1:condition name="http://www.prime-project.eu/predicates/equal"
sanitization="false">
<Q1l:argument isLiteral="false">
http://www.prime-project.eu/credentials/name.last
</Ql:argument>
<Q1l:argument isLiteral="false" context="object">
http://www.prime-project.eu/credentials/name.last
</Ql:argument>
</Q1:condition>
<Q1l:evidence/>
</Q1:group>
</Q1:subjectExprs>
</Q1:conditions>
</Ql:rule>
</Ql:rules>
</Q1:policy>

Data handling policies

I'MA:G=HBG @&<'B&-IL? HKA H KKM\H O B AL >SKB NI H L L B ; B BB MBRGIP
MA>BEAHNEEN;L>JNNGNERASC><>BIOBIERER> B G?HKRKNBEHES<M>=
MAKHBIB®REBGSCOB R><HF;BEBMLS ?HKFOVMB NGKHPMA>K OBH KL
<HFF>KINBK BEH LPIL> KLD N LH M A S HE B /831? BKG 3 M K BI<GWBHH® L= : KR
N LB MAPBKLHBG EH K F&IEBABERN L >KIE : G : @G ? HK E BMLBWI& M L
K>E>:L>

&G A>NVMA:G-HBER{R<B?BMRABEHB>Q>>EBL<N|RPAHFGAHP
IHEB<ER?BGBMA LI MMEBIBLUMRA>ONLKKR INBK>KOBIK>»>=>?BG>=
| HE BMRF | EBMIRH O B RM-AL> KOIK+PO B E> KM : K MHBESGBIKK >: M-B M @
A:G=-HBG@OBMNM>FI BBMNLMHNMES>M??3IKBOKSR N B K> FNIGHMWL
<:GBK><NERHMBEB®>FIEHB¥:.G>LNIIHKR><NLMHF B & HBWMWHAG M
'NMHF: MBKE BEHEFNL $KBOLKR? > K X@kAN LM HEBNM\> 6 =HB G B4R
<<>INRMA> KOB+0 BMAKKLHEBGE HK AKMBIBRMANLBKE : ; >E>=



PBBAM MA:G=HBG@<B>MM: <MHMAZEHK: MMAPRHM>GMK:GL2EKK>=
stickypolicies MM AH N G M >KA BRIMI K > IM-ABM LMVE > QBSEE .G 4UMK: ME KR R
MA>?BGIBMB NG G = HBG &3<BRWVKA L | M<ddMVAL> <HBA4 B>AHP!%-BL
=>?BG=MA:G=EIBIE®<B=E?BABG=>|>&NEBN>KNEELH>?BG>
IKBO:<R H;EB@:MBHG IHEB<B>L MA:M PBEE ;> F:G:@>= BG=>I>G

L?HK<>XHGMKMEG=HBEG@ NK@OBE4H") ;:L>ERGMMMKB;NM> ;:L>=
K>LMKB:GUWBGIBHBEBS @ R@ KR BB HGQV B=<: BARG =EIBHHE@®X:RMA>HK F

Pl managedBy DHP rules PA>IRF B=>GMB&E;*IM K : IMMABKRIGK > L\t &M L
G:FH?GMMKBMAM=FH?=_MRIBG:LH?=MA:G=HBG@&RFIE:M>
L>M?:BKH?M A2H K Rttribute_namattribute value |IHLLBKERK>L>RMG =

S LMK:<MBHG @BIB@OIKR?BB>LH? <NLMHEBMA> & =HB G G
DHP_rules B => G MHEGHBRHLKIGN E<*HLF | H IBXG: E H @@ K O > WGNB-GHa? & & H

P AB¥NMA KR ?H5KG M : < MIBIR: RIERB LG> Q | K> LH. BIA®BH K Fecipients +

actions #,. purposes 7 &# gen_conditions8 7-.,2&!"! prov 8 7#,)),3

obl 8 PA>K>

\ recipients<:G ;> :G B=>GMB?B>K : <:M>@HKR HK : ;HHE>:G >Q

\ actionsBL MA> L>M H? :<MBHGL

\ purposesBL MA> INKIHL> HK : @KHNI MA>K>H?

\ provisions obligations : G genericconditions : K HIMBHMGHE > @ K>LHBHGL
M>KFL

=:MA: G = EBIGHEIF> < B MBArdiipients <: G Q > <atfivms H @Il ? Hgrposes
IKHOB = provisidghsB L L : M@h&iB conditionsBL L: MBL ?B »bligatiGrs PBMA

OAXHEEHPB.EEBEENLMKEM>!I% - |HEBKRR>BhnDoe K><BIB>G M
| >K? HiRyF: < M BHI A<K > =<BHE: M- & NG =BKK | Hhtcess | BLIN R BIEEE
F:G:@ >ACME director

<DHP id="Myld" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://www.prime-project.eu/datahandling/">
<PIlI>http://www.prime-project.eu/policy/2006/07/14/creditcard</PII>
<actions>
<action>any</action>
</actions>
<purposes>
<purpose name="http://www.prime-project.eu/policy/2006/07/14/access"
type="optional">
Access
</purpose>
</purposes>
<recipients>
<recipient subject="http://www.prime-project.eu/policy/2006/07/14/you"
type="required">
<condition name="http://www.prime-project.eu/predicates/equal">
<argument isLiteral="false">
http://www.prime-project.eu/credentials/name.given</argument>
<argument isLiteral="true">John</argument>
</condition>
<condition name="http://www.prime-project.eu/predicates/equal">
<argument isLiteral="false">
http://www.prime-project.eu/credentials/name.last</argument>
<argument isLiteral="true">Doe</argument>
</condition>
</recipient>
</recipients>
<obligations />
<disputes>
<dispute thirdParty="ACME">
<remedies>Ask to the ACME director</remedies>



<description />
</dispute>
</disputes>
</DHP>

5.1.2Extensible Access Control Markup Language (XACML)

4 *) M *) 8BLG4*) ;:L>E.:-CO@WIMHQIK>GEB GM>K<AKG @>
<HGMHKHB<8>1) Bl=>LB@M¥*»GIK>NMAHK B H BVBB3X "@:BGLM
H;C>MMIMA>FLBEOCSIMBEB?B>CFAE. GO N:@>IK>MASNVG <MBHHG:EBMR
FHLMEB<RK>L>GMMBGIEGRL ILM: G >@M>GHBRHMK>?B &GBC @
?NG<MBWNMEBRI|3HEB<HRF;BG . MB&B<LHH1G&G==BM\BIMBE:GCG@N: @ >

4 *) =>?BGEPUASK<ABMZ2KEMASOEN: IMBHEB<B8=2I<HFFNGB<:MBHG
IKHMHPHHERELL: @SIM>K<AAGQ@CHMN G<MBHG?2EBER™MR *) <:G>
LNFF:KBS>= :L ?HEEHPL

\ Policy combination 4 *) IKHOB+F>IMAHKHF;BABEBL{B><1B?B>=
BG=>1>GC+iB GMEBGIBMB ANLE? BMCASFBEB HBANA>F K>LHNK<>
3A>GG:<<>KEIJNEHOMAKMLHMBHENFBMMEBERLVM>EBMM: (BGMH
<HGLB=>K:MBHG :EE MA>L> IHEB<B>L

\ Combining algorithms /BG4> *) LNIIHKKE?BGBMEEB&EB>{B?B>=
BG=>1>G3WGCEKBRRG > >2HKF > M AHHK> < H G 4 BIKBNE® PB\>1G
MA>BKEN BEKBHIMK : =B <M HKNRI | HKBI1L? <KFGBIGBE@®@ KBMAFL
>: <A K>IK>L>GMBG@ : P:R H? <HF;BGBG@ FNEMBIE> =><BL

\ Attribute-based restrictions 4 *) LNIIHKKWE?B GBMBEBEG B >HG
IKHI>KMR MK B ; NIVH><LBP M ; C >GMK > L HNK M ABGAK:IGA >B K
B=>G MBRWE & HWA> ? B GBMHBPHGIHNEB <R >EB @ > G PKIB>KMB > L
LLH<BPBIMA ;C>=Mas:F>==K>H&<NI:MBHGLHNK<>)L
BG<EMNHFP>NBEMIBK: MMHIKHF | : KB MK BD;:NEMI>SIH KH O B=> L

F>MAH= H? :==BG@ GHG LM:G=:K= 2NG<MBHGL
\ Multiple subjects 4 *) :EEHWAS?BGBMBKMA HG>N;CEK=xE>0:GM
MH : =><BLBHG K>JN>LM

\ Policy distribution -HEB<BGb=>?BGR=B??>IKK@BG{+ G?HKN>=
=B??>IGGIK <bHBGHILHE *) :EEHPGEHE BAHRH G NH:IB S\ IK
:GHMA>K

\ Implementation independence4 *) IKHOB&=>LMK:<EMBMISBMHE: M>L
MABPHEB<R PKBIMABFIE>F>GM>MBBBBE>.GMAM??>K>GM
BFIE>SF>GMLIMBNB#E>-K:B6S: <HGLBIPMMRGM @ : K=HE>M A >
BFIE>F>GM:MBHG BML>E?

\ Obligations 4 *) IKHOB=F:MAPRPHEKI><B?RBE®&MBHKGHRE >=
HEB@:MBHGL PAB<A FNLM ;> ?NE?BEE>= BG <HGCNG<MBF
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Requester Request ‘ Service
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L?HK&*" : MRIB<(GC BKGBOIHBEOBG ®@PA>IGHF>HGG MIH>K?HKBF

<MBIHGK > L H NEKIBG LM LBISPHM A MARLBRBG®I LK < >:LIL M B >GM HK =

? HBEKG J NFB&KEIRRA 3 A R L B R Bi:NGE HKEOM M AAH L | BBNG: EH K A= RIBNSSEE MVPAC
I:MBBEMGMBZEB>MKBABDIKK>LIKG<BE&W? EHWPAKHM @) FH=>E

<:G ;> LNFF:KBS>= :L ?HEEHP L>> MA> >GMBMB>L BGOHEO>= :G

\' OAXK>JIN>ILMKE < <>K B JNM MMdlicy evaluationpoint -"- FH=NE>
IM>1 PABAAIMMBMG?HMAx<>£tb<BIMBAP@ EEM . DPRBMAHEB<R
=><BLBHG IHBGM
\ 0OA>"- FH=NIEGMWIA x<>K t JNM MMontexthandler M AMMK : G LM AM > L
HKB@BG:E K>JN>LM BGMH : <:GHGB<:E ?HKF:M <:EE>= 4 *
\ OAx<HGM=>QNWME>GHMIA> *) K>JNMMNMdlicy decisionpoint -!-

IM>|
\ 0OA>!- B=>G MBAPIEEB<:IEEB < BH G®AE G 3LIM H KM Aolicy
administrationpoint - - FH=NEMA KG M K BIAGPNL K BK NI KIMA >

>0 : E N :NMABKIHBNASHA G MA> Q MEBPKH F>M M K B }XNFVBSLLL BAGH G M > Q M

A G =ENKKN Adicy informationpoint - &-FH=NB+HE E >M MB[M@ | L
0A>&-1KHOBMMKDB ;. EM >H NWKubject resource : G action OH

M AIBIKK | H1&>B G M >KB #MM8ibjectsresource : G environmentF H = N DAL

environment FH=NBGH O B:=btM 2 MM K BYMNMK K > E > O/ I@BIVD: %


https://trac.ercim.org/primelife/attachment/wiki/D5.1.1/StateOfTheArt/xacml.PNG
https://trac.ercim.org/primelife/attachment/wiki/D5.1.1/StateOfTheArt/xacml.PNG

:NMAHKBS MBRIBGE & B G =>1>G=2>IG KIM B sljectkesource : G =
action
\ OA>!- >O:ENMWABHE B < 8= B GIIAK> M K B M®1XX-B ; § BK>1M NWKAGL
4 *) responsecontext M MAHGM%Q®™=EM>1 0Ax<HGM=QMWE>K
MK:GLEAMA>1) K>LIHGLGMPMAZ MBBEBKHMAZ2- :GK>MNKGL

BM MH MA> -"- MH@>MA>K PBMA :G HIMBHG:E L>M H? H;EB(
\ OA>"-?NENWEAHREB@: MBHGICBMA<>BL>KFBMMX=?HKFL
MA> :<<>LL ,MA>KPBL> MA> -"- =>GB>L :<<>LL

L=>L<KBHE4 *) =>?BGCIGHGBHKKEMAS>INKLIMHEIGE @;R=
MA3- EEHPIBIEB=<RBGBIMBHERRBU ANM:NDNBGAKHHNAEB<:MBHG
>SGOBKHGHMM EHABFIE>F>GMIMBK GG IMBEAMMKE>NK>L>GBMMMBHGL
INEB<:MBOBBKHGF®GM +"0 HK;BGMA> *) <HGMSHBWGLM:G<>
GIIIEB<:MBIKGOB£E=®) 7 _*) SF>LL:@ABMG<ENE>M?2MMKB;NM>L
<AK:<MMBEBIFEGIMB B @=<<>KEINSGABF>LL: A MH<HG O MMA=

4 *) <:GHGBHKKE=G:EH@ MMW>ER =><BIABN®@ ME><H G O >\KHA > =
MA> [/ *) 2HKF: M

Policy Set, Policy and Rule

4 *) K>EBGEH=NMRALKH O Bformal K>|K>L>GIMtABHGEHG MIKEE<R
'G=BWIHKDBD@BREH=>EBGI@B >LL>GWHBGE NKSE>:&=NG:F;B@NHNL
E:G@NP@AB<ANEMA>KPBN>CMHB ? 2 >KG 16 WK | K >0HINM BHAGH: B G
<HG<>IML H? BGM>K>L MuRGoHcy *@ glityseE : K >

4 *) |HEBXRLKHHB>F >®MPAleK HRolicySet PolicySetBL<HEE><MBHG
H Policy HRolicySet>E>F>GML*) IHEB<RGLBRMrget : L>Mmules : G

H 1 M B H Si¥Bbligations : G = rule combiningalgorithm  target ;:LB<:EHE®LB® ML

L B F | E B.2BuH G = B ®MHBWIABject resource : G action M AEM LML : M B L?4HBIG =
IHEBWHR: I EB<ME® B®>GN&PBHE AH G =BNBargetL K:: MBLM BB @& L
:LLH<BPokty =HRolicySet : I EBMM ASC>INERPVMHEBKIEBMEHEEGMBINB > L
@BOMBIMABL.EEN;C><¢MBHXK>LHNK&>IFIMRE>F>G M >=
AnySubject  AnyAction AnyResource K>LI|><MBMO>BRA><HFIHGHGML
Rule : K >target : Geffect : G =condition 0 A M : K @>MIGALIMK>LHNKN>A><ML
:G=z<MBUVBABNACNBBGM>BHIERA>?? HAACN E >G>permit HK
deny OAXHG=BMBKEA:>BNME>@@K>IMBHVBR?NKMAZRIGPIEB<:;BEBMR
H™MACN B H MPAVMMerget >E>FBGOHW IMBBHBE>E>GMEB G A : K @ I"BEMBM H
:EEHLLBKE3 N >LGVbligation LI1><B?68 > MBMWA&AMLMH> I>K?HKBEG =
<HGCNGBMBHW&E? HK<HEGGEMAHKBS<MBEHEB& LM:GKEB@<MBHG
LM MA:ME<>LMHA>=B<:MA:OMH>EH @ @& MPAH\G EIRE B /BA> KI>
>O:ENMpemit Hideny <:&XKX>MNKEB @ : MB WGty : EL#H>?B Grule
combiningalgorithm B RuleCombiningAlgld NL>?HK><HG VBEBGCEABHAL
KNE>D>I0A>?B G= &< B LB:HEGK> E BEhe=authorization decision B G L > I8 bA>
4 *) <HGMRUM*- BIMAG:ENMAHEB«R>?BEIRMACNEMNF;BGBG @
" E@HKBMAF =>?BG6BR?>KHB;MB G:E®GH K BBV AdErly  overrides
permit  overrides first applicable only-one-applicable <<HK=\BIS @
MAL> E > <Mi¥5B GE@® K BIM:AM A H K B-S:<\\BBHBEMN KBIbA> - <:G>
permit deny not applicable PA>GHI I EB<1HEB HBEKNE> G>? HN GHK
indeterminate PA>G LHF> >KKHKL H<<NKK>= =NKBG@ MA> :<<>LL <

GBFIHKM>GMWINR> *) BIMA:MKNB::L>HGUA>>?BGHMBMNMGB;NM>L
<HKK>L|H@}BGERPAB K: <M>3KBILME<K<MHNK NMBHKG OBKHGBHKGM



BGLM:GARLB<MBAG LIBFMRAE:OMAMMKBNBGK>L>: K<A>KBBEBLM
LHF>B>HEKE:GRMAHK HE xk HKBMAD: MM KBVMMRIL B<BG& ;EMH
I>SK?HKB??>RNGMMBBIGABASAHLIBMMEM KB ;NKMB E>G M BR BMA=>
SubjectAttributeDesignator ResourceAttributeDesignator
ActionAttributeDesignator : G = EnvironmentAttributeDesignator

> E > F >@APLE E > F >SNALM IAttributeValue >E>F MEM? BGAS> J N >0 VEIN->
H? 1:KMB <N E:KBENMXK G : M B\@rib¢Selector >E>FxGO% NL>MH
LI><BP2AR KM >MKBI>IOM B < M E:KBHHNEA ; MMMAMMKB PNNB & GG M HK
AttributeSelector SE>F>GMB>MRKEMBIEN#HKIARE:LHG *)
IKHOBG>MMKBILRIKAE bag- :GNGHK=<HKEBE>MMBWEEH G M=-BIEB<:M>L
O:ENHHK:KMB<MHEKRB;BEMB MBHG =>?BIEMAMKGOKENRIDN<A

' LLMKBHGHEZE BGMMBFISE Lt HHAOH@ > FBRMKA >MMKBRNIME *) ELH
=>?BEPLK.:MBHSI>K?HKIHFGMA>B??>MRGIMN <A >IN EBMR:MBHG
<HFI:KBLHG HI>K:MBHG LMKBG@ F:GBINE:MBHG :G= MA> EBD>

<Policy Policyld="Pol1"
RuleCombiningAlgld=
"urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides">
<Target>
<Subjects> <AnySubject/> </Subjects>
<Resources>
<Resource>
<ResourceMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:stringmatch">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
http://www.example.com/hospital/patient.xsd
</AttributeValue>
<ResourceAttributeDesignator
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:resource:target-namespace"/>
</ResourceMatch>
</Resource>
</Resources>
<Actions> <AnyAction/> </Actions>
</Target>
<Rule Ruleld="ReadRule" Effect="Permit">
<Target>
<Subjects>
<Subject>
<SubjectMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
head physician
</AttributeValue>
<SubjectAttributeDesignator
Attributeld= "urn:oasis:names:tc:xacml:2.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</SubjectMatch>
</Subject>
</Subjects>
<Resources> <AnyResource/> </Resources>
<Actions>
<Action>
<ActionMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
read
</AttributeValue>
<ActionAttributeDesignator
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"/>
</ActionMatch>
</Action>
</Actions>
</Target>
<Condition Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<SubjectAttributeDesignator



DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:subject:head-physician|D"/>
<AttributeSelector RequestContextPath=

"/ctx:Request/ctx:Resource/ctx:ResourceContent/hospital:record\
/hospital:patient/hospital:patient-head-physicianID"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Condition>
</Rule>
</Policy>

L:G>Q:FIE3 *) IHEBKKNRIIHMA:NHLIBEM?B.G.@ A BEPEBRIR MBG @

MA: IR L PHB M AMHead physician <: & >:M patient record ?HKABkKA>
BL=>LB@GLM>s3ARLB<BASQ:FIEPHOBEENLMK#MV>*) I|IHEB<R
<HKK>LIHGHBASEB @ A BHEBEHRA>IHEBXIREB>MHK>IN>HEMA >
http://lwww.example.com/ hospital/  patient.xsd K>LHNKRGHEB<RBG >

KNEBMMK : K@ AKRMIN BraelL : <M B.H Gl ; CBB M AHead physician :G=
<HG=BMBHG MA:M :IIEB>L HGER B? MA> LN;C><M BL MA> A>:= |A

XACML 3.0: Privacy profile

0AA *) A *) 8-KBO:-HEBKR ?BHCLBHELL M: G BIKI-NRM A >
, 1&1 @QKHNIL<KB;BKHZBE>*) ?HKQIK>UKB®EBIEB<8A4BKH?BE>
=>?BG>L MPH :MMKB;NM>L

\ NKG H:LBL G:F>L M< Q:<FE PAR::BAHNKMMPNKIHEB K

PAB<A : =:M: K>LHNK<> P:L <HEE><M>= :G=
\ NKG H:LBL G:F>L M< Q:<FPAB<AME B GVHNGARNK HLHK
PAB<A :<<>LL MH : =:M: K>LHNK<> P:L K>JN>LM>=

LM:G=KKHBE > ? B Ge<H K MIRBAD <A< > MIN AK> J N > K M > NBHRMW >
=>GBYGEMAMPHHO> F>GNBKIGEM<RK>@NE:K >GIK<IALBHG
LAHPG ;>EHP

<Rule xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-06"
Ruleld="urn:oasis:names:tc:xacml:2.0:matching-purpose"
Effect="Permit">
<Condition

Functionld="urn:oasis:names:tc:xacml:2.0:function:string-regexp-match">

<AttributeDesignator
category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
Attributeld="urn:oasis:names:tc:xacml:2.0:resource:purpose"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

<AttributeDesignator
category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
Attributeld="urn:oasis:names:tc:xacml:2.0:action:purpose"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</Condition>
</Rule>

INKAKNEF¥FNLM> NL>=BG MA>L<HI>H? KNE> <HF . BE@®GE®&®BMAF

NKG H:LBL G:F>L M< Q:<FE KNE> <HF;BGBB @? NENKKBMAF =>C
LI><B?B<GMBEFHES>F>GIVANBBS®EN=G4 *) K>JNIXHK NEKNL>
HMAMMKB,;M@>G=L:G4 *) IHEBXR <>ILGXKHMAIKH IH IKNE >
K>LI><MBGKHBHRBEPBNMEBFIHKM:IG MM<ME>?HNEIBIGI A L>: K<A
<HGMPROAKBF>)BMHCES<AM>ERKIHHZLMKH<>LtBGXKMANEBHIL> L

K> O>KHR><B?:B+HVI: M %:G=EBGB><HGLBFARKHKBMABM:G=:K=
IKHIHUHH KKBEEHF | : KM AN <RH K@ > G x K E< BIBILF>-KBO-KRB <R
-KH?BE> K>?>KL MH



5.1.3Platform for Privacy Preferences Project (P3P)

OA> - [1><B?B< MBBHGEHPL LBMPH><EMASIBBOIKR<MB&>L
LM:G=GKE:<ABG> KA*3 :?2HKBGHPIG - |IHEB!I<R B @Gb— KMA>
G>HMAVGL>MH L>RA>MMAKB OLK R M B=<t+HlIM R=L > K OKHKO BHFKE R
PBMAASIBIBO KRINBK>F>GML >>G>0>EHRMASHKEB=38>;
HGLHKMBNFNIITHKMBWB.@ =HBGE@B®BB>L ;:LMK:GL: <MBHNREEK L
MHEHNMHF:- MBEeEBEKR WM 1A KOKKMB@>BGIAMBRROIKR?>K>G<>L
OANNL>GE>GHWMW MAKBOIHEB<<BAO>KBRMABRE MPKB KN M A >IR>
"EP:RR:KBMA>KOKKMBE>NA:G=-EBGNGF F: WRR@HHEP - BMPH?HE=
,GHGEB=BMEEH®>; LBEMPHM MA=BM<HEE>KKMBMB&AIM:G=:K=BS>=
F:<ABG> KP:R,EMAP+MABKBEMNHOBENL>KLHENMBB8 6> K IPM: 6=

= WBEEHEE>xXHMRMMAHKHLWMWBERL>GPAMMWMWLMAPRHIM BRBK

HIM HNM

Policy, Disputes, Statement

- - IKHOB=HKRFH=HK>IK>L>EGR O G@&< M BI2>K OIBK+>0 B S AKL

F:BG <HG<>IML H? BGM>K>LM B @oliMes disputed:rHGE=RBiemReE:GC Q@ N: @ > :

- - |IHEBR R LKHHBE> F Pd@idy Policy >E>F =8 @LIB2®mtity :G
Access : Dispute-Group :GHGHIKHIKtatement >E>F>GHMBG>M . HEE
Entity SE>FX@BOSHFBG?HKF: MBNHMAE>@>E6 MEBMIR HG RBIKA>
K>1K>L>GIKNMNBBOGLK R< M BAXtcess >E>F BGMWMB £:ASMM AL > KL>
" EEH M <>MABBK HK AL MBHRMAS>  LBMSIBM GLLNEB?? XX EGML
: L? HEXG L Mi) Genident: G HB = > G M=B MtBKX><H E E dixM:> < <>B LK H O BWEEE
=: Mii) ident-contact:: <<>R @ B OB G M : #i) none: G H<<>MB=>G MBNVBL> =
@ B OA®ispute-Group >E>Fx=xB G LBHGEKHKSI MBBispue >E>F>GML
PAB<AL<KWBAIXH<>=MNKBMR;>?HEEMP:XBLINMHNIB>GMBKBROL<R
|K:<MBBXL BEStatement >E>F=GDM KB ASEIEBOIKR<M R &K >B=GI1A >
F:G:@>F3BIM~>: MK>?>K>@8¥¥ata-Group >E>F>GE: MKA:G=E>=
: <<HK-\BH@ @xrpose Recipient Retention : G =H | M B HGonEdfjlrence
>E>F>GML PAB<A :K> =BL<NLL>= ;>EHP

\ Data-Group <HG MHBE& K HHKata >E >F>GM k K B4 BVER®2 : MM H
PABNMAHEBKIEB>I<Pata >E>F=CGOKHOBBS MINMBGM>G=>=
NLHMA>MRLI><B?RKBt&®es >E>F>GWr @ HFKB>L NL>K
@>GML >:LB>K MH BFIE>F>GM :G= NL>

\ Purpose <HGMHBBEHKNKIHRHKAB=AMKxHEE+H#N>B M>L
FNLM : L IMBRRBMK:<MBGHIGHE K HKEHMAK>=>?BNKIHLEN>L
L?HEKG L Mi) Gurent, =: MKNLMEHHFIEM KM B OHMAR A AO;> > G
K > E > i} individual-decision,=: M K NL>MHK: E<NEMMMBGMB#¥M>KFBG >
BGM>IGMIK: <M>3KM®E N B-#]lcontact, =-MKNL>MKHHFFNGB<:M>
P B \WANSL >Rukpose >E>F>G& MO B &AWL >KY: GMKHH G LE G MWH
LHFBENKIHLRI=>7?B G 8 Gvav K Eqbireld>P B MVAA KIH: L BOEE Nip L
always (default), INKIHRIKX >J N BiKoptin, =: MS:G>NL>>HKMALGM : M > =
INKIHH.GEBR>IGAGL >IQ | E BK B WMN\EMRAMBLLIH) opt-out, =: M<:: G>NL>=
?2HMASM : MK | HLG E MIAN-L Kk J N HIMAL> K FER IHG> E > F SGIVS> =
primary purpose Bl=>?B @M-G=B<MMWNXIBF:KR:L HIGRAB A= M :
K><BIB>GM BL <HEE><MBG@ =:M:



\ Recipient =>?BBGHKHK>GMBWMENMGEHM>G M B HHERSMK M :
OA>K><BIBNGIWILL I MAMHGLMEK>BBBI®AMEB/HF3K>=>?BG>=
K><BIB >ENKLE=>?B A2HBGLMi)G®urs, =:M<:G><HEE > RMA=>
<HEE BMIHKR>GMBEME>MB#H) same,=: M<:G><HEE=>RH>@ : E
>G M BMIEHH P B BRI KMHWKB/<BEHIM HBIGI HNNE <MB HG?>2EHB MR
Purpose >E>F>GM BL |IKRe&Ren= 2HEK LM

\ Retention B G =B #MMABIE K >M > GHVEEBKRERIVME BMH A> MWK >?>K>G<>=
B & ASM: M>EBMGH/O B £ >PK >=>?726 GENPAKML MKIRHVEE>M M BH G
: <> KM>BBHHM B FL* HBXG L Mi) &ated-purpose=: M K=>E >M>HHIG
| HLL Bi) Bdefinitely, =:M: :K> K>M:BG>= PBMAHNM M>FIHK:E K>LMI

\ Consequence K>IK>L>GAWNF:G K>:=>ExKBINUB:MNMEHOB=GL
>QIE:G:MBHG H? MA> LBM> L IKBO:<R IK:<MB<>L

IL>KL><BPARIBEBOIKR? > K MAKHN WEAE< B @ N:@ B P3P Preference
ExchangeLanguage --") 7--") 8 :G=>G?HIKBOIKRM><RIBHGH?2G
T @>GML>®>CGHF | KANL>KBOIHRBPBMIA>KAEBRHEHOB=>KHIEBGR
O>KBPB>MMAK- IHEBRHG ?HKNILIKBOLKR?>K>@K>P>HE7 (/4

8 IKHIHL> :GHMA>K E:G@N:@> <:EE>= 4-K>? ?HK NL>K [IK>?>

Example

L:G>Q:FIB2 - IHEBKRIITHMA:MHFI:GR" |IKHORBDoedk a_flight
L>KOBK<HF | EMM>> K OB<E>MASH F | : KR J N BAKNFAK> J N > IMMKB ; NM > L
G:F3==K><HKH><BWENF,>ELHPBMAIEB<KBCABLHBIE®" NL>LF:BE
:==K>LL>L H? MA> NL>KL MH IKHOB=> MA>F PBMA LI><B:E H??>K

<POLICY>
<ENTITY>
<DATA-GROUP>
<DATA ref="#business.name">ACME</DATA>
<DATA ref="#business.contact-info.postal.street">9, West 46 Th Street</DATA>
<DATA ref="#business.contact-info.postal.city">New York</DATA>
<DATA ref="#business.contact-info.postal.stateprov'>NY</DATA>
<DATA ref="#business.contact-info.postal.postalcode">10036</DATA>
<DATA ref="#business.contact-info.postal.country">USA</DATA>
<DATA ref="#business.contact-info.online.email">acme@example.com</DATA>
<DATA ref="#business.contact-info.telecom.telephone.intcode">1</DATA>
<DATA ref="#business.contact-info.telecom.telephone.loccode">303</DATA>
<DATA ref="#business.contact-info.telecom.telephone.number">7463914</DATA>
</DATA-GROUP>
</ENTITY>
<ACCESS>
<all/>
</ACCESS>
<DISPUTES-GROUP>
<DISPUTES resolution-type="independent" service="http://www.example.org">
<REMEDIES>
<correct/>
</REMEDIES>
</DISPUTES>
</DISPUTES-GROUP>
<STATEMENT>
<CONSEQUENCE>
We use this information to provide the service.
</CONSEQUENCE>
<PURPOSE>
<current/>
</PURPOSE>
<RECIPIENT>
<ours/>
<same/>
</RECIPIENT>



<RETENTION>
<stated-purpose/>
</RETENTION>
<DATA-GROUP>
<DATA ref="#user.name"/>
<DATA ref="#user.home-info.postal"/>
<DATA ref="#dynamic.miscdata">
<CATEGORIES><purchase/></CATEGORIES>
</DATA>
</DATA-GROUP>
</STATEMENT>
<STATEMENT>
<CONSEQUENCE>We use this information to provide special offers.</CONSEQUENCE>
<PURPOSE>
<individual-decision required="opt-in"/>
<contact required="opt-in"/>
</PURPOSE>
<RECIPIENT>
<ours/>
</RECIPIENT>
<RETENTION>
<business-practices/>
</RETENTION>
<DATA-GROUP>
<DATA ref="#user.home-info.online.email"/>
<DATA ref="#dynamic.miscdata">
<CATEGORIES><purchase/></CATEGORIES>
</DATA>
</DATA-GROUP>
</STATEMENT>
</POLICY>

P3P 1.1

OA> - +HVMBGMKHGNR>LMNIKN4EA =: M : MRQM > G I0B\EBGtement
<HGLMESKBRBM® KHN:IBE6 @ BbXa A : G B IG>Bpattr "MMKB;NM>

1 >>6>?B@HEH NL>RPBMAR@I*K ;:L>E:G@ NM@E>RMK - IHEB<B>L

H | M B Bu@sdietion SE>FAGIM>>G==>2HK><E : WBAGE®KB LB MBHG
K><BIB>G MLMB HOGr:Host >E>F>GM>>G==>2HK><E: KBH{F@B G
K>E:MBHBEEABBGE® >0 ME<H PABSHIBEB?? =KMHGRIG&GHP G >R
MA>F>GMBEEGMBNBEG @ >GCMKG>GHMA>K :ELHEH=>NL>@®>GM
@NB=>BBBFH KHWAXHMHEEHHEPLBBOME = > GKBE.RBMAX NB=>EBG>L
BG<EN=MPE.-EGGC @ MKOGLEHRBBEEK:NEERR>GMNLNL>K :@>GM
BFIE>F>GM>KL LI><B?BA:IMWBHG,EBLA>3 3SHKDB&GWBWNHM>
BG

5.1.4Security Policy Assertion Language (SecPAL)

/><- )7 #% #9$ SBLL><NKB BB @ N>@>EMPB>=MAx<>LL

<HG MKHHEBKHEZ GML> $KBENF INMB&GWB KHG/PEP<GNRE><E:K:MBO >
EH@B< ;G=>NBBFEE.:K@GH=RPHKDAHPBIG@® ENIN<AG@ N?2@K L
?2E>QBQHR> LILBAONGEBMBR<EBR LL=>LB @G >=<HFIK>A>®GIHKMOB=>L
NGB?HKEA:GBHEKQIK>LMBECKBN : MBH:GIWVBH K B 6§ BVBB<HBBSH > @ : MBH G
IHEB<B>*G MBHWVNRMKBLNMEMBHGBEBMRKMBHGH<: MBEHNEBM
K>JNBK>FABIKIHOBWY>A@ B E>?RWILDB M@A>RLMNG=>KLM:G=:;E>
:G:ERS&MIBF | KHIO><IN KIKBMK ; ®<CH B =BIKM> [ ILMO >KXEKRI : BIRBEG @

G>>= ?HK L>F:GMB< MK:GLE:MBHG :G= K><HG<BEB:MBHG ;>MP>>

/><- )BEQIK>LL@OMNAEA | E > FD6RP J N B K HFPZNG/MIH K BS: BALBVHKGB ; N M > =
L R L MEKR. M E HHBL? ? XK KB MW E > @H K B GALVBIG AAK B F B M B®: R


http://www.w3.org/TR/P3P11/

+>QBMMEEHHF:BG LI*HBGRBIKEBEKELEB PBMA:F>M>KBEKHKHE >
AB>K:K<4<AB: XL MB?HIGM BPAK > LAHHEI=M KM B B INHKHE L M K >BKBMEB<BMR
<HGLMHKHEGBMIBEX>MK N <KISNKPNKNA?BERLM>GBEK>0OH<#BBHEGER
G>@ BBIGERI|IIHKBMBN>KBEQOHBEMK: <MGBEB@RBIWIFE >@: MBHG
PABE> ;> BG@ :;E> MH >QIK>LL <HFIE>Q IJN>KB>L

[><- )AL <E>EGK>:=:!IlRGMEQGNMB : MNEK E@ N>@aH ;L:RIEB<>G
K>:4KHG>NMMHE B<B MHKHMOMH? . FBEPBMNAS =>KERBEQ@B=<
IHEB<B>1LBWK>:MA4G) ;:L>E:C@N+@GWNK/BEER):LL>KMBGG L
L>KB:EBS>= BG 4*) PA>G >Q<A:G@>=

/><- )K>EBGLN<<BGHNK:F;B@NHNGMB><H G G KR K>= N <KBHEXG
PABLA><BWAS>:GBIE1® <- ):LL>KMBBIBG =B HKMANMG MG
L>F:GMB< :K> LBFIE> :G= BGMNBMBO>

OA>O0O:EN:NMBHG ):NMAHKBNMBHEE<B=:E=>??B<B>IGNEBMBHG
LI><B?BBFIE>F>GM>9<:G>>QM>BE&FH=NEGEHKMAHR REHEK
SQ:FIMA>K: F>M>BBKEMAG OBKHAONFGCOWBHGEG@ N2RAHGLMK:BGML
<:G :EE ;> >QM>G=>=

O>KBFIEQ:FIEHNEHHDHEERRLE :K<BBR>GME<>L1BHES?BE >
L>K@MAKKHFI:GR>kENKIBNIR&E OBG/>BLLN xK>=>@MBBE#0/L:RL
EBBY K>L> KORASKL>KMBPMGEHBE>) G+ B @ RMABL L NKA >
LL>KNBBBHABLLMAD/ )>M:LLNAMAMAZ>BE>K @>K L><NKBBB<R
#BE>/>KR®:K/ <:A@:RQBL K>L>:K<@=K #BE>/>K®RK:GK>:=
?BE> IBREEPKM >:K#BXK EERP>GCMWIK>:=?BHMA>BE>KJAK
L>GABK>:Kk>JNMHM PMBASAK. L >KMBIABB E>K O b KN F B\GA®M?>B E >
L>KBBISA : Ki?><<>(HGMKKHEL BABHEEHPB G @NMAHK B 8 >NBERH G
>SO:EN:MBE>/>KQEB<>X>:2BE> |IKBLE®»><M )>G@BRAEB<> L
LL>KWMBHEBSRIAINS>SKRNL>GBG? > K>GEA>GCB EHFM >KEB SHN >KR
<:G>=>=N<>KHHAPHEB<GRMAXLL>KMBHKCAHFIE>Q:FIEHO>KBG @
=BL<K>MB8HHEXKRVKBE: MKKR{HG KKHHE> ;:4*=tHGMKHK:MBHG
H?2=NMBMPAK > LMKINMW KB ; N M>E >L@& sMBH.O K= BE>>@ (GBHGE G =>=
=>E>@:MBHG :K> IKHOB=>= BG /><-) I|:I>KL

OA>LL>KMBAHMHEHB &RV AIN>KKR> QK> BIB*A>F E: G @ ND:AAD>K ;4. G
L:R:G=<:G<ML : KX I><BD3ERPHKGt<- )MA:EHEHEBFBIMNGEBFBM>=
=>E>@<MBBEBIAK>OBHNE IP>L>MABA>BA>BE>KE>MBAD/
=>?BPABLK>L>: KRASK=>?BA>IMD >KLN<A K>:=PKBM>Q><NM>

' NBHI>GHE>® >K%HP>0PASGN K KBKI B> F > GIMGRBREKBPAB QL>>N?
O>K;L BG MA> <HGM>QM H? $KB= HFINMBG@

5.2 Drawbacks of existing languages

EMAHN@BFIHKMHEOW KB MNMBRGI&*" 4 *) - - :G=/><-)
HKH: <AMAAROPHF>K:P;:<DE: <DBS:@ WK=KI=BL<NIG>O:EN:M>=
?HK ?NKMA>K PHKD BG MA> -KBF>)B?> IKHC><M :<MBOBMR

3H


/project
/project

5.2.1PRIME

\ Credentialdefinitionandintegration EMAH-N&ALNIIHKMIN 2HMBE@ BM : E

<K>=>CBWBBABLE B <BEIC HW EERM > @PB:MWEIHG R FHNI=>GMB:EL

K>IJN>LML ?HK S>KH DGHPE>=@> IKHH?
\ Matching - . &*" =

:G= O>KB?B:;E> >G
MA:G=HBE@RMBHBEMHOBENMHFEFMBA:GBLF

MH F:M<A |[K>?>K>G<>L H? MA> NL>K :G= IKBO:<R IHEB<B>L
\ Secondaryuse -.&*" IKHOB=>BFIEHENMBHG&GH G NLRA>K>M:

A:G=BBGEBRB=MM : MM A=> M G 2 H E MEARPPHHNKA>>G MBBEK?>>> <iRK E >
?NKMA>K <NLMHFBS:MBHGL ;:L>= HG MA> <A:BG H? K>E>:L:

5.2.2XACML

\ Supportfor privacyconstraints4 *)
NGMBE O>KLBHG

\ Credentialdefinitionandintegration EMAHN @A LNIIHKB@BWEE>GMB EL
>SQ<A.GE@HAHKMHOR=3)N2HMAKMBRB>=GMB<HIGL>JIJNBNG <>

BUHLLBGEB MAK? B> N IHWKG H G R FHKNNL= > GGIBKMEL> ? B G >
<HG=BMBHGL MA:M FNLM ;> L:MBL?B>= :R MA> L:F> :MHFB«<

\ Ontologyintegration 4 *) =H>GHMHOBOM>GINBHMMGMHEH@B<:E
K>:LHGBG @

\ Obligationsupport 4

=HAHM IEBBINIERBIO?<*RMNK>L

*y LNIITHHKMEBB @ :MBNBGAEHHS=HGRMA>KOB<>
IKHOBZMEKXK<<>AIL>>@K:GWVHEN | | PKHINK BOHS EB @ MMABM G

MAHI<MBBGIHLM#HI A>: M<HE E>SBRGIARN K MNALSHK?=: M :> @
GHMB?B<:MBHG =>E>MBHG H;?NL<:MBHG BL IKHOB=>=

\ Definition of privacy-aware architecture 4 *) :LLNFMHMHA:O>EBMA>
BG?HKF;MRMG JIJN>IOMBE : Ml AVB H2HEB<R EN :MBHG>L L
<HGMKHE =><BLBHG ELH LNIIHKM ?HK :GHGRFHNL BGM>k

5.2.3P3P

\ Web-oriented- - BL FHLMER =>?BG>= ?HK 3>; L<>G:KBHL
\ Policy negotiation- - =H>G@HM I IHKBOIKR<MB @ HMBAMBR HEG
?:<M <:G HGER :<<>IM MA> L>KO>K IKBO:<R IK:<MB<>L HK I
\ Attribute-basedrestrictions - - =H>GHNMEHPA>>?BGHBRMBMGB; NM> ;:L>=
K>LMKB 6 BEBHEBGEM > @ R MAEB @ WE MGRGM BMIEL>K?HKF>=
:?M>K :G :<<>LL A:L ;>>G @K:GM>= > @ GHMB?B<:MBHG
\ Privacy practicesenforcement- - =H>GAHMHOBEHENMBHIEHGLMK: M >
MA3>; LBMG ? HKIAPK B O | KR< M BK>IL> G/NNBAN-L > KEM A HININEKA
LHENMMBMHE& KIAL> F3KH ; EBRBIG M > OKGMEHGM>IQ M>& * "

BG?K:LMKBMMBI® ABIH, EBG<&*" <:G><HGLBzEKMKNLM>=
IE:M?HKF

=:M: :K> GHM M:@@>= PBMA =:M: A:G=EBG@ IHEB<B>L B >
\ Matching &§GM>K:<NBPHGL: G=--") K>LBEMKBIHKML EPFA> G
NLBG@) NL>KIHGEBK>KMERPMRBING:<<>IHGEHEB<R

LBFIBG?>K>ICxBR?BRNENB BGRP KBMBG)@ K>7?>KBEKXKIHK
IKHG>

\ Stickypolicies - - =H>GHMKH O B<&HM > <@ BBBA BKEK >E> ->KILHG: E



5.2.4SecPAL

\ Accesscontrol and credentials / ><- )= H>GAHM I | HIGM GRFHNI=>GMB:EL
"QM>G PBHHNGEIEK >IN BIKPL#><- )K>:LHGBGBEBMB>E>@:MBHG
?>:MNK>L HG MHI H? L>E><MBO> =BL<EHLNK>

\ Data handling and obligations /><- JF:BGERRXIHGLMHK N<MBEBM A
H;EB@: MBEBGI®I | HXK; E B @ :AVBBVHAGH. N MD BIGI@& H | > KH/T A B
?HKRFEH=BEGHN>:LR:LDHK>HG>KEBPG®&IAN K| HL A HNE+HM
BFI:#¥MMHKESH <KBHMBEG @ NN E@N<AQM > G IKBBHHME H PR =
MA> <NKK>GM BFIE>F>GM:MBHG

\ /><- ) BL GHM : LM:G=:K=

5.3 Conclusion and future work

0A>KBF>)BC ><M/B O BBMBRG O > L M B @1:A%B S > Qv G > K IMBBIGR
E:G@NO@EIM :HIM A KBILGB G O > GINGKDIBR. I: BGaioN: Goovt A > B KE RALEBM A

K>L | MMV K QK MBENB K VREARGAN LOIK > L > G MCEBMKRBHL<NF# S8 KIM A > K
PHKEKHG=NB®A=F><MBOBNMBRE HGMHE &R E RALBRE>L B @GBEMD
@>G>KIWBBEKGE @ N: &G KMB<NEKR-:<D: @F>RK>NIGBGM>KHI>K: M>
PBMA MA> >QBLMBG@ E:G@N:@>L :L ?:K :L IHLLB;E>
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