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Introduction

1.1About this document
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1.2Liaisons to other groups

1.2.1W3C PLING: The Policy Languages Interest Group

�3�A�B�E�>�<�H�E�E�>�<�M�B�G�@�K�>�J�N�B�K�>�F�>�G�M�L�?�H�K�M�A�>�-�K�B�F�>�)�B�?�>�I�H�E�B�<�R�E�:�G�@�N�:�@�>�
�: �<�H�G�G�>�<�M�B�H�G�P�:�L�F�:�=�>�M�H
�M�A�>�3��� �-�H�E�B�<�R�)�:�G�@�N�:�@�>�L�&�G�M�>�K�>�L�M�$�K�H�N�I�� �0�A�B�L�@�K�H�N�I�P�:�L�L�M�:�K�M�>�=�?�H�E�E�H�P�B�G�@�: �3��� 
�3�H�K�D�L�A�H�I�H�G�)�:�G�@�N�:�@�>�L�?�H�K�-�K�B�O�:�<�R�-�H�E�B�<�R�+�>�@�H�M�B�:�M�B�H�G�:�G�=�/�>�F�:�G�M�B�<�L���!�K�B�O�>�G�"�G�?�H�K�<�>�F�>�G�M��
�0�A�B�L�P�H�K�D�L�A�H�I�P�:�L�H�K�@�:�G�B�L�>�=�P�B�M�A�M�A�>�A�>�E�I�H�?�M�A�>�-�.�&�*�"�I�K�H�C�>�<�M���-�:�K�M�B�<�B�I�:�G�M�L�?�H�N�G�=�H�N�M�M�A�:�M
�M�A�>�K�>�B�L�:�E�K�>�:�=�R�: �@�K�>�:�M�O�:�K�B�>�M�R�H�?�O�>�K�R�L�I�>�<�B�?�B�<�I�H�E�B�<�R�E�:�G�@�N�:�@�>�L�;�N�M�M�A�:�M�M�A�H�L�>�=�H�G�H�M�P�H�K�D
�M�H�@�>�M�A�>�K���-�)�&�+�$�B�L�L�N�I�I�H�L�>�=���:�F�H�G�@�H�M�A�>�K�M�A�B�G�@�L���M�H�L�>�K�O�>�:�L�: �I�E�:�M�?�H�K�F�?�H�K�>�Q�<�A�:�G�@�>�L�:�;�H�N�M
�M�A�>�=�B�?�?�>�K�>�G�M�I�H�E�B�<�R�E�:�G�@�N�:�@�>�L���"�O�>�G�:�?�M�>�K�M�A�>�>�G�=�H�?�M�A�>�-�.�&�*�"�I�K�H�C�>�<�M�
�L�H�F�>�-�.�&�*�"�:�<�M�H�K�L�

�M�H�@�>�M�A�>�K�P�B�M�A�L�M�:�D�>�A�H�E�=�>�K�L�?�K�H�F�B�G�=�N�L�M�K�R�:�G�=�:�<�:�=�>�F�B�:�
�<�H�G�M�B�G�N�>�=�P�H�K�D�B�G�@�B�G�-�)�&�+�$���&�M�A�:�L
�L�M�:�K�M�>�=�M�H�E�B�L�M�>�G�M�H�M�A�>�B�G�=�N�L�M�K�R�:�G�=�M�H�<�H�E�E�>�<�M�N�L�>�<�:�L�>�L�
�B�G�?�H�K�F�:�M�B�H�G�H�G�>�Q�B�L�M�B�G�@�I�H�E�B�<�R
�E�:�G�@�N�:�@�>�L�:�G�=�K�>�F�:�K�D�:�;�E�>�<�:�L�>�L�����M�M�A�>�3��� �0�>�<�A�G�B�<�:�E�-�E�>�G�:�K�R�F�>�>�M�B�G�@�B�G�*�:�G�=�>�E�B�>�N�B�G
���������
 �F�>�F�;�>�K�L�H�?�-�)�&�+�$�A�:�=�: �C�H�B�G�M�F�>�>�M�B�G�@�P�B�M�A�I�:�K�M�B�<�B�I�:�G�M�L�H�?�-�K�B�F�>�)�B�?�>���<�M�B�O�B�M�R�� �M�H
�M�A�B�G�D���:�;�H�N�M���?�N�K�M�A�>�K���<�H�H�I�>�K�:�M�B�H�G��

��

http://www.w3.org/Policy/pling/
http://www.w3.org/2006/07/privacy-ws/
http://www.w3.org/2006/07/privacy-ws/


1.2.2ISO/IEC JTC 1/SC 27/WG 5 on Identity Management and
Privacy Technologies
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1.3Legal requirements
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Fair and lawful processing
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Transparency and subject access rights
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1.4Definitions of policies
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1.4.1Data Handling policies
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1.4.2Access control policies
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2.1.2UC1.2. Edit policy for number of sites
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2.1.3UC1.3. Create a new site with policy
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2.1.4UC1.4. Access Control based on reputation
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2.2UC2. Blog scenario
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2.2.1UC2.1. Creating a blog
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2.2.2UC2.2. Posting an entry
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2.2.3UC2.3. Posting a blog comment
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2.2.4UC2.4. Reading an entry
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2.3UC3. Enterprise workflow scenarios

2.3.1UC3a. Computer part workflow

���"�N�@�>�G�>�A�:�=�H�O�>�K���<�E�H�<�D�>�=�A�B�L�<�H�F�I�N�M�>�K�����M�L�H�F�>�I�H�B�G�M�B�G�M�B�F�>�
�L�N�L�I�B�<�B�H�N�L�L�F�H�D�>�<�:�F�>�H�N�M�H�?
�M�A�>�;�H�Q���/�B�G�<�>�M�A�>�G�M�A�>�<�H�F�I�N�M�>�K�=�B�=�L�M�K�:�G�@�>�M�A�B�G�@�L���&�M�K�>�J�N�B�K�>�=���"�N�@�>�G�>�M�H�<�E�B�<�D�:�G�:�=�=�B�M�B�H�G�:�E
�,�(���;�H�Q�?�H�K�>�O�>�K�R�G�>�P�:�I�I�E�B�<�:�M�B�H�G�A�>�P�:�G�M�>�=�M�H�L�M�:�K�M���&�M�:�E�L�H�M�N�K�G�>�=�B�M�L�>�E�?�H�?�?�:�?�M�>�K�� �A�H�N�K�L�H�?
�N�G�B�G�M�>�K�K�N�I�M�>�=�P�>�;�;�K�H�P�L�B�G�@���&�M�P�H�N�E�=�:�E�L�H�E�>�M���"�N�@�>�G�>�=�H�P�G�E�H�:�=�H�G�E�R�� �>�F�:�B�E�L�I�>�K�A�H�N�K�:�G�=
�E�>�M�A�B�F�F�:�D�>�H�G�E�R�H�G�>�;�E�H�@�>�G�M�K�R�I�>�K�=�:�R�����"�N�@�>�G�>�<�H�G�<�E�N�=�>�=�M�A�:�M�H�O�>�K���<�E�H�<�D�B�G�@�A�:�=�M�N�K�G�>�=
�A�B�L���<�H�F�I�N�M�>�K���B�G�L�:�G�>���:�G�=���;�K�H�N�@�A�M���B�M���M�H���<�N�L�M�H�F�>�K���L�>�K�O�B�<�>��

���M�M�A�>�<�N�L�M�H�F�>�K�L�>�K�O�B�<�>�H�?�G�B�G�C�:���<�H�F�I�N�M�>�K�L�
�M�A�>�R�K�>�<�H�K�=�>�=�M�A�>�G�:�F�>�
�:�=�=�K�>�L�L�
�I�A�H�G�>�G�N�F�;�>�K�

�K�>�@�B�H�G�:�G�=�;�B�K�M�A�=�:�M�>�H�?���"�N�@�>�G�>�:�L�P�>�E�E�:�L�M�A�>�I�:�L�L�P�H�K�=�?�H�K�M�A�>�>�G�<�K�R�I�M�>�=�?�B�E�>�L�R�L�M�>�F�:�G�=
�<�K�>�=�B�M�<�:�K�=�I�:�R�F�>�G�M�B�G�?�H�K�F�:�M�B�H�G���0�A�>�<�H�F�I�N�M�>�K�P�:�L�=�B�L�:�L�L�>�F�;�E�>�=�:�G�=�M�A�>�I�:�K�M�L�P�>�K�>�L�>�G�M�M�H
�<�>�K�M�:�B�G�=�>�I�:�K�M�F�>�G�M�L���0�A�>�<�N�L�M�H�F�>�K�L�>�K�O�B�<�>�M�H�H�D�<�:�K�>�M�H�H�G�E�R�L�>�G�=�M�A�>�O�>�K�R�G�>�>�=�>�=�B�G�?�H�K�F�:�M�B�H�G
�M�H�M�A�>�K�>�L�I�>�<�M�B�O�>�K�>�I�:�B�K�L�M�:�M�B�H�G�L���0�A�N�L�M�A�>�I�:�L�L�P�H�K�=�?�H�K�M�A�>�>�G�<�K�R�I�M�>�=�?�B�E�>�L�R�L�M�>�F�P�:�L�H�G�E�R
�@�B�O�>�G�M�H�M�A�>�A�:�K�=�P�:�K�>�K�>�I�:�B�K���0�A�>�I�A�H�G�>�G�N�F�;�>�K�P�H�N�E�=�H�G�E�R�;�>�@�B�O�>�G�M�H�M�A�H�L�>�F�>�<�A�:�G�B�<�L�P�A�H
�P�H�N�E�=���G�>�>�=���?�N�K�M�A�>�K���B�G�?�H�K�F�:�M�B�H�G���?�K�H�F�����"�N�@�>�G�>��

����



�&�M�M�N�K�G�>�=�H�N�M�M�A�:�M�L�H�F�>�F�>�<�A�:�G�B�<�L�M�A�H�N�@�A�M�M�A�>� �-�1 �@�H�M�L�>�O�>�K�>�E�R�=�:�F�:�@�>�=�:�G�=�P�H�N�E�=�A�:�O�>�M�H
�;�>�K�>�I�E�:�<�>�=���0�A�>�I�H�P�>�K�N�G�B�M�G�>�>�=�>�=�L�H�F�>�>�Q�M�>�K�G�:�E�K�>�I�:�B�K�:�G�=�M�A�>�A�:�K�=�=�B�L�D�A�:�=�M�H�;�>�L�:�G�B�M�B�S�>�=
�M�H�K�>�<�M�B�?�R�K�>�F�:�B�G�L�H�?�O�B�K�N�L�>�L�L�M�H�K�>�=���� �F�>�<�A�:�G�B�<�?�H�N�G�=�M�A�:�M�M�A�>�L�M�K�:�G�@�>�F�>�E�M�B�G�@�I�K�H�=�N�<�>�=�;�R
�H�O�>�K���<�E�H�<�D�B�G�@�M�A�>� �-�1 �I�N�M�B�M�B�G�:�G�N�G�L�M�:�;�E�>�L�M�:�M�>���0�A�>�R�M�K�B�>�=�M�H�?�B�Q�M�A�>� �-�1 �;�R�B�G�M�K�H�=�N�<�B�G�@
�=�B�?�?�>�K�>�G�M�L�M�:�M�>�F�>�G�M�L�:�;�H�N�M�M�A�>�<�H�K�K�>�<�M�G�>�L�L�H�?� �-�1 �<�:�E�<�N�E�:�M�B�H�G�L�:�G�=�F�H�O�>�=�M�A�>�L�I�N�K�B�H�N�L
�K�>�F�:�B�G�L���H�G���M�A�>���A�:�K�=���=�B�L�D���B�G�M�H���A�B�=�=�>�G���:�K�>�:�L��

�"�:�<�A�F�>�<�A�:�G�B�<�L�A�H�N�E�=�;�>�:�;�E�>�M�H�L�I�>�<�B�?�R�P�A�B�<�A�M�R�I�>�H�?�<�H�G�M�>�G�M�L�A�>�M�K�N�L�M�L���0�K�N�L�M�<�:�G�;�>�;�:�L�>�=
�H�G�M�A�>�M�R�I�>�:�G�=�<�H�G�M�>�G�M�H�?�:�G�B�M�>�F�
�:�G�=�H�G�M�A�>�:�M�M�K�B�;�N�M�>�L�H�?�M�A�>�F�>�<�A�:�G�B�<�P�A�H�>�G�M�>�K�>�=�M�A�>
�>�G�M�K�R���0�A�>�K�>�B�L�:�E�L�H�L�H�F�>���K�>�<�N�K�L�B�H�G���B�G�M�K�N�L�M���?�H�K�>�Q�:�F�I�E�>�
�B�?�H�G�>�M�K�N�L�M�F�>�<�A�:�G�B�<�5 �;�N�M�=�H�>�L
�G�H�M�M�K�N�L�M�M�A�>�:�G�:�E�R�L�B�L�:�G�=�M�>�L�M�L�F�:�=�>�;�R�K�>�I�:�B�K�N�G�B�M�4�
�:�G�=�F�>�<�A�:�G�B�<�5 �;�:�L�>�=�A�B�L�=�B�:�@�G�H�L�B�L�H�G
�:�G�:�E�R�L�B�L���:�G�=���M�>�L�M�L���F�:�=�>���;�R���K�>�I�:�B�K���N�G�B�M���4�
���M�A�>�G���H�G�>���F�:�R���G�H�M���M�K�N�L�M���M�A�B�L���=�B�:�@�G�H�L�B�L���;�R���F�>�<�A�:�G�B�<���5��

�&�G�:�=�=�B�M�B�H�G�M�H�M�K�N�L�M�I�H�E�B�<�B�>�L�
�M�A�>�K�>�B�L�:�E�L�H�: �G�>�>�=�?�H�K�:�<�<�>�L�L�<�H�G�M�K�H�E�I�H�E�B�<�B�>�L�:�L�G�H�M�:�E�E�L�N�I�I�E�B�>�K�L
�P�B�E�E�G�>�>�=�M�H�D�G�H�P�M�A�>�I�:�L�L�P�H�K�=�?�H�K�M�A�>�>�G�<�K�R�I�M�>�=�?�B�E�>�L�R�L�M�>�F�����=�=�B�M�B�H�G�:�E�E�R�
�:�L���"�N�@�>�G�>�A�:�L
�E�B�M�M�E�>�<�H�G�?�B�=�>�G�<�>�
�A�>�P�:�G�M�>�=�M�H�L�I�>�<�B�?�R�P�A�H�B�L�:�E�E�H�P�>�=�M�H�L�>�>�P�A�:�M���#�H�K�>�Q�:�F�I�E�>�
�M�A�>�=�B�L�D
�K�>�I�:�B�K���L�A�H�N�E�=���@�>�M���M�A�>���I�:�L�L�P�H�K�=���;�N�M���G�H�M���M�A�>���I�:�R�F�>�G�M���B�G�?�H�K�F�:�M�B�H�G��

�&�M�L�A�H�N�E�=�:�E�L�H�;�>�I�H�L�L�B�;�E�>�M�H�L�I�>�<�B�?�R�P�A�:�M�A�:�I�I�>�G�L�M�H�M�A�>�=�:�M�:�
�>���@���P�A�>�M�A�>�K�B�M�<�:�G�;�>�N�L�>�=�?�H�K
�K�>�L�>�:�K�<�A���I�N�K�I�H�L�>�L�
���P�A�>�M�A�>�K���B�M���<�:�G���;�>���F�>�K�@�>�=���P�B�M�A���H�M�A�>�K���=�:�M�:�
���>�M�<��

2.3.2UC3b. Company HR workflow
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2.4UC4. Social Network Sites
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2.4.2UC4.2. Establish connections
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2.4.3UC4.3. Post content to own profile
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2.4.4UC4.4. Post content to another profile
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2.4.5UC4.5. Control access to and use of SNS content (profile
information or other content)
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2.4.6UC4.6. Report on access to and use of SNS content (profile
information or other content)
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2.4.7UC4.7. Transfer profile to another SNS (data portability)
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2.4.8UC4.8. Integration of mobile SNS applications
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2.4.9UC4.9. Close an SNS profile
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2.5UC5. Anonymous credentials and identity
management
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2.5.4System overview
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Client components
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Server components
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2.6UC6. User Interface perspectives

2.6.1UC6.1. Trust and assurance HCI
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2.6.2UC6.2. User interfaces for policy display and administration
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2.7UC7. Service Composition Scenarios
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2.7.1UC7.1. ePortfolio scenario
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Privacy-enabled Policies
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Use Case

�\ �#�E�H�K�>�G�<�>���P�H�N�E�=���E�B�D�>���M�H���N�L�>���M�A�>���P�>�;���L�>�K�O�B�<�>���<�H�F�I�H�L�B�M�B�H�G���M�H���L�>�:�K�<�A���?�H�K���G�>�P���C�H�;�L��
�\ �0�A�>�>�-�H�K�M�?�H�E�B�H�<�H�F�;�B�G�>�L�>�Q�B�L�M�B�G�@�=�:�M�:�:�G�=�:�@�@�K�>�@�:�M�>�=�=�:�M�:�?�K�H�F�=�B�?�?�>�K�>�G�M�L�H�N�K�<�>�L

���%�.���:�G�=���N�G�B�O�>�K�L�B�M�R����
�\ �0�A�>�I�K�B�O�:�<�R���>�G�:�;�E�>�=�>�-�H�K�M�?�H�E�B�H�B�L�I�K�H�O�B�=�>�=�M�H�: �L�>�K�O�B�<�>�M�A�:�M�H�?�?�>�K�L�C�H�;�L���B���>���'�H�;

�/�>�K�O�B�<�>����
�\ �0�A�>�-�H�E�B�<�R�.�>�<�H�G�<�B�E�B�:�M�B�H�G�L�>�K�O�B�<�>�B�L�M�A�>�B�G�M�>�K�F�>�=�B�:�K�R�;�>�M�P�>�>�G�M�A�>�>�-�H�K�M�?�H�E�B�H�:�G�=�M�A�>

�'�H�;���/�>�K�O�B�<�>��

����

http://www.primelife.eu/images/stories/deliverables/d6.2.1-infrastructure_for_trusted_content-public.pdf
https://trac.ercim.org/primelife/attachment/wiki/PolicyRequirements/UseCases/figure-A.jpeg
https://trac.ercim.org/primelife/attachment/wiki/PolicyRequirements/UseCases/figure-A.jpeg


�\ �0�A�>�'�H�;�/�>�K�O�B�<�>�:�@�K�>�>�L�M�H�>�G�?�H�K�<�>�I�:�K�M�H�?�M�A�>�I�K�>�?�>�K�>�G�<�>�L�H�?�M�A�>�>�-�H�K�M�?�H�E�B�H���>���@���=�H
�G�H�M�L�>�G�=�=�:�M�:�M�H�: �M�A�B�K�=�I�:�K�M�R�B�?�M�A�>�M�A�B�K�=�I�:�K�M�R�I�E�:�G�L�M�H�N�L�>�=�:�M�:�?�H�K�L�M�:�M�B�L�M�B�<�L�:�G�=
�=�>�E�>�M�>���=�:�M�:���:�?�M�>�K���������=�:�R�L��

2.7.2UC7.2. Data Flow in Travel Booking
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2.7.3UC7.3 Data Flow in Human Resources
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2.7.4UC7.4. Privacy tradeoff in search/discovery
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2.8UC12. Logging/Auditing Use Case
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2.9UC13. Privacy of location-based information
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3.1UC8. Privacy Policy Management

Illustration by D. Sommer
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3.2UC9. Federated Policy Management

�,�K�B�@�B�G�:�E���N�M�A�H�K���*�:�K�<�H� �:�L�:�L�L�:���*�H�G�M�
�%�-�)�:�;�L�
�1�(�
 ���P�B�M�A�D�B�G�=�I�>�K�F�B�L�L�B�H�G�?�K�H�F�M�A�>�:�N�M�A�H�K�

�0�A�:�G�D���R�H�N�
���*�:�K�<�H��

�?�K�H�F�����A�M�M�I���
�
�P�P�P���P�����H�K�@�
�-�H�E�B�<�R�
�I�E�B�G�@�
�P�B�D�B�
�1�L�>� �:�L�>�L���7�-�)�&�+�$���1� �8

����



���G�>�G�M�>�K�I�K�B�L�>�
�H�K�@�:�G�B�L�:�M�B�H�G�N�L�>�L�: �;�K�H�:�=�O�:�K�B�>�M�R�H�?�&�0�M�H�H�E�L�:�G�=�L�H�E�N�M�B�H�G�L���0�A�>�>�G�M�>�K�I�K�B�L�>�&�0
�B�G�?�K�:�L�M�K�N�<�M�N�K�>�B�G�<�E�N�=�>�L�L�R�L�M�>�F�L�
�M�H�H�E�L�:�G�=�L�H�E�N�M�B�H�G�L�=�>�I�E�H�R�>�=�:�M�=�B�?�?�>�K�>�G�M�E�>�O�>�E�L�H�?
�:�;�L�M�K�:�<�M�B�H�G�L�����G�>�M�P�H�K�D�
���L�R�L�M�>�F�
���,�/�
���B�G�?�H�K�F�:�M�B�H�G�
���:�I�I�E�B�<�:�M�B�H�G�
���L�>�K�O�B�<�>�
���;�N�L�B�G�>�L�L�
���>�M�<��

�*�:�G�R�H�?�M�A�>�B�G�O�H�E�O�>�=�L�R�L�M�>�F�L�
�M�H�H�E�L�:�G�=�L�H�E�N�M�B�H�G�L�:�K�>�<�H�G�?�B�@�N�K�>�=�P�B�M�A�:�G�=�=�K�B�O�>�G�;�R���E�H�<�:�E
�I�H�E�B�<�B�>�L���
�=�>�?�B�G�>�=�;�R�N�L�B�G�@�L�I�>�<�B�?�B�<���L�H�F�>�M�B�F�>�L�:�=���A�H�<���������E�:�G�@�N�:�@�>�L���0�A�>�L�>���E�H�<�:�E�I�H�E�B�<�B�>�L��
�:�K�>�H�?�M�>�G�M�A�>�>�?�?�>�<�M�H�?���A�N�F�:�G���;�:�L�>�=�����K�>�?�B�G�>�F�>�G�M�L���:�G�=���=�>�I�E�H�R�F�>�G�M�L���H�?�A�B�@�A�E�>�O�>�E�;�N�L�B�G�>�L�L�

�L�>�<�N�K�B�M�R�
�>�M�<���I�H�E�B�<�B�>�L���!�B�?�?�>�K�>�G�M�I�H�E�B�<�B�>�L�
�I�H�E�B�<�R�=�>�<�B�L�B�H�G�I�H�B�G�M�L�:�G�=�I�H�E�B�<�R�>�G�?�H�K�<�>�F�>�G�M�I�H�B�G�M�L
�:�K�>���N�L�>�=���?�H�K���L�>�<�N�K�B�M�R�
���;�N�L�B�G�>�L�L�
���I�K�B�O�:�<�R���:�G�=���H�M�A�>�K���:�L�I�>�<�M�L��

�� �%�H�P�M�H�F�:�D�>�L�>�G�L�>�H�?�:�E�E�H�?�M�A�>�F���� �%�H�P�M�H�>�G�L�N�K�>�M�A�:�M�M�A�>�B�K�H�O�>�K�:�E�E�B�F�I�:�<�M�H�G�M�A�>�&�0
�B�G�?�K�:�L�M�K�N�<�M�N�K�>�B�L�<�H�G�L�B�L�M�>�G�M�P�B�M�A�M�A�>�A�B�@�A�E�>�O�>�E�I�H�E�B�<�B�>�L�:�G�=�@�N�B�=�>�E�B�G�>�L�� �%�H�P�M�H�N�G�=�>�K�L�M�:�G�=
�P�A�:�M�M�A�>�B�F�I�:�<�M�H�?�<�A�:�G�@�>�L�H�?���E�H�<�:�E�I�H�E�B�<�B�>�L�����E�>�M���L�L�:�R�:�M�G�>�M�P�H�K�D�E�>�O�>�E�H�K�:�M�M�A�>�:�I�I�E�B�<�:�M�B�H�G
�E�>�O�>�E���B�L�H�G�M�A�>�A�B�@�A�E�>�O�>�E�I�H�E�B�<�B�>�L���� �%�H�P�M�H�N�G�=�>�K�L�M�:�G�=�P�A�:�M�M�A�>�B�F�I�:�<�M�H�?�<�A�:�G�@�>�L�H�?�A�B�@�A��
�E�>�O�>�E���I�H�E�B�<�B�>�L���B�L���H�G���L�H�F�>���H�?���M�A�>�L�>�����E�H�<�:�E���I�H�E�B�<�B�>�L����

�0�A�B�L�B�L�P�A�:�M�&�<�:�E�E�: ���?�>�=�>�K�:�M�>�=�I�H�E�B�<�R�F�:�G�:�@�>�F�>�G�M���N�L�>�<�:�L�>�B���>���: �N�L�>�<�:�L�>�P�A�>�K�>�M�A�>�K�>�B�L�M�A�>
�G�>�>�=�M�H�N�G�=�>�K�L�M�:�G�=�:�G�=�D�>�>�I�B�G�M�H�:�<�<�H�N�G�M�M�A�>�H�O�>�K�:�E�E�L�>�M�H�?�I�H�E�B�<�B�>�L�=�>�I�E�H�R�>�=�B�G�:�G�&�0
�B�G�?�K�:�L�M�K�N�<�M�N�K�>�:�G�=�A�:�O�>�:�G���B�G�M�>�@�K�:�M�>�=�
�<�H�H�K�=�B�G�:�M�>�=�:�G�=�<�H�G�L�B�L�M�>�G�M���F�:�G�:�@�>�F�>�G�M�H�?�M�A�>�L�>
�I�H�E�B�<�B�>�L��

�&�G�M�A�B�L�N�L�>�<�:�L�>�F�:�G�R�=�B�?�?�>�K�>�G�M�I�H�E�B�<�R�E�:�G�@�N�:�@�>�L�:�K�>�N�L�>�=�
�H�I�>�K�:�M�B�G�@�H�G�=�B�?�?�>�K�>�G�M�&�0�>�G�M�B�M�B�>�L���:�M
�=�B�?�?�>�K�>�G�M�E�>�O�>�E�L�H�?�:�;�L�M�K�:�<�M�B�H�G���:�G�=�>�G�?�H�K�<�>�=�;�R�=�B�?�?�>�K�>�G�M�I�H�E�B�<�R�>�G�?�H�K�<�>�F�>�G�M�I�H�B�G�M�L���&�M�B�L
�N�G�E�B�D�>�E�R�M�A�:�M�:�E�E�M�A�>�L�>�>�Q�B�L�M�B�G�@���E�H�<�:�E���I�H�E�B�<�R�E�:�G�@�N�:�@�>�L�:�K�>�@�H�B�G�@�M�H�;�>�K�>�I�E�:�<�>�=�;�R�: �N�G�B�J�N�>
���<�H�F�I�K�>�A�>�G�L�B�O�>�����E�:�G�@�N�:�@�>��������

�/�H�F�>�K�>�J�N�B�K�>�F�>�G�M�L�:�K�>�:�;�H�N�M�A�:�O�B�G�@�: �<�H�G�L�B�L�M�>�G�M���F�>�M�:���K�>�I�K�>�L�>�G�M�:�M�B�H�G�
�:�;�L�M�K�:�<�M�B�H�G���H�?�M�A�>
�<�H�K�>�I�K�B�G�<�B�I�E�>�L�
�:�L�I�>�<�M�L�
�<�H�G�L�M�K�:�B�G�M�L�>�Q�I�K�>�L�L�>�=�;�R�O�:�K�B�H�N�L���E�H�<�:�E�I�H�E�B�<�B�>�L���:�E�H�G�@�P�B�M�A�P�:�R�L�H�?
�=�>�?�B�G�B�G�@���=�>�I�>�G�=�>�G�<�B�>�L���:�G�=���K�>�E�:�M�B�H�G�L�A�B�I�L���;�>�M�P�>�>�G���M�A�>�F��

�0�A�B�L�P�H�N�E�=�A�>�E�I�M�H�;�>�M�M�>�K�N�G�=�>�K�L�M�:�G�=�M�A�>�H�O�>�K�:�E�E�A�>�M�>�K�H�@�>�G�>�H�N�L�L�>�M�H�?�H�I�>�K�:�M�B�H�G�:�E�I�H�E�B�<�B�>�L�

�E�B�G�D���M�A�>�F���;�:�<�D���M�H���A�B�@�A���E�>�O�>�E���I�H�E�B�<�B�>�L���:�G�=���K�>�:�L�H�G���H�G���M�H�I���H�?���B�M��

3.3UC10. Authentication Strength Policies
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3.4UC11. Corporate Security Policies
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� �A�:�I�M�>�K4
Requirements

Note: the requirementshave unique numbersfor future referencesfrom other documents.
They are not necessarily consecutive nor significant.

4.1General principles

�0�A�>�?�H�E�E�H�P�B�G�@�K�>�J�N�B�K�>�F�>�G�M�L�:�K�>�<�H�G�L�B�=�>�K�>�=�A�B�@�A�E�R�=�>�L�B�K�:�;�E�>�?�H�K�:�E�E�M�A�>�L�<�>�G�:�K�B�H�L�
�M�A�>�K�>�?�H�K�>�:�K�>
�=�>�L�<�K�B�;�>�=���:�L���@�>�G�>�K�:�E���I�K�B�G�<�B�I�E�>�L��

RG11Measurability
�0�A�B�L�I�K�H�I�>�K�M�R�H�?�: �I�H�E�B�<�R�E�:�G�@�N�:�@�>�B�L�?�N�E�?�B�E�E�>�=�P�A�>�G�M�A�>�<�H�G�L�M�K�N�<�M�B�H�G�H�?�M�A�>�E�:�G�@�N�:�@�>
�:�E�E�H�P�L�M�H�<�A�>�<�D�M�A�:�M�M�A�>�I�H�E�B�<�R�A�:�L�;�>�>�G�?�H�E�E�H�P�>�=�<�H�K�K�>�<�M�E�R���� �F�>�<�A�:�G�B�L�F�M�H�I�K�H�O�>�M�A�:�M�:
�K�N�E�>�A�:�L�;�>�>�G�:�I�I�E�B�>�=�B�L�N�L�>�?�N�E�;�N�M�G�H�M�L�N�?�?�B�<�B�>�G�M�M�H�=�>�F�H�G�L�M�K�:�M�>�M�A�B�L�I�K�H�I�>�K�M�R�
�L�B�G�<�>�L�H�F�>
�I�H�E�B�<�B�>�L���<�:�G���;�>���:�I�I�E�B�>�=���:���E�H�G�@���M�B�F�>���:�?�M�>�K���M�A�>���F�H�F�>�G�M���P�A�>�G���B�M���A�:�L���;�>�>�G���L�M�:�M�>�=��

RG12Unified model for access control and data handling
�!�:�M�:�%�:�G�=�E�B�G�@�I�H�E�B�<�B�>�L�;�>�B�G�@�M�B�@�A�M�E�R�K�>�E�:�M�>�=�M�H���<�<�>�L�L� �H�G�M�K�H�E�I�H�E�B�<�B�>�L�
�: �N�G�B�?�B�>�=�F�H�=�>�E
�B�L�: �D�>�R�L�N�<�<�>�L�L�?�:�<�M�H�K�?�H�K�: �I�H�E�B�<�R�E�:�G�@�N�:�@�>���"�O�>�G�M�A�H�N�@�A�B�G�M�A�B�L�=�H�<�N�F�>�G�M�P�>�H�?�M�>�G
�?�H�<�N�L�H�G�:�<�<�>�L�L�<�H�G�M�K�H�E�:�G�=�=�:�M�:�A�:�G�=�E�B�G�@�I�H�E�B�<�B�>�L�L�>�I�:�K�:�M�>�E�R�
�M�A�>�R�:�K�>�B�G�?�:�<�M�<�E�H�L�>�E�R
�K�>�E�:�M�>�=���� �L�>�K�O�>�K���L�:�<�<�>�L�L�<�H�G�M�K�H�E�I�H�E�B�<�R�L�A�H�N�E�=�G�H�M�H�G�E�R�L�I�>�<�B�?�R�P�A�:�M�-�&�&�B�M�P�:�G�M�L�?�K�H�F
�M�A�>�N�L�>�K�
�;�N�M�:�E�L�H�A�H�P�B�M�B�L�I�E�:�G�G�B�G�@�M�H�M�K�>�:�M�M�A�>�=�:�M�:���%�>�K�>�
�M�A�>�!�%�-�B�L�I�:�K�M�H�?�M�A�>��� �-��
�,�G�M�A�>�H�M�A�>�K�A�:�G�=�
�: �N�L�>�K���L�!�%�-�F�:�R�L�I�>�<�B�?�R�P�A�B�<�A�M�A�B�K�=�I�:�K�M�B�>�L�:�K�>�:�E�E�H�P�>�=�M�H�L�>�>�M�A�>
�-�&�&�
���L�H���M�A�:�M���M�A�>����� �-���;�>�<�H�F�>�L���I�:�K�M���H�?���M�A�>���!�%�-��

RG13Semantic compatibility with P3P
���L �F�N�<�A�:�L�I�H�L�L�B�;�E�>�
�: �I�H�E�B�<�R�E�:�G�@�N�:�@�>�L�A�H�N�E�=�;�>�L�>�F�:�G�M�B�<�:�E�E�R�<�H�F�I�:�M�B�;�E�>�P�B�M�A�M�A�>
�-�E�:�M�?�H�K�F�?�H�K�-�K�B�O�:�<�R�-�K�>�?�>�K�>�G�<�>�L���-���-�����!�>�M�:�B�E�L�H�?�-���- �L�>�F�:�G�M�B�<�L�<�:�G�;�>�?�H�N�G�=�B�G�L�>�<�M�B�H�G
�����H�?���0�A�>���-���-�����������/�I�>�<�B�?�B�<�:�M�B�H�G���7�-���-�����8����

RG14Stickable policies
�0�A�>���L�M�B�<�D�:�;�B�E�B�M�R���B�L�M�A�>�I�K�H�I�>�K�M�R�H�?�M�A�>�I�H�E�B�<�R�E�:�G�@�N�:�@�>�M�A�:�M�:�E�E�H�P�L�M�H�:�M�M�:�<�A�: �I�H�E�B�<�R�M�H
�=�:�M�:���G�H���F�:�M�M�>�K���A�H�P�
���P�A�>�K�>���:�G�=���P�A�>�G���M�A�>���=�:�M�:���B�L���L�>�G�M��

����



RG15Revocability
�&�M�F�N�L�M�;�>�I�H�L�L�B�;�E�>�M�H�K�>�O�H�D�>�: �!�:�M�:�%�:�G�=�E�B�G�@�I�H�E�B�<�R�M�A�>�L�:�F�>�P�:�R�B�M�B�L�I�H�L�L�B�;�E�>�M�H
�K�>�O�H�D�>���:���<�K�>�=�>�G�M�B�:�E��

RG16Transparency
�� �I�H�E�B�<�R�E�:�G�@�N�:�@�>�F�N�L�M�;�>�:�;�E�>�M�H�>�Q�I�K�>�L�L�M�A�:�M�M�A�>�=�:�M�:�?�E�H�P�M�K�:�<�>�K�>�L�N�E�M�B�G�@�H�?�M�A�>
�M�K�:�G�L�?�>�K�H�?�M�A�>�=�:�M�:�;�>�M�P�>�>�G�>�G�M�B�M�B�>�L�L�A�H�N�E�=�;�>�D�>�I�M���0�A�>�K�>�L�A�H�N�E�=�;�>�F�>�<�A�:�G�B�L�F�L�B�G
�I�E�:�<�>�M�H�E�H�@�M�A�>�N�L�:�@�>�H�?�I�>�K�L�H�G�:�E�=�:�M�:���/�N�<�A�E�H�@�P�B�E�E�L�I�:�G�F�N�E�M�B�I�E�>�M�K�N�L�M�=�H�F�:�B�G�L�B�G�<�:�L�>
�H�?���=�H�P�G�L�M�K�>�:�F���N�L�:�@�>���:�G�=���I�:�K�M�L���H�?���B�M���F�:�R���M�K�:�O�>�E���P�B�M�A���M�A�>���=�:�M�:�����L�M�B�<�D�R���E�H�@�L��

RG17High-level Policies
�0�A�>�I�H�E�B�<�B�>�L�L�A�H�N�E�=�;�>�>�Q�I�K�>�L�L�B�;�E�>�G�H�M�H�G�E�R�H�G�: �E�H�P�
�B���>���F�H�K�>�M�>�<�A�G�B�<�:�E�
�E�>�O�>�E�;�N�M�:�E�L�H
�H�G�: �A�B�@�A�>�K�
�B���>���F�H�K�>�:�;�L�M�K�:�<�M�
�E�>�O�>�E���0�A�>�;�>�G�>�?�B�M�L�H�?�M�A�B�L�:�K�>�?�H�K�>�Q�:�F�I�E�>�M�A�:�M�M�A�>�I�H�E�B�<�B�>�L
�<�:�G�;�>�<�H�F�>�L�A�H�K�M�>�K�
�>�:�L�B�>�K�M�H�N�G�=�>�K�L�M�:�G�=�:�G�=�:�E�L�H�>�:�L�B�>�K�M�H�?�H�K�F�N�E�:�M�>�����F�H�G�@�H�M�A�>�K
�M�>�<�A�G�B�J�N�>�L�
�H�G�M�H�E�H�@�B�>�L�<�H�N�E�=�;�>�E�>�O�>�K�:�@�>�=�M�H�;�K�B�G�@�M�A�>�I�H�E�B�<�B�>�L�H�G�: �A�B�@�A���>�K���E�>�O�>�E��
�&�G�L�M�>�:�=�H�?�M�:�E�D�B�G�@�:�;�H�N�M�<�K�>�=�B�M���<�:�K�=���G�N�F�;�>�K�
�<�K�>�=�B�M���<�:�K�=���G�:�F�>�
�>�M�<���
�:�G�H�G�M�H�E�H�@�R�<�H�N�E�=
�=�>�L�<�K�B�;�>�L�N�<�A�=�:�M�:�N�G�=�>�K�M�A�>�<�E�:�L�L���<�K�>�=�B�M���<�:�K�=�=�:�M�:���
�H�K�>�O�>�G�F�H�K�>�@�>�G�>�K�:�E�
���I�:�R�F�>�G�M
�=�:�M�:�������0�A�>�G���M�A�>���I�H�E�B�<�R���<�:�G���K�>�?�>�K���M�H���<�H�G�<�>�I�M�L���E�B�D�>���<�K�>�=�B�M���<�:�K�=���H�K���I�:�R�F�>�G�M���=�:�M�:���B�?���G�>�>�=�>�=��

RG21Data minimization
�0�A�>�I�H�E�B�<�R�E�:�G�@�N�:�@�>�L�A�H�N�E�=�L�N�I�I�H�K�M�����:�G�=�>�G�<�H�N�K�:�@�>�����F�B�G�B�F�B�S�:�M�B�H�G�H�?�M�A�>�:�F�H�N�G�M�H�?
�I�>�K�L�H�G�:�E�B�G�?�H�K�F�:�M�B�H�G�M�A�:�M�B�L�K�>�O�>�:�E�>�=�B�G�H�K�=�>�K�M�H�@�:�B�G�:�<�<�>�L�L�M�H�: �K�>�L�H�N�K�<�>���0�A�>
�:�K�<�A�B�M�>�<�M�N�K�>�L�A�H�N�E�=�=�>�?�B�G�B�M�>�E�R�G�H�M�:�L�L�N�F�>�M�A�:�M�:�E�E�B�G�?�H�K�F�:�M�B�H�G�:�;�H�N�M�M�A�>�L�N�;�C�>�<�M�B�L�K�>�:�=�B�E�R
�:�O�:�B�E�:�;�E�>�P�A�>�G�M�A�>�:�<�<�>�L�L�=�>�<�B�L�B�H�G�B�L�F�:�=�>���.�:�M�A�>�K�
�M�A�>�E�B�L�M�H�?�:�M�M�K�B�;�N�M�>�L�M�A�:�M�G�>�>�=�M�H�;�>
�K�>�O�>�:�E�>�=�
�H�K�M�A�>�I�K�>�=�B�<�:�M�>�M�A�:�M�G�>�>�=�L�M�H�;�>�I�K�H�O�>�=�
�L�A�H�N�E�=�;�>�>�Q�I�E�B�<�B�M�E�R�L�I�>�<�B�?�B�>�=�;�R�M�A�>
�L�>�K�O�>�K�
�H�K�I�>�K�A�:�I�L�>�O�>�G�;�>�M�A�>�K�>�L�N�E�M�H�?�: �G�>�@�H�M�B�:�M�B�H�G�;�>�M�P�>�>�G�M�A�>�<�E�B�>�G�M�:�G�=�M�A�>�L�>�K�O�>�K��
�0�A�>�<�E�B�>�G�M�L�A�H�N�E�=�M�A�>�G�A�:�O�>�M�A�>�H�I�M�B�H�G�M�H�K�>�O�>�:�E�H�G�E�R�M�A�H�L�>�:�M�M�K�B�;�N�M�>�L�M�A�:�M�:�K�>�L�M�K�B�<�M�E�R
�G�>�<�>�L�L�:�K�R���3�A�>�M�A�>�K�M�A�B�L�B�L�I�H�L�L�B�;�E�>�H�?�<�H�N�K�L�>�G�H�M�H�G�E�R�=�>�I�>�G�=�L�H�G�M�A�>�I�H�E�B�<�R�E�:�G�@�N�:�@�>�

�;�N�M�:�E�L�H�H�G�M�A�>�N�G�=�>�K�E�R�B�G�@�:�N�M�A�>�G�M�B�<�:�M�B�H�G�M�>�<�A�G�H�E�H�@�R���&�G�<�:�L�>�?�H�K�>�Q�:�F�I�E�>�4��������
�<�>�K�M�B�?�B�<�:�M�>�L�:�K�>�N�L�>�=�
�M�A�>�N�L�>�K�A�:�L�M�H�K�>�O�>�:�E�:�E�E�B�M�L�:�M�M�K�B�;�N�M�>�L�L�H�M�A�:�M�M�A�>�=�B�@�B�M�:�E�L�B�@�G�:�M�N�K�>
�<�:�G�;�>�<�A�>�<�D�>�=���0�A�>�=�:�M�:�A�:�G�=�E�B�G�@�I�H�E�B�<�R�L�A�H�N�E�=�;�>�=�>�M�>�K�F�B�G�>�=�B�G�: �L�B�F�B�E�:�K���F�B�G�B�F�:�E��
�P�:�R���M�A�>�@�>�G�>�K�:�E�I�K�B�G�<�B�I�E�>�L�A�H�N�E�=�;�>�M�A�:�M�M�A�>�!�%�- �H�G�E�R�:�E�E�H�P�L�M�A�H�L�>�:�<�M�B�H�G�L�M�A�:�M�:�K�>
�G�>�>�=�>�=�M�H�I�>�K�?�H�K�F�M�A�>�L�>�K�O�B�<�>�
�K�:�M�A�>�K�M�A�:�G�?�H�K�<�B�G�@�M�A�>�N�L�>�K�M�H�:�@�K�>�>�M�H�: �=�>�?�:�N�E�M�
�F�H�K�>
�E�>�G�B�>�G�M�!�%�-���&�M�L�A�H�N�E�=�M�A�>�K�>�?�H�K�>�;�>�I�H�L�L�B�;�E�>�M�H�:�L�L�H�<�B�:�M�>�=�B�?�?�>�K�>�G�M�!�%�-�L�M�H�=�B�?�?�>�K�>�G�M
�K�>�L�H�N�K�<�>�L�
���:�G�=���M�A�>�L�>���L�A�H�N�E�=���;�>���M�B�@�A�M�E�R���<�H�N�I�E�>�=���M�H���M�A�>���K�>�E�>�O�:�G�M����� �-�L��

RG22Anonymous and/or pseudonymous access control
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4.2Requirements for language model and
expressivity

R410Meta-policies and policy generation
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4.2.1Requirements for Data Handling policies

R111Business logic to describe data usage
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R112New usage should trigger consent
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R113Legal policies need differentiated layering(not much semantics for enforcement)
�� �I�H�E�B�<�R�E�:�G�@�N�:�@�>�F�N�L�M�B�G�<�E�N�=�>�M�A�>�I�H�L�L�B�;�B�E�B�M�R�M�H�>�Q�I�K�>�L�L�:�G�=�:�=�=�K�>�L�L�:�M�E�>�:�L�M�M�A�K�>�>
�E�:�R�>�K�L�H�?�A�N�F�:�G���K�>�:�=�:�;�E�>�M�>�Q�M�M�H�=�>�L�<�K�B�;�>�: �I�H�E�B�<�R�M�H�M�A�>�N�L�>�K���0�A�B�L�B�L�K�>�<�H�F�F�>�G�=�>�=�;�R
�M�A�>�,�I�� ������ �H�?�M�A�>���K�M�B�<�E�>���� �@�K�H�N�I���,�I�B�G�B�H�G�H�G�*�H�K�>�%�:�K�F�H�G�B�L�>�=�&�G�?�H�K�F�:�M�B�H�G
�-�K�H�O�B�L�B�H�G�L���7���K�M�����,�I�������8���:�G�=�����G�G�>�Q���7���K�M�����,�I���������8��

�\ �: short versionof the privacy policy, �P�B�M�A�:�G�:�=�=�K�>�L�L�:�;�E�>�L�N�;�L�M�K�N�<�M�N�K�>�M�H�;�>
�=�>�?�B�G�>�=

�\ �: condensedversionof the privacy policy�
 �P�B�M�A�:�G�:�=�=�K�>�L�L�:�;�E�>�L�N�;�L�M�K�N�<�M�N�K�>�M�H
�;�>���=�>�?�B�G�>�=

�\ �: full (lawyersreadable)versionof thepolicy�
�P�B�M�A�:�G�:�=�=�K�>�L�L�:�;�E�>�L�N�;�L�M�K�N�<�M�N�K�>
�M�H���;�>���=�>�?�B�G�>�=

�\ �: �?�H�N�K�M�Alayer to expressthepolicy with iconography�L�A�H�N�E�=�;�>�:�O�:�B�E�:�;�E�>�
�P�B�M�A
�:���L�>�M���H�?���B�<�H�G�L���M�H���;�>���=�>�?�B�G�>�=��

R114Technical representation of legal policies
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R115Constrained customisation of privacy policies
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R118Support nested policies
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R119Express user preferences
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R120Describe server policies
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R121Originator's policy
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R122Logging/Monitoring/Auditing Policies
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R131Data model primitives
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4.2.2Requirements for Access Control policies
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R213Role models - family, friends, wider access control
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R215Technology-independent credentials
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R216Attribute based access control to data on fora
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R217 Expiration date: there should be an option for accesscontrol policies to expire
after an amount of time
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R220Data Subject should be able to keep control over PII
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R222Change policy
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R227Support for complex rules
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4.2.3Requirements for Trust policies
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4.3Requirements for Policy Composition
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4.3.1Composition of Data Handling policies
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RC15aMulti-rounds policy definition
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RC15bPolicy negotiation
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4.3.2Composition of Access Control policies

RC21Delegation of Rights
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RC22Revocation of Rights
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RC23Composition of Access Control Policies
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RC24Prior agreement and contracts
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RC26Support for data and PII
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RC27Link between AC and DH
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4.3.3Composition and Trust policies

RC31Dynamic Trust
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4.4Requirements for use of anonymous credentials
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State of the art
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<Q1:policy authors="UNIMI" id="MyId"
type="http://www.prime-project.eu/policies/access"
xmlns:Q1="http://www.prime-project.eu/policies/"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://www.w3.org/2000/09/xmldsig"
xmlns:cr="https://www.prime-project.eu/ont/XSD-ClaimRequest"
xsi:schemaLocation="http://www.prime-project.eu/policies/policyschema.xsd">

<Q1:object>#creditcard</Q1:object>
<Q1:objectExpressions>

<Q1:condition name="http://www.prime-project.eu/predicates/exist"
sanitization="false">

<Q1:argument isLiteral="false">
http://www.prime-project.eu/credentials/name.last

</Q1:argument>
</Q1:condition>

</Q1:objectExpressions>
<Q1:actions>

<Q1:action>http://www.prime-project.eu/policy/2006/07/14/read</Q1:action>
<Q1:action>http://www.prime-project.eu/policy/2006/07/14/write</Q1:action>

</Q1:actions>
<Q1:rules>

<Q1:rule id="r1">
<Q1:subject>http://www.prime-project.eu/policy/2006/07/14/you</Q1:subject>
<Q1:actions>

<Q1:action>http://www.prime-project.eu/policy/2006/07/14/read</Q1:action>
</Q1:actions>
<Q1:purposes>

<Q1:purpose>http://www.prime-project.eu/policy/2006/07/14/access</Q1:purpose>
</Q1:purposes>
<Q1:conditions>

<Q1:subjectExprs>
<Q1:group name="se1">

<Q1:condition name="http://www.prime-project.eu/predicates/equal"
sanitization="false">

<Q1:argument isLiteral="false">
http://www.prime-project.eu/credentials/name.last

</Q1:argument>
<Q1:argument isLiteral="false" context="object">

http://www.prime-project.eu/credentials/name.last
</Q1:argument>

</Q1:condition>
<Q1:evidence/>

</Q1:group>
</Q1:subjectExprs>

</Q1:conditions>
</Q1:rule>

</Q1:rules>
</Q1:policy>

Data handling policies
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<DHP id="MyId" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://www.prime-project.eu/datahandling/">

<PII>http://www.prime-project.eu/policy/2006/07/14/creditcard</PII>
<actions>

<action>any</action>
</actions>
<purposes>

<purpose name="http://www.prime-project.eu/policy/2006/07/14/access"
type="optional">

Access
</purpose>

</purposes>
<recipients>

<recipient subject="http://www.prime-project.eu/policy/2006/07/14/you"
type="required">

<condition name="http://www.prime-project.eu/predicates/equal">
<argument isLiteral="false">

http://www.prime-project.eu/credentials/name.given</argument>
<argument isLiteral="true">John</argument>

</condition>
<condition name="http://www.prime-project.eu/predicates/equal">

<argument isLiteral="false">
http://www.prime-project.eu/credentials/name.last</argument>

<argument isLiteral="true">Doe</argument>
</condition>

</recipient>
</recipients>
<obligations />
<disputes>

<dispute thirdParty="ACME">
<remedies>Ask to the ACME director</remedies>

����



<description />
</dispute>

</disputes>
</DHP>
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<Policy PolicyId="Pol1"
RuleCombiningAlgId=
"urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides">

<Target>
<Subjects> <AnySubject/> </Subjects>
<Resources>

<Resource>
<ResourceMatch

MatchId="urn:oasis:names:tc:xacml:1.0:function:stringmatch">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">

http://www.example.com/hospital/patient.xsd
</AttributeValue>
<ResourceAttributeDesignator

DataType="http://www.w3.org/2001/XMLSchema#string"
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:target-namespace"/>

</ResourceMatch>
</Resource>

</Resources>
<Actions> <AnyAction/> </Actions>

</Target>
<Rule RuleId="ReadRule" Effect="Permit">

<Target>
<Subjects>

<Subject>
<SubjectMatch

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">

head physician
</AttributeValue>
<SubjectAttributeDesignator

AttributeId= "urn:oasis:names:tc:xacml:2.0:example:attribute:role"
DataType="http://www.w3.org/2001/XMLSchema#string"/>

</SubjectMatch>
</Subject>

</Subjects>
<Resources> <AnyResource/> </Resources>
<Actions>

<Action>
<ActionMatch

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">

read
</AttributeValue>
<ActionAttributeDesignator

DataType="http://www.w3.org/2001/XMLSchema#string"
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/>

</ActionMatch>
</Action>

</Actions>
</Target>
<Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<SubjectAttributeDesignator

����



DataType="http://www.w3.org/2001/XMLSchema#string"
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:head-physicianID"/>

<AttributeSelector RequestContextPath=
"/ctx:Request/ctx:Resource/ctx:ResourceContent/hospital:record\

/hospital:patient/hospital:patient-head-physicianID"
DataType="http://www.w3.org/2001/XMLSchema#string"/>

</Condition>
</Rule>

</Policy>
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�\ �N�K�G���H�:�L�B�L���G�:�F�>�L���M�<���Q�:�<�F�E�����������:�<�M�B�H�G���I�N�K�I�H�L�>�
�P�A�B�<�A�<�H�K�K�>�L�I�H�G�=�L�M�H�M�A�>�I�N�K�I�H�L�>�?�H�K
�P�A�B�<�A���:�<�<�>�L�L���M�H���:���=�:�M�:���K�>�L�H�N�K�<�>���P�:�L���K�>�J�N�>�L�M�>�=��

�� �L�M�:�G�=�:�K�=�L�K�N�E�>�B�L�=�>�?�B�G�>�=�
�:�<�<�H�K�=�B�G�@�M�H�P�A�B�<�A�:�<�<�>�L�L�M�H�M�A�>�K�>�J�N�>�L�M�>�=�K�>�L�H�N�K�<�>�B�L�M�H�;�>
�=�>�G�B�>�=�N�G�E�>�L�L�M�A�>�M�P�H�:�;�H�O�>���F�>�G�M�B�H�G�>�=�I�N�K�I�H�L�>�L�F�:�M�<�A�;�R�K�>�@�N�E�:�K���>�Q�I�K�>�L�L�B�H�G�F�:�M�<�A�
�:�L
�L�A�H�P�G���;�>�E�H�P��

<Rule xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-06"
RuleId="urn:oasis:names:tc:xacml:2.0:matching-purpose"
Effect="Permit">

<Condition
FunctionId="urn:oasis:names:tc:xacml:2.0:function:string-regexp-match">

<AttributeDesignator
category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
AttributeId="urn:oasis:names:tc:xacml:2.0:resource:purpose"
DataType="http://www.w3.org/2001/XMLSchema#string" />

<AttributeDesignator
category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
AttributeId="urn:oasis:names:tc:xacml:2.0:action:purpose"
DataType="http://www.w3.org/2001/XMLSchema#string" />

</Condition>
</Rule>
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�>�G�?�H�K�<�>�M�A�>�I�K�H�I�H�L�>�=�K�N�E�>�
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5.1.3Platform for Privacy Preferences Project (P3P)
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Policy, Disputes, Statement
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�F�:�B�G���<�H�G�<�>�I�M�L���H�?���B�G�M�>�K�>�L�M���B�G���M�A�>���-���-���I�H�E�B�<�R���E�:�G�@�N�:�@�>���:�K�>policies�
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�� �-���- �I�H�E�B�<�R�A�:�L�
�:�L�K�H�H�M�>�E�>�F�>�G�M�
Policy ���� Policy �>�E�>�F�>�G�M�<�H�G�L�B�L�M�L�H�?�:�GEntity �
�:�G
Access �
�: Dispute-Group �
�:�G�=�H�G�>�H�K�F�H�K�>Statement �>�E�>�F�>�G�M�L���*�H�K�>�B�G�=�>�M�:�B�E�L�
�M�A�>
Entity �>�E�>�F�>�G�M�@�B�O�>�L�L�H�F�>�B�G�?�H�K�F�:�M�B�H�G�:�;�H�N�M�M�A�>�E�>�@�:�E�>�G�M�B�M�R�K�>�L�I�H�G�L�B�;�E�>�?�H�K�M�A�>
�K�>�I�K�>�L�>�G�M�:�M�B�H�G�H�?�M�A�>�I�K�B�O�:�<�R�I�K�:�<�M�B�<�>�L���0�A�>Access �>�E�>�F�>�G�M�B�G�=�B�<�:�M�>�L�P�A�>�M�A�>�K�M�A�>�N�L�>�K�L�:�K�>
�:�E�E�H�P�>�=�M�H�:�<�<�>�L�L�M�A�>�B�K�B�G�?�H�K�F�:�M�B�H�G�L�M�H�K�>�=�:�M�M�A�>�3�>�;�L�B�M�>�L�
�:�G�=�B�M�<�:�G�:�L�L�N�F�>�=�B�?�?�>�K�>�G�M�O�:�E�N�>�L
�:�L�?�H�K�B�G�L�M�:�G�<�>��i) nonident:�G�H�B�=�>�G�M�B�?�B�>�=�=�:�M�:�:�K�>�<�H�E�E�>�<�M�>�=�
ii) all: �:�<�<�>�L�L�B�L�I�K�H�O�B�=�>�=�M�H�:�E�E
�=�:�M�:�
iii) ident-contact:�:�<�<�>�L�L�B�L�@�B�O�>�G�M�H�<�H�G�M�:�<�M�=�:�M�:�
iv) none:�G�H�:�<�<�>�L�L�M�H�B�=�>�G�M�B�?�B�>�=�=�:�M�:�B�L
�@�B�O�>�G���0�A�>Dispute-Group �>�E�>�F�>�G�M�<�H�G�L�B�L�M�L�H�?�H�G�>�H�K�F�H�K�>�H�I�M�B�H�G�:�EDispute �>�E�>�F�>�G�M�L�

�P�A�B�<�A�=�>�L�<�K�B�;�>�M�A�>�I�K�H�<�>�=�N�K�>�L�M�A�:�M�F�:�R�;�>�?�H�E�E�H�P�>�=�?�H�K�=�B�L�I�N�M�>�L�:�;�H�N�M�:�G�>�G�M�B�M�R���L�I�K�B�O�:�<�R
�I�K�:�<�M�B�<�>�L���#�B�G�:�E�E�R�
�M�A�>Statement �>�E�>�F�>�G�M�=�>�L�<�K�B�;�>�L�M�A�>�K�>�:�E�I�K�B�O�:�<�R�I�K�:�<�M�B�<�>�L�N�L�>�=�B�G�M�A�>
�F�:�G�:�@�>�F�>�G�M�H�?�M�A�>�=�:�M�:�K�>�?�>�K�>�G�<�>�=�;�R�M�A�>Data-Group �>�E�>�F�>�G�M�����E�E�=�:�M�:�:�K�>�A�:�G�=�E�>�=
�:�<�<�H�K�=�B�G�@�M�H�M�A�>Purpose �
 Recipient �
 Retention �
 �:�G�=�H�I�M�B�H�G�:�E�E�RConsequence
�>�E�>�F�>�G�M�L�
���P�A�B�<�A���:�K�>���=�B�L�<�N�L�L�>�=���;�>�E�H�P��

�\ Data-Group �<�H�G�M�:�B�G�L�H�G�>�H�K�F�H�K�>Data �>�E�>�F�>�G�M�L�=�>�L�<�K�B�;�B�G�@�M�A�>�M�R�I�>�H�?�=�:�M�:�M�H
�P�A�B�<�A�M�A�>�I�H�E�B�<�R�:�I�I�E�B�>�L���"�:�<�AData �>�E�>�F�>�G�M�<�:�G�I�K�H�O�B�=�>�A�B�G�M�L�:�;�H�N�M�M�A�>�B�G�M�>�G�=�>�=
�N�L�>�L�H�?�M�A�>�=�:�M�:�;�R�L�I�>�<�B�?�R�B�G�@�: Categories �>�E�>�F�>�G�M��� �:�M�>�@�H�K�B�>�L�F�:�D�>�-���- �N�L�>�K
�:�@�>�G�M�L���>�:�L�B�>�K���M�H���B�F�I�E�>�F�>�G�M���:�G�=���N�L�>��

�\ Purpose �<�H�G�M�:�B�G�L�H�G�>�H�K�F�H�K�>�I�N�K�I�H�L�>�L�?�H�K�P�A�B�<�A�=�:�M�:�:�K�>�<�H�E�E�>�<�M�>�=�H�K�N�L�>�=���/�B�M�>�L
�F�N�L�M�<�E�:�L�L�B�?�R�M�A�>�B�K�=�:�M�:�I�K�:�<�M�B�<�>�L�B�G�M�H�H�G�>�H�K�F�H�K�>�H�?�M�A�>�I�K�>�=�>�?�B�G�>�=�I�N�K�I�H�L�>�O�:�E�N�>�L�

�:�L�?�H�K�B�G�L�M�:�G�<�>��i) current,�=�:�M�:�:�K�>�N�L�>�=�M�H�<�H�F�I�E�>�M�>�M�A�>�:�<�M�B�O�B�M�R�?�H�K�P�A�B�<�A�A�:�O�>�;�>�>�G
�K�>�E�>�:�L�>�=��ii) individual-decision,�=�:�M�:�:�K�>�N�L�>�=�M�H�<�:�E�<�N�E�:�M�>�L�M�:�M�B�L�M�B�<�L�:�G�=�=�>�M�>�K�F�B�G�>
�B�G�M�>�K�>�L�M�L�:�G�=�<�A�:�K�:�<�M�>�K�B�L�M�B�<�L�H�?�M�A�>�N�L�>�K�L��iii) contact,�=�:�M�:�:�K�>�N�L�>�=�M�H�<�H�F�F�N�G�B�<�:�M�>
�P�B�M�A�M�A�>�N�L�>�K�L��Purpose �>�E�>�F�>�G�M�L�I�K�H�O�B�=�>�M�H�M�A�>�N�L�>�K�L�F�>�:�G�L�M�H�<�H�G�L�>�G�M�H�K�G�H�M�M�H
�L�H�F�>�I�N�K�I�H�L�>�L�
�;�R�=�>�?�B�G�B�G�@�:�G�:�M�M�K�B�;�N�M�>required �P�B�M�A�M�A�K�>�>�I�H�L�L�B�;�E�>�O�:�E�N�>�L��i)
always (default), �I�N�K�I�H�L�>�B�L�K�>�J�N�B�K�>�=��ii) opt-in, �=�:�M�:�<�:�G�;�>�N�L�>�=�?�H�K�M�A�>�L�M�:�M�>�=
�I�N�K�I�H�L�>�H�G�E�R�P�A�>�G�M�A�>�N�L�>�K�>�Q�I�E�B�<�B�M�E�R�K�>�J�N�>�L�M�L�M�A�B�L�N�L�>��iii) opt-out,�=�:�M�:�<�:�G�;�>�N�L�>�=
�?�H�K�M�A�>�L�M�:�M�>�=�I�N�K�I�H�L�>�N�G�E�>�L�L�M�A�>�N�L�>�K�K�>�J�N�>�L�M�L�H�M�A�>�K�P�B�L�>�����E�L�H�
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primary purpose�B�L�=�>�?�B�G�>�=���&�M�B�G�=�B�<�:�M�>�L�M�A�>�I�K�B�F�:�K�R�K�>�:�L�H�G�?�H�K�P�A�B�<�A�M�A�>�=�:�M�:
�K�>�<�B�I�B�>�G�M���B�L���<�H�E�E�>�<�M�B�G�@���=�:�M�:��
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�\ Recipient �=�>�?�B�G�>�L�H�G�>�H�K�F�H�K�>�>�G�M�B�M�B�>�L�M�A�:�M�<�:�G�I�H�M�>�G�M�B�:�E�E�R�<�H�E�E�>�<�M�N�L�>�K�=�:�M�:��
�0�A�>�L�>�K�>�<�B�I�B�>�G�M�L�F�N�L�M�K�>�L�I�>�<�M�M�A�>�<�H�G�L�M�K�:�B�G�M�L�=�>�?�B�G�>�=�B�G�M�A�>�I�H�E�B�<�R���/�H�F�>�I�K�>�=�>�?�B�G�>�=
�K�>�<�B�I�B�>�G�M�O�:�E�N�>�L�:�K�>�=�>�?�B�G�>�=�:�L�?�H�K�B�G�L�M�:�G�<�>��i) ours, �=�:�M�:�<�:�G�;�>�<�H�E�E�>�<�M�>�=�;�R�M�A�>
�<�H�E�E�>�<�M�H�K�B�M�L�>�E�?�H�K�;�R�>�G�M�B�M�B�>�L�K�>�E�:�M�>�=�M�H�B�M��ii) same,�=�:�M�:�<�:�G�;�>�<�H�E�E�>�<�M�>�=�;�R�E�>�@�:�E
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<POLICY>
<ENTITY>

<DATA-GROUP>
<DATA ref="#business.name">ACME</DATA>
<DATA ref="#business.contact-info.postal.street">9, West 46Th Street</DATA>
<DATA ref="#business.contact-info.postal.city">New York</DATA>
<DATA ref="#business.contact-info.postal.stateprov">NY</DATA>
<DATA ref="#business.contact-info.postal.postalcode">10036</DATA>
<DATA ref="#business.contact-info.postal.country">USA</DATA>
<DATA ref="#business.contact-info.online.email">acme@example.com</DATA>
<DATA ref="#business.contact-info.telecom.telephone.intcode">1</DATA>
<DATA ref="#business.contact-info.telecom.telephone.loccode">303</DATA>
<DATA ref="#business.contact-info.telecom.telephone.number">7463914</DATA>

</DATA-GROUP>
</ENTITY>
<ACCESS>

<all/>
</ACCESS>
<DISPUTES-GROUP>

<DISPUTES resolution-type="independent" service="http://www.example.org">
<REMEDIES>

<correct/>
</REMEDIES>

</DISPUTES>
</DISPUTES-GROUP>
<STATEMENT>

<CONSEQUENCE>
We use this information to provide the service.

</CONSEQUENCE>
<PURPOSE>

<current/>
</PURPOSE>
<RECIPIENT>

<ours/>
<same/>

</RECIPIENT>

����



<RETENTION>
<stated-purpose/>

</RETENTION>
<DATA-GROUP>

<DATA ref="#user.name"/>
<DATA ref="#user.home-info.postal"/>
<DATA ref="#dynamic.miscdata">

<CATEGORIES><purchase/></CATEGORIES>
</DATA>

</DATA-GROUP>
</STATEMENT>
<STATEMENT>

<CONSEQUENCE>We use this information to provide special offers.</CONSEQUENCE>
<PURPOSE>

<individual-decision required="opt-in"/>
<contact required="opt-in"/>

</PURPOSE>
<RECIPIENT>

<ours/>
</RECIPIENT>
<RETENTION>

<business-practices/>
</RETENTION>
<DATA-GROUP>

<DATA ref="#user.home-info.online.email"/>
<DATA ref="#dynamic.miscdata">

<CATEGORIES><purchase/></CATEGORIES>
</DATA>

</DATA-GROUP>
</STATEMENT>

</POLICY>

P3P 1.1
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5.1.4Security Policy Assertion Language (SecPAL)

�/�>�<�-���)�7���#�$���������
���#�$ ���������8�B�L�: �L�>�<�N�K�B�M�R�I�H�E�B�<�R�E�:�G�@�N�:�@�>�=�>�O�>�E�H�I�>�=�M�H�F�>�>�M�M�A�>�:�<�<�>�L�L
�<�H�G�M�K�H�E�K�>�J�N�B�K�>�F�>�G�M�L�H�?�E�:�K�@�>���L�<�:�E�>�$�K�B�=� �H�F�I�N�M�B�G�@�"�G�O�B�K�H�G�F�>�G�M�L���/�>�<�-���)�B�L�=�>�<�E�:�K�:�M�B�O�>�

�E�H�@�B�<���;�:�L�>�=�
�:�G�=�;�N�B�E�=�L�H�G�: �E�:�K�@�>�;�H�=�R�H�?�P�H�K�D�L�A�H�P�B�G�@�M�A�>�O�:�E�N�>�H�?�L�N�<�A�E�:�G�@�N�:�@�>�L�?�H�K
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http://www.w3.org/TR/P3P11
http://www.w3.org/Policy/pling/wiki/UseCases
http://www.projectliberty.org/liberty/resource_center/papers/privacy_preference_expression_languages_whitepaper_pdf
http://www.projectliberty.org/liberty/resource_center/papers/privacy_preference_expression_languages_whitepaper_pdf
http://www.prime-project.eu.org/
http://www.oasis-open.org/committees/security/
http://www.w3.org/TR/2007/REC-ws-policy-20070904
http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-core-spec-os.pdf
http://www.oasis-open.org/committees/document.php?document_id=32425
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