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1.3 PrimeLifeOs Approach to Privacy

6BBKSFRPERDBITMB? I8 @R KK QBEIB@ Q O ERFE>PWAKQRFQFSB
C > P ETFELAOE Q > BX_KKID EIBBM® PA K@E O L R Q E BRQBPB DFFD R ©:8
JRIQFQ®AE CBBBKIR® LJJR K@ GRBE B\O>0 QBUIBVD P VAFSGDO ALEQ V
MI>QCRKALIPRPQ>R®BITF @B DERQQE B KWMIFKB kK Q BXEBO S&F @S @B A



J>PE REBRQLJ>QE@RRPFKDO M QKW Q@ DK CFOIPIRIGKP>@ QFLK
CLOKBIB@ QOQBR@FEBDL?FMELKE>IQEL®B >KP >&BPMERY
MLQBKREKOIOWRBOB®®@BP? EEPEIBPE RIM@® ?I8I0OBSBKIQEB
JFKFJKB\@ B FKXQ D JO B P RK IF@E0 R R @ L K AREBO > K P @ QF LK
FKPQKK@®® JFEB3> OKM B O PRKGL O I>QREK@ B SB O Q BBBERPE>KQ
FP DR>0>KQBBA M>VJBKQ CLO QEB PBOSF@BP

(KLQEBL.W AFO F XBB® P B> A AO BFPRISACentric T>W BFRT>VMEBQEB
RPBOP >0OB DFSBK @LKQOLI LSBO QEBFO A>Q> 3EFP OBNRFOBF

Q EFBP BABPK C L OTEBA> @9 LRE FI® BN RBPIFER B EQES> Q >
KBBAP QL ?B @BOQFCFBA ?V > QEFOA M>0QV >KA ELT QE:
QEMBPBXBROLSFABE @EKLQEDPR®EBYI@ L K AR@ B P F@QFLKP

PR@E > T>V QE>Q LKIV QEB KB@BPP>0OV FKCLOJ>QFLK KBE

SEEFOR®BNRFDOB@ Q@@ PRE @ L KB Kitribute-basedT > V. Q E BRE >K

>@ @B PRQOAQ+ QEPRPTHF REBQOXFBIILTBA @ @ 6 miribute-based

>@ @BPRABLCIFKIEP GEHDFE>XQQOFORNRPOBRIBKABKQBNIRPBPQBO
KBBQAP>Q RPPEYI0 @R P L RBEER @@BIPKR BROPBAL KFBR @ EQ BB
RPEBLOQRQEBKOF @@ B®RRPBHO >KAE BKEB QTHEEKIE BRRESCP

Q EBB N RF@® @ F?RRODBAEB O L T BHaD@BEPKPR P B € 1@ >\NKO L SWA RLE> Q
QEBQQOPTHRRF PEIF@GRARII LOB>OFIbRKM R XDER. IFQK®BRILDFBP
@OBABKAFOOEPR®IE¥B B ARALIIRKPFPE@EBRE)EOBLIBERPBOP
KBBQAL?BDFSBKQRR@H®BQ B OCEABPAEBJEOLRREBRQELOFP>QFLK
MOL @ B AFR®BEERBRBRE. RIBx?IBEKSBPOEB@®@FIFIIBPBQQEF@E
M>0OQKEEPQFJIJBKAQEBOBMPKQ>MOLCEOA>0 GABIK QFQEE> @ E
@LIJIRKF@>QFLK M>0QKBO

+BRAFP @EBP@ERARLJE @QEBB @ E K LTBIDFEFOBIBKQF KEBB@ B P P
@LKQB@IE>KBP OFILKD R >HKEPL I M L KBIK QEPHF QEEBB DBAFQLOP
BS>|R>BXOLAKKBPKRP B®Q B O(&> @BFPJBDIB N RKQRVJLLRWOFS>QB
@ O B A BXEEROBP P BKIQ R 2 HE® B O Q RUHIAB-CXBRCY E RRP@BAD K
BIB@ Q®R & PLEL>KA O F S BFG@ B RAEB @ F CFEBMIIVR P BO® LK TEEIQ
FKCLOJ® QK QERKERS O Q PE R@>KBB > QEEAQF J9B LK P Q RIP@BO
>KLKVJAB P SIF@HHKG B A RABFB-@EBL RAA K S FK@)B KA ERBBR | A

B K L RPLED ARG B0 Q EARRA |+ REG BT L O >MFQ RESETRAB @ BKP B
FK>®DBL BABS B SBO B SBBTF O0F) RIK |§ EB> QEB BB> R L OK

PR C C Q@ BB BL | B K L ROLEDE 2 BB OE P M B @AF JB + FMBLOPEP@ E
Q > HLBBO® IQIE/R (,$ MO L G R BEX @ BKO >LTKQ E BPEBP R+® R J EF @EB
NRFIQB R0B B 3A\B O BTRABBQ EEEC BXOKPUM M L O QRIKIKPKBAP OAFW >QF LK
>KA LMBK PLRO@B @LKQOF?RQFLKP

'LTBSBXEEMMOQEO@ESBIYEF KFJKB@BFREQD JAIQERALRHAAOBPP

> 1 Q BMBO F SQALV 1380 P P(KKEK @ > PEB PP L @EB-Q T LMV DB BRBPBO P
FKABBEK@DBSEBIOPEKGSLOJI>TUMEBKAIPRU@ESOKBBKELOJ>QFLK
,LOBLSHOKCLOJFRIPLISRXBA ¥ F C C BICBIKG®RBR@ LJBBE> 0 QRO
GRADBBQEEBKCLOJFRPOIKP QTLEPENRBHEPIY>QUIPRPQTLOQEFKBPP
RP BIOFAM L Q B KEDFSBD/B SBS BIK OBK CL O J>TLREBJP BISBPPEBFO
@LJIJRKF @ >Q EXIERPBE E >BU QBKAF @B P \E ® NE BVAB ORP QB A
/OFJB+FO@t AA OBPEPB> | | B-KIDER PKQ EX®B O F J B FRCIBK A R ® F K@D
OBPBSE@EBQEGBP EBCPRBL YBNB KBEKURQEBOFQ>KA>0AFW>QFLK
'LTBSBOFJB+MCB RQ>HBCB®LKQOFQRKQEFKKIR®@ABJRKPEBFBP
BK>?IB MOFS>@V CLO KBT (KQBOKBQ >MMIF@>QFLKP PR@E >P |



"E>M O

PrimeLife Results
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2.1 Results available from PrimeLife

2.1.1Activity 1 - Privacy Life
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Privacy Dashboard Extension
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2.1.2Activity 2 - Mechanisms
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Identity Mixer
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Privacy Preserving Secure Log System
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Multilateral secure interoperable reputation systems
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Privacy-Awareness Panel
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Fragmenting data for protecting privacy
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2.1.3Activity 4 - User Interfaces
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2.1.4Activity 5 - Policies
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2.1.5Activity 6 - Infrastructures
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Target Technology Platforms
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3.1The Web

3.1.1Architecture
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3.1.2Standards
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3.1.3Evolving Web Application Development Paradigms - Web 2.0
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3.1.4Semantic Web
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3.1.5Privacy technologies for the Web
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3.2 Service Oriented Architectures
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QLAAOBERBLIILTFKARPPPNEDRBOLMB®ARFVAOYKEPE FABDKQF QV
PPRO>K@BKABDERP REFS>®KB O PEFAF>?FIFQKAP>?2FIFQV
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"OLPP "LJIJRKEQNFK>®RILKI>?LO> R ®>OKARQOB>E&EHBQ
1BPB>O@E 4PB ">PBP >KA 1BNRFOBJBKQP '>OJLKFW>QFLK >K

*>SKQFBLEP Q>KABINFERDK F VI 2 QFLGB @ ERKV B@ F C B BEBERFEM R
LC>KQFIOPQFFMBEBHR/A @LJIJBKAKQWEKA L O@ >HA L KK >K Q>0 >
(KF QF>RIGBBL OFHP QB @ ERFM @@ IF FRI® PTBPRR JFQBRAR . RMLK
@LIJMIBQFLK

3EB *>KQ>0> (KFQF>QFSB E>P PR?PRJBA QEB TLOH MOBSFLRPI
4.5.2Liberty Alliance

+F?BOIFW KB BOIFY KR LRKABA >P?RPFKBFP K QGEBL > |

L CAB CF I RIADD F SIFKBXB @ E K P [L-DKVA MO A& B>K@R\R P F KOERFFA B OFLKCB P
CBABGABERKG Y B JBHQJI B J? BOIEB K AQ.10] M > @REKHP RJIBIM > K F B P
DLSBOKJIBBAR @ >LOFLKK F P (K> RAERYPALE@ K 9IB @ B P RMPBM B K
@LJIRKFQFBP >KA .MBK+F?BOQV LOD OBIB>PBP LMBK PLRO@B

3EB JFPPFLK ?BEFKA QEFP >IIF>K@B T>P QL

\ MOLSIPABKQ >K AK@ R P F HOBRFFRA BCRLIOB A B FAGKAKPD BIB K Q
PM>KKFKD >I1 KBQTLOH ABSF@BP

\ MOLSENBKKAPB @ PP@B KACIOBMFKDARBDK TKQEB@BKQO>IFPBA
>SRQEBKQF@>QFLK >KA LMBK >RQELOFP>QFLK

\ >IILT RPBOP QL J>FKQ>FK MBOPLK>| FKCLOJ>QFLK JLOB P|

3EB +F?BOQV >O@QEFQB@QROB FP @LJMLPBA LC FKABMBKABK(

\ +F?B OABK OBAB OX%QBPURBTL® M ¥PBHE>MQBRKREB>PE®
+F?BOQV 2FKDIB 2FDK .K >KA %YBABO>QFLK CO>JBTLOH

(BK>?FBBKQBAFNO>IQAFLK>DBIBKQLEBDEQRREBPFABKQF QYL RKQ
| FKHPFBM | PEBKALKKR F J WPIBP PIFIKK D B JBEKEO @ E F @ B BAFOGK > | 1V
?2>PBA LK 2 ,+ >KA E>P OB@BKQIV ?BBK FKQBDO>QBA FK 2 ,-

\ +F?BOABK GBOQYBOSP@BRBTDIB2%(# 62%; FPFF?BOQV P
CBABOC@¥FLKTLEBI?P B O S F @ BPRKDL S FOAEBFO-ROBBEFAB KQFQF B P
FEEMBOJFPPFLKABIEERO>JBLICTIBBPQREBP JF PIPPIBA
QQOFPRPDHAKBKQBQBFKIPED L SBUORP @EBSBROKAYQOF?RQB
MOLS FABDRO 2 @ QFBEBE E > IQRP D MO J F RRFER P BX A
QEB >PPL@F>QBA PB@ROFQV MOLCFIBP

\ +F?BOABK QBQS K @BPOCMBB®IFCF @>QRUKR(2: ABCFKBP
P B O SFFKGDEB OCL-@>RFPR BK Q F Q6/B? PBR/SFI@E MDD LSFABR P
BU@E>KDB AFCCBOBKQ M>0QP LC FABKQFQV FK >K FKQBO

3EB (# 2(2 FP > PBQ LC PMB@FCF@>QFLKP CLO FKQBOLMBO>?IB

+F?BOIFW¥ K@B) FSFFAR BABSBEARLEFERALMQELRMB@FCP@BQFLKP
">SPB PQRARBFPFLK
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3 E BK Q BOKBRK BBMPHH @B % P@ L JJR KBQK\Q B O KERFTKGMNB O Q P
/>0 QF @FMKAFSKRRSAND> O Q F @GFBVELK@R\D B B > K F R SIIFLNKGPK F B P
KBQTLRBO>SHEIPOBP BOG®@ GREE B 6 B LC L O J:8IJ? B O BEE BI%

> KV L@ BXB D PKQRQ EBHK3ADB B Q FKKDAK V L& BFKR ? P @® R RB> O Q FR&KF M > Q B
6LOHFKD &OLRM J>FIFKD IFPQP

($3BQ>KA>QOAR@ RIBRMR? IFPEEMNRBPQIIBKAM"PBOFBP
>ILKD TFQE BUMBOFJBKQ>| >KA FKCLOJ>QFLK>I AL@RJBKQP >K

(K1%'" FPPPRLX>QBOB@EB 3% %" ; QELO D >K F W-@LMPE P
PRJJ>OFRVWPEAIILTRMOLQL@XIAMO>@ CE@BEPGB @REBP@>1>7?1B
FIMIBJBKQ OBFMBRENESEF ABBMILVIBKIQQBO L MEDERGBRRBQ
QL CLOJ M>0Q LC QEB FKCO>PQOR@QROB LC QEB (KQBOKBQ a

3EE$3%MBO6DRBRRKDLRAVKP OB >PRMBOBRPBBK QFQEBKRBOKBQ
$KDFKBBOQEEOFKBQ8B&>K M EK QB OX®BFQRAQROBEBPB
OB>P >0OB

MMIF@>QFLKP // FK@IRAFKD QEB 6B?

&BKBO>l &$-

(KQBOKBQ (-3 @LOB QB@EKLILDFBP LC (KQBOKBQ
.MBO>QFLKP >KA ,>K>DBJBKQ ./2

1B>l QFJB MMIF@>QFLKP >KA (KCO>PQOR@QROB 1 (
1LRQFKD 13&

2B@ROFQV 28"

30>KPMLOQ 325

— -

SE®BIB$$X®BL OCIL/@ FJ B MEGEIE B @ R:.OIBWS ", > KAMMIF@ >QFLK
. MMIF@>QBEREFPK@ IRKEPLQL @ PIB @ RIBFRAE/> K PRIPE3 + 2

2 2+ *BO?BOLP 2 ,(,$ #*(, . RQEKALOHKQE®3/ >KA1(
PMB@FCF@>QFLKP
4 7TCG

SEBORPQBMRQ&EBDRME FRPKFKARPQOKA>OARERQEFBKROL
ABSB3KM OLJ:RB B ARPQORE t@AR BQ B M REPFKDOBSKRE CQT>0B
?RFIAFIK BB K > BOBB @ ROBX L OIDIFKBP F WBP-P@ O K &8 F K B
@LJIBO@B QO>KP>@QFLKP TEFIB MOLQB@QFKD MOFS>@V >KA

(K# QEBSBOU@EFQOR@RKR@BFLGOREARBR R QFKMWBLSBOBA

#B P MFEEB @EPOF JB FICB@ B K QOBKQ BB SBILMIBKG MLIP@X
A>Q> E>KAIFKD QEB 3"& TLOIA J>AB PFDKFCF@>KQ MOLDOBPP

3L>@EPBBSBK ABRDPP QO K TRIFRIGBQAC LIOAR IBFER, 2MB@FCF@>QFLK
SBOPFLK OB@BFSBA (2. ?IBPPFKD >KA FP KLT QEB (2. ($" PC

IRQEBLPRIMLOQBERI L VFIKERB>NE SO EBR@ @EGMBRC BK@OVMQFKD
ABSF QEIPBY>K>DB JBIQEBB S FRBBR BILPPSFOEB & JLABIKKQP
RKFKQBOGIBRMEQEBLQEB>0ATOQEBPBIER"& 2MB@FCFEF®@&QFLKP
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BK@ O VEM@RKMSBKBL U >0 HB@BIA QL @EFRBISEBM | FQEK@BOLQB@ QFLK
ORIBPQ®LQB@R@EEB.IRFPLXFE+PBK>TB>PB @ 6 B-i >P P LKA
3"&ALBRAAOBFP PRBPRKA>KAIFEBDHBLIFA@FRP >PBFDE IV
PBKPFQFSB >OB>P IFHB EB>IQE @>0B RP>?IB

CRO@EBBBILMWIEBPBSORPQBMRQIK@EKLQLDBREGOBKQFQV
J>K>DB JBKRQIFIPR BK (AMBK F4E€QPBIBB @B DK LIB>KPPB@ROB

F A B KQEQ@Y> K P J EERBLKQFMAB K Q EG®Q QE BRY LQER JB KQE B

30RP Q? REBX QH®@CHEQEB P P R0 BB A BKQLFTYESE | VIV K PV
QEARRHEPMOLIFPEKELIFE@RES>FI>REBFQ@WV(FKCO>PEOR@QROB
FJM SL@DERBP > ? FIE A B KR\FRQIBFHBI B K (4R P@® > REFO QRIGEBKPFQFSB
A>Q@%R O QE BXKIL@EBOQ F>QRBE B M O DBFS M@ @@ PRJ 6 (BE &

QB @EKLRQES QBP FKD, + >R EB> PE EDE B MOQ@ PRE @B K SQEFEPP

LC EFDE OBIBS>K@B QL QEB /OFJB+FCB MOLGB@Q



"E>M O

Architectures and Frameworks

3E FFFB @ @ PIBPBKAEPO KPQFK K>O RRDEBQKFQERY $"OBIB £1@BB
>@QFSFQFBP FK /OFJB+FCB 3EB /OFJB+FCB MOLGB@Q MI>K >K

BLOHRMILRM& (KQBDQ@FQ@RUTAIELKQL@NPS")3"

2" "SOAP >KA MBOPLK>|I FABKQFCF@>QFLK
6LOHFK®DLRM 6& MMIF@>Q@FLEBQDBOE@GARMBOPLK> I
FABKQFCF@>QFLK LC (2. ($")3" 2" ">SOAP >KA MBOPLK
2R?@LJJFQQBB IFLJBQOF@P (2. ($" )3" 2"
BLOHRIOLRME& (ABKQKQOWDBIBKIFSSR@EKLILOFE.BP
($" )3 2" (3 2B@ROFQV QB@EKFNRBP

3EBI>PQLKQEPRLPBBK® QFBROFBR TFQBEBL>LMOFJB+FCB
/>0QMBOQF @&M@QRDEKRRPBIBSPR@BRBO >FPBAEGRIB+FCB
3EBEBPBBKLM >0 MM F FKM>QFEL K >KA" ARBIQEE @l
NR>IFEGBRA>OAFWORBPL R BEBEHBOF L CEQPEBPBYINBBBPLRO@BP
3EB O BTHFEEY QE@RIFKPBP 6& /OFJBEF®BQ>? AFPEBRE®MEFP
TLOHPIOLRKNA>R>0QF @ RMIBBAFKDPPQILKQERQEMBOFLA
/OFJB+EF0IB> AP FDKF @GFLA& QIOF S FPQBE KB @ L D RVFRBEBA-CBIF LK > |
ILAFBP

3EB QBOJFKLILDV FK QEFP PB@QFLK CLIILTP QE>Q LC QEB OBP
5.11dentity Management

5.1.1ldentity Management Framework (24760)

3 E FPRQ > K R M® AFC00FBIB TILB @ R BF>KIBOF3>RBD B LEKABKQFQV
FKCLOJ38ELK>JB TFLFOKQ B kK ABRF A Bl ERBF AB>KD® @ Q F SKIQRB P
JRIQFK>QFLK>I @LOMLO>QFLK QL FKAFSFAR>IP QE>Q FKSLISB F

(KFQPV  JBBQFKEFGORER E>PMML BRARBABL K& # >PL BAFQLO
LQEBY>KAGQ@EBVIBBQOKE. @R JBHDFO @RPECBRQIFAQBBQ



FK@LOM@ t OV KRDBES WFBR\ B C F K E QFBL.GRPPP B K@ LJJB@QPIB@ QB A
>KA PR?JFQQBA ?V QEB /OFJB+FCB +F>FPLK LCCF@BO '>KP 'BA

% LQE-BR SBJ?BO JBBQFXMI B +F CHBQ O FERRIEE IGKFPK@®A KP L | FRER FK D

BJB O D@ KPP BA® RBL O H PIOD RKO E@B O J F KABLIPK F Q F 1 K FEG P
IF>FPQKQBIGKMDPBWFEE @ R JBKRQ Q M- GBERI O L MP MEE®D BK AP

QIP MBRNM R ? | F FLED EB > GQEE © SBB > @@& BK\P B B P @@\ K P BIKBPRIP
MLPPERQE@BOJFK:KIAD\P @@K @ BEFRWO LMLPHIFABRRMMLIOQ B A
MOL@BARO>|I DOLRKAP > AB@FPFLK LK QEB MOLMLP>| E>P ?BBK

SEBBBQRRM@ FALBAK A >(HEBA F JIF@QED L J M IBEBO >LCQ E@ D> B> Q
ABP@QEBB® LK @QBARPPRBALK X # IB>QEBCCLRORFPRBRA MEQQPR
-BT 9B>1>KA RPQO>IF> >KA QEB 42

3ERL @ R FXK@L O MQ BIBBANK@] OB ABB BXB | B >PERA@ @KAJFAQBEBQ
"# B>0IV )>KR>0V

JOFJB+FCB TFIl @LKQFKRB QL FKCIRBK@B QEB B>0IV >ALMQFLK
5.1.2A Framework for Access Management (29146)

3EFRQ>KAMOQAS BB P JB TLOE @B KP DB IKKWEBB @ R MEVEXEB

M O L @B-R&P@FEFCPL O J ¢ QIFOLEP@ KB @BV @ CB@ @BPPEBB @ RPBFOBW @ B P
>SPPL@F>QBA TFQE QE>Q >@@BPP @@BPP FP J>K>DBA ?>PBA |

6LOHKQEF@>KRAFBB>PIY>DB >KRR?P QA EDOFPRAEKBRRB A

Q@ LJM (BEFD >IEPPRQ > K AP ORBIV L | F @R \? BOB IBE+IOF JB+FCB
QL ILLH FKQL MLPPF?IB @LKQOF?RQFLKP TFQE OBPMB@Q QL QF

5.1.3Entity authentication assurance framework (29115)

3EFPQ>KABPAQ ORFBB FKKABEOF K CEBKEFRYEBK QRO QFEKBP
O>QFCK@®BERIMLO QN® B FKN\FPREFEBIPP PR FCHKKEMBQEBKQF@>QFLK
AB@ FPRIIONL SF@BPJIB TILEIMP BP EE KD L B BB K Q FFQABKFF Q M EK B
QEFBPPBORBAFKQ>QERED LR BKLARBXKQF @RV BEBFPQ >KARPOA

GLFKQ MOLGB@Q TFQE (34 3

I>P BLAC @ LK QO ETRQERIQ EBL @ R B B& E > K@ BKR P F ABIOE2RV
?BBXBIB>PBAE# 3ER E>KDKBE®IRAR F CF @ ®QEBE K C80 >J B TAFO H
?BFKBABXA@ E > kK BEEB@ LB B C (BRI A >RB @ R EKYERIOKBD. BKEB
AL@RJIBKQ

5.2 Privacy

5.2.1Privacy Reference Framework (29100)

3 E FPQ > K ABGOLAS B ACEOP> J B TALIOZHO F STEEBE > K A IP KB @FFKECH@ JF R F LK
@LJJRKF@BQEIKK(IBBVPGBAOBPPFEBREFDE NBBGPMBERQFSB
DBKBRMSI QRRB 1>@BP>KFWQB®EKSR @ OIL @ BAPRIEBS@QPS B O > | |
MOF SC@\ B TRIG K E L REBIAB C F KIFOKSP>>@ B D R 96 A RKEID B RBKBIP
OBI>@B(( /BOPLKABKQFCKCROR>QOLIQ BPRVPEAFKCLOJ>RALK



@LJIRKF @YY@ R K\GR O F P AFEBQFT + KB TRRQ K B>MM | F @ K2 KB
FKQBOK>QFLK>| IBSBI >KA >AAOBPPBP PVPQBJ PMB@FCF@ FPP|

(@ P BVBR O M [CPEFIQ B O KP-@:FH @& MEDA. DFRARA GKLE@ B BRAKICALIODBSKQAF L K
@LJIRKF @Y@RMmBNRF OB LEKOQRD BRPEKDB Q F&DJIJLMOFS>@V
QB O JFKABONKPKEG@ERK @ E BKEA. @ B P(P@ KQ B D IMIFPER®Q R OB P
>KABI>Q FKBP @ GRTRAD JMQ F BRP@NBQGBQUF P P B & FOORFFQA\B I3FEKEB P
CO>JBTALEEB O > PEIFOB P F O AAIBOW OR SQ@ X A> ORKPO DEQESB P
BU>JMIBOQB@ERBQOBCRQAEF CHL@EROBBIBKOKRFBEPMB@FCF@
MO F SQ B@ E K L OLLDSFKB 8 B OM O F SI»@ ¥ D B JB8 KQEBP PR OLBV@DE S>@ V
@LIMIFCK@RB P LRC @A @ ERMEF SSI@V-@EBPPUBK®RB@FCF@
BKDFKBBOFKD PMB@FCF@>QFLKP

3EBOFS %@V JB TAMBF KB SB | LOMBE LIPIBAF S FIFRMKP K Q BB E B
PQ>KA>OAGIFORBE+@ B D ROQ K IR EMB | 9QREMOL @ BHEPKBABOMOFP B
("3PVPQBEFP VFK @ IRKBF S FAFSLIBIBMB @ FIZ U E @RORKDF QB @ Q FKD
ABPFDKBRBILKQBRRAKP K F PBIONFBO X QFK\DP QBB L DKGPB KD
DOLTKBBQLF K@ L O MIOTSQ RENR F O B B B/KAQFFSP-XAC\B D R @0LAKRIEBL | P
PVPQ@BEBILMBRRQAIMPOBMB @ F € RP@ @ RBSG VL MB BER\QGEY B PP

(KQBOK 2QF K N\ BPHEER-DRBAF B KI@3P VP QBE B | LAKBRBM >0>QB

PB @ QRLIKS PACFOCD) B FIKBIR FABCEKIBRIMOQRREI @ FKS>@V BKE>K@ FKI
CRK@QFLK>IFQFBP >IOB>AV AROFKD QEB PVPQBJ ABSBILMJBKQ

3ERPOLGBIQBRJJFQOBICESTIFRDE B A% E>S PBEHK PRBA Q FKD
QEB ?BDFKKFKD LC

5.2.2Privacy Reference Architecture (29101)

3ERPOLGB @@ OLSFAW® D SC>-RO\B O BHaEF Q BABQ RABP @ QB PRP
MO>@@QBEI@BRPFOB@EBRI\E BU B KQHOFIK>@BDROBNRKDBRIBKQP
QEBOMB I XQUBER O L @ BIPGVAEKDP L R A BIK Q FRIFCL20B B RFFKLAKL O J > RA L K
@LJIJRKF@Y¥PEGBEMR @ L SBESB> O FR@ PP B P OF@BV @ K > D B PKKQ

Q EBB N R¥ O B &R&K\@ Q F CK/Q(F BB Be QF@BY @ BB I3 M L P FQ RIBEBF KD
OLIBR®BPMLKPECGFFKSEBPBA GEBPO F SOEIC\B G BIAEE © BE&QR OB
M O B P BXKXBFMD > G\QTFESE> @ V B K E>EKRA)BAIBIRM B L S DRE R SOL@ B

M | > K KSAKADR F | AIRKDQBJ@ E F QBEEQ RF RIFEBOQ B BIOA IEKD>@ OLP P
PVP QB3 QC(®BPRQEES @ B MR>BID/B NJReA PLIIE@P QB DL DGP 9&RL K

@ L K Q S BAM B @B@QE®> J F Q BFI0 FA RPF @BV @(@R) EMR O MIGB B F P

MO L G RI@ Q TFRABA aKL& B BAKKKFIFK@EICE @B® SBIAV@ B I B KIQC Q FLK
MOF$>@BDROBNRKDBIGER®LO @ LKIRKF@*PEBEBOBCLOB
FBP Q> ? MVREBSRET B O 8 0@ B Q EBKDRPBP OB ERQRBIGRABPP >0V
MO F $>@ B D R >E-AFRREBFEB/ P B L E BPF\S @ OR.\PPQB 3 Q CLIOAI P
Q@ LJ? RERF G FPROF®BRGHF O RSIEREJMO QEBO L HBIOA IIF(D

L SB O AIAFQF LKBBOF SSBE\B © B Q@ B Q B GRFRIMBE @QRKFABE K QEK D
RPB LC MOFS>@V BKE>K@FKD QB@EKLILDFBP

(KQBOBPQEREBRIABKBCGIRPFRE® LK @BOERBOFSOCROBOBK @ B
>O@EFBGR@ (RB®B B P BXAUXDE SBPRABPFIDKE EBI L MFWIB IJBKQF KD
>KAMBO FEREKD I>KQ@ LKIRKF @¥PEO ASPOFHBQE BROBBMOBPBKQ>QFSBF
COIS’>OHBROBD>KFRBERQFOKPTBEM® P IABSBILMIBM KRG BO>QFLKP

L@ R P F REKFEDPR > I:FRPR OKKA@ @150 L Q ERE GBS MB @ KRQBEGXB P Q



>M M | @ KIOP FPO@ K DQEB@F EX® @ L J @ ILFVEl FTK@HES B @FLFS® @ V
OBNRFOBJBKQP ORIBP >KA OBDRI>QFLKP

3ERPOLGBIQER OHARPQQIFEBE E>SPIBECPRBALJIBKREED
?BDFKKFKD LC
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Policy and rule languages

6.1 eXtensible Access Control Markup Language
(XACML) v3.0

7"+ S 7"+ S ;FPK,+ ?>PBDRGIEBMOBPAKPBO@E>KDFKD
>@ @B@PRQNUF BEBPKDREOBRAEBRK@ QF LICI LP@BREPROIFIG @ V
I>KDR>BKEPPQ>KABYQA KPLHLEQEB CFKBRIRK @ @5 MXPMBPIF @ V
@LI?FKIQFEE R LLK (K>AAF @AQEBKDRYDB+ ABC FKIBPEK
>O@EFTRQ@BDBSER>IQIMIKF @ RBP@ LJJRKF @OQLRLK@DB PP >DB

FKQBO @EIBEDBERFRRK@ QFLCECIBRYERBP+ @>XBPRJJ>OFPBA
CLIILTP

\ Policy combination 7 ",+ MOLSFABBQEICA @LJ?FKMKIOF@FBP
FKABM B KPABK®@ ¥ € 8 B&KRKMEMB R C D KBAOF @QHEB>JB
OBPLRERBREC @ @BE\PR BPED BP LRPR?E F Q @BAP @B HBKR L
@LKPFABO>QFLK >IIl QEB >MMIF@>?1B MLIF@FBP

\ Combining algorithms 2FK@B,+ PRMMQERPCFKEQWFLKFOQKAB
KBD>QRQEL O FO\EERMEHRPEAXIBQECLIADB @ LKRKFABMBKABKQIV
PMB QW CIFERFB®E BSO IR F@FILKQO>AF@QRPRPRM VAKX OBKQ
@LI?FKFXIDOFRrE@BMOBPBKQ&KLID] ?F KR KDPFABI® FP KK P
> PFKDIB AB@FPFLK

\ Attribute-basedrestrictions 7 ",+ PR MMQ BERBFC F KIFMIE LK@ +BRK
DBKBNP@®MBCQREF2?RBB@FFQER?GBE DRP>IB>AAOBPP
L@@ RMKBBKLRD @BCBAQCKBKMB",+ FK@IRABBRFIQ FK
LMBOXQE@ABM>OCRDF2MRBRPN OLSFABCECKOAARKRDOQEBO
CRK@QFLKP

\ Policy distribution /LIF @@ BRBABCFKBA CCBIOCRIQERBKCLO@BA
AFCCBRBKQ@BLBK®R7 ",+ >IILTKBLIFGLKQX®BRCBO
QL >KLQEBO

\ Implementatiorindependence7 ",+ MOLSFIBPP QO+ @/EEKBRLI>QBP
QEBLIF@QV TOEQBRIMIBIBK@ABQFPEFEFIPV HE®R >0 > IQEBRP

AFCCEBOR KB B K QMBREKPE® L K P FP-Q/BBQ > OLAGBEBM B @ FCF @
FIMIBJBKQ>QFLK



\ Obligations 7 ",+ MOLSFAB®EC LOMB @ P@/FRIDKIALPAFD>QFLKP
TEF @EPAEC R I C FKEBLAK G R K MBI FB&'C L O @B ®ESRD @ BP P
AB@FPFLK E>P ?BBK Q>HBK

7 ",+ >IPERMMIRIQFFRMRBCGB@BRA®FCFK@ PEOKDMMBIF@RMQF S>IRBA

>SQQOF?RQBP @LKAFQFLKP LK JBQ>A>Q> LC QEB OBPLRO@BP

%FDROB 7 ",+ SO@EFQB@QROB

SEB?LSBEFDROBPQEBYBP TLOHPKBES>CHLFIQEB® @@ PIRQOLI
BS>IR>@r@OBWPLIKQJOQHRFCLIILIEB®OBNRPBRERRR @ @BEPNRBPEB
Policy EnforcemenPoint /$/ JLARIBQ B ME F @ RPEKKA R EBntextHandler
POBMEBLKQBIKAIBO>KRBIBDEHFDEGRNFBER@ >KLKHA@I@QIIBA
XACML requestcontext > K R B KKAQQ Q BPBlicy DecisionPoint /#/ PQBME B#/

F A B K QFEEaVBVA F @& & PR 8 FLBKRD ELBK BAPQ L © @APBlicy AdministrationPoint

/ | >K®&BQOGBBBE®O OBNRERNBHBS > | R >XQHQKRPEK Q BXKAIBO
POQBMP(®LJIBQQO P OIRPEHOK@BL K @B K AN BRB @HHSBIRY Information
Point /(/ JLARCR@LIIB@BB3HB(/ MOLSF>ABPTF? RBE. B Glhject
resource > Kehvironment 3LQ EM R O MQLEFPEB F K Q B DB @BRUBjectsresource > K A
environmentJ L A R | BP&hvironmentJ L A RVBD L SFRARE Q Q O RERQBRI B LK Q
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Q>BB>RQELORW @FPKK RBK A B M BIKG BKQ Q Bu@jdt re€ource > KA

action 3EB#/ BS>1RQ MBLR F ®@0-BAKEER Q O+ @ Q B A KRRG@ER XREML
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6.1.1Basic XACML concepts
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<Policy Policyld="Pol1" RuleCombiningAlgld="...:permit-overrides" ...>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:stringmatch">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
urn:example:med:schemas:record
</AttributeValue>
<AttributeDesignator
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:resource:target-namespace"/>
</Match>
</AllOf>
<AnyOf>
</Target>
<Rule Ruleld="ReadRule" Effect="Permit">



<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
head physician
</AttributeValue>

<AttributeDesignator
Category="...:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld= "urn:oasis:names:tc:xacml:2.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Match>
</AllOf>
</AnyOf>
<AnyOf>
<AllOf>
<Match Matchld="...:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
read
</AttributeValue>
<AttributeDesignator DataType=".../XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"/>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld="urn:oasis:names:tc:xacml:1.0:subject:head-physicianID"/>
<AttributeSelector RequestContextPath="/ctx:Request/ctx:Resource/ctx:
ResourceContent/hospital:record/hospital:patient/hospital:
patient-head-physicianID/text()" DataType=".../XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"/>
</Condition>
</Rule>
</Policy>

6.1.2XACML 3.0: Privacy profile
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<Rule xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-06"
Ruleld="urn:oasis:names:tc:xacml:2.0:matching-purpose" Effect="Permit">
<Condition
Functionld="urn:oasis:names:tc:xacml:2.0:function:string-regexp-match">
<AttributeDesignator
category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
Attributeld="urn:oasis:names:tc:xacml:2.0:resource:purpose"/>
DataType="http://www.w3.0rg/2001/XMLSchema#string"
<AttributeDesignator
category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
Attributeld="urn:oasis:names:tc:xacml:2.0:action:purpose"/>



DataType="http://www.w3.0rg/2001/XMLSchema#string"
</Condition>

</Rule>
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6.1.3Current status of the XACML proposal
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6.1.4Relations to other proposals and to the PrimeLife project
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6.2 The Rule Interchange Format (RIF)
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6.2.1RIF Dialects
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<sentence>
<Forall>
<declare><Var>item</Var></declare>
<declare><Var>deliverydate</Var></declare>
<declare><Var>scheduledate</Var></declare>
<declare><Var>diffduration</Var></declare>
<declare><Var>diffdays</Var></declare>
<formula>
<Implies>
<if>
<And>
<formula>
<Atom>
<op><Const type="rif:iri">cpt:perishable</Const></op>
<arg><Var>item</Var></arg>
</Atom>
</formula>
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6.2.2Use Cases
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6.2.3Relations to PrimeLife
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6.3.1Status
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O B MR.BLOBR > @ € B\Q EIF- P J > Q BET B BFRP BNDOMB C B 9 18& 8B BVBL FF @ V
FREBLP@LJMIBLEBMIBJBKW@BRAB (JMIBIJBKQSQELK,; 3EFP

)>S> ?>PBA MOLUV FIMIBJBKQ>QFLK ?RQ ABSBILMJBKQ E>P PQ

CQBOMBORBKR® BIPBBA T>GF M QEOR A QEB P E..KMBPKFK @ OBJBKQ > |
FIMOLSBZBRQIEOB6 LOHPELM>KAKLQE®EBKQB S ¥ P RAKQIRD B

/| | 6LOHPELM3EEFOPQHPEQNMDOBROBEBGKK / // 2MB@
QE>®ARBR B DBERFAB+KIRB K O LGBEO L QI@LLT PKINER B KQEIC\D B A
PFQBP AFKRLE>¥KVQEFKREGBPBDBKINGBP FRKNMBOEBALMIB
T>KQBRA>SP Q>KAKPEBEP Q>KRF QR 3E RLPKB D BXRFABOBICEB @ QB A
QEBBBRLADEBE>|IBRIXBC CF DG B8O@ ¥ ? EPAEMBIB 9I L KEE B
FKQBDO>QFLK FKQL QEB 6B? ?OLTPBOP

IREIQEBCQBAITQPLSBOKPRKQBOBRF QEING OB>@RB | IB@EeBLK
M O F SAREP WREF C°QERE B G ER > JBO LE L Q > MIVF SSROE F DADQ FE B B
DLSBOK3IBREB ? QULBKHB O | FK QBUOBRQ IMO F FHEOV/F & BOQBFHEAB P
ABSBILMJBKQ PILTBA/ALTK2MBI®@P MR?IFPEBA >P > 6LOHFKD &OL

6.3.2Conclusion

/ | TLOGIBJ>BREFVMLOQL®OJB +FEB> R EGF S 0 Q BY BIQM G\B-RP
E>KAIFlEPQOR@O@EBBBEAT2MPELTFEB>\CLOT>IOABPRKQB A
LKINKILQGB?PFRBMIBJBKREFRKPCILLA BPBMB@IE @Q BFQKP
QOPEAROQEBOWMODR>@BK /| #BP MFEE QESQ>KLOAAOBPOBER

/| | 2MB @ F C 6 @8BP@E/IK F @ IFB-RD+ SB O K>R@MB- VRBP MB@ BB O H

>K@A, OB>IPEFRMOTF @EF S LOF S 3 @K [EBG A K@ BB @ HBK A
RPFKD > / /| BKDFKB 3LA>V QEB IBSBI LC / / FIMIBJBKQ>QFLKP

JOFJBF QS HAS>KQE®MEBUF PIQPRB® FUBV I BJBKIQ® QEKIB PFQBP

Qb@NRBQBAKAO>A@LK@IRPRMKREB/ @E>I|IBKIERKOBPLISBA
>KA @>K ?B CROQEBO >AS>K@BA ?V QEB OBPB>O@E ALKB FK /C

3EB / @ LK @ Bwde@ilitarizedzone Q 2 L L Q PN) OB Sl@ K@D L Q FE QFFELEK
>AL MO BB @ L&KRAJ B AFL.0 B @WD R ABP @ PIRBBASBO>?IBIPLQEB
/ 1 SL@>?RRPYHMRBROMLPB P HBM FQ EB>PH @0 M KA. |E K\EB>JB
I>KDR>DB



6.4 APPEL

-LQBEF®E>MQRBW®JBEOPQ LOFE@BIMWBS B | L MW KIFI@K/D R ¢ (FP
RK@E>KDBA COLJ QEB CFOPQ OBMLOQ LK PQ>KA>OAFW>QFLK

/1$+://$+;PMB@HREKBRCIXB P @ G&F?IF B @ QFOLKEB O B R @BAF K D
MLIF@FGPBB kDB K@F QEIRPK D R >R BROKU M O/BPEFC B BB R BE P
MOBCBOBK@:=3B BRRBBEG @B ®E PIBRPBA/QEBPBOBRQ@>HB
>RQLJIL@BBJIF >R QAB®@BRAKPOQAEERD®@ BMQEPFE@HERPKB OB>A>?IB
MOFS>@V MLIF@FBP COLJ / / BK>?IBA 6B? PFQBP

QPLIJBILFRKDPFJBEB/ 2MB @ F CEI@HBAI RMELRQESO@ L JJLK

FKQBO @EKKRBDBMB @ FRR/BWBOB CB TERK @ BPKABO P LIA /

FIMIBJBK GP@ALKAEQPRPEQ@ @ B MEARGBQELKE B @ E K2 BLTBO > |
LQEBOCIECGBAAOBPPBAFM@L ? BLIOQ E®@QJJRKHQ'RAER | BPK A
JOLCFIBELBU>IJMKEFKQBO @ EC KO B+®I(BB C BODMBIBEREA | LA>Q >

M O L Q BMEDQFELBKP © RLFKOP B J FKK-FUBR R F A B+ KHABFC VRO G SW@L\Q B @ Q FL K
IBSBIP QL RPBOP TEL E>SB KBFQEBO QEB QFJB KLO QEB HKLTIE

6.4.1Shortcomings

(KI>Q @ EF WD | F@EB®E R B> KIDBBM Q FILKP&KE D B& GXA\L LEL O

//$+ DF SBPR D D BFPV\DEB@ F CH@>0F@ EFKIDO FREKQBO @E»KDB>?1B
ORMBLOJFEDF@EK >@BBKIBUFPPK®BOLICBOIAOBCBOBIB® B
'LTBSREJMIBIRCBERQBQQEBRDI>KIDWLPPF?FADE@FEPOBPRIQP
FKKBUQOB@BIWFEKI)BOKMIKR Q FTE@\S PG FAG P F D IRBAD® E B

Y1"/ / MO L @D@RA L JBM F GEF K Q B BE FREXE) B GO+ @B8B S BXL L
@LJMIBU CLO BUMBOQP

AAFQFLKM+\E>RLIBKMOBAFERBERXSHBR O ML | F@L\RIET O F F&B K
QTAFCCBOBRR@>S KKEB> JBB>K KB EB/ $+ ORTRR IA>QD BB>JB

RKBUMB @RBEFP> ARBD EB> QBB+ T>MEBFQPGE LKP QORI@ Q
|>KDR>DFEBKL#%Q B @ E K L3 EB®BRPER D D B ERIMPPREBP BRQBOC>@B
2\>JLSBC / Q&CLOJ> LAFBA 2 RPEFPR LQ> HBKVQ EB 2MB@FCF@ >QFLK
BLOHRMILRRBLEI>@KP RMNMIOIQEB L JJ R KK@EWEBIM I B JB KRB0 P
BKAMLFEOT>MR? IFPEBAOHRKILRIM)BK MOFI (FRPBEFK

JLPQ/ FIMIBJBKQB FOKS 3 BA>P>KFJMLOLD ISKPR?PBNRBKQIV
QO>KPI>QBA FKQL QEB FKQBOK>I CLOJ>Q LC QEB >MMIF@>QFLk

3EBLOJASBA3EBDSBPILDEKQFKB/B®>KA R IBIPB K B@4+ DX E B
2BJ>KQF@BJ>KEEFTA B @ E K B ALBK/D F KBB0 IRV KB B AKS T
@IB>KMOIQEFE L QF DEIPO F SLK@WC Q BIKP @ F B A@ P @FR@BP'F LK P
@E>0QBEBRBBKQB O @EOKIRRY6 L O HRKIDL RIM%QEBFB QORKKFKD
MOFSX@VYITOPRBSBIPMBRER(,$/OLGBIDG; 1(% RKI¥CO>IJBTLOH
CLORIBBEBPBHEBQELFJIB A@BJ)? PHBOF 3 K@VIABDYB I PMB A
/1(,$ TFQEEGO>JB TABINL (% K OABBBSBIHBT (% @LJIMIRIKQ
I>KDRSPBL(,$L? I FD3IOKDRPIB? S F @R A RAB OBKOBK@DBCFKB
QEB >MMOL>@E QL ORIBP



6.4.2Conclusion

//$+FPSB®YML OKFFKPOB®TF PORPBKDR>KEPPIFDEQBJI>QROB
//$+ EBIQERKABOPEBEER KA>JBRDBAK @ BROBIFKD K @WK Q > U
O>FPBMOF SGB\CBORRREBDBOP KLRPBR>RBI//$+>FPREBOB
>OMBT>KDR>RBB @ EK LLIRQE BPER P BE > SBR @& B >KMWMOQ+@ E
MOFS>@V ORIBP

2 QFQE/® FJB FTIBG B @R M KQ EB> P@@K @ BBV G AKOF SW@B\CBOBK @B P

F B>J>@EFKB FKQBRMNRSERER @P B@ PKUM CEELAQ E BW M B@& BF O
FKCLOJQ RE)LWKB SEBB @ LBRAJ B MLOBRED FKBIFSBO>?IBB>QROBP
>KBUM O B ©BEB O:BKIGRBE BQ>KB>R QL J > Q@@ BBAFKPROSBO P
MOLMLPBA MLIF@V QEBOB?V >PPFPQFKD QEB RPBOP FK QEB B!

6.5 Enterprise Privacy Authorisation Language
(EPAL)

$KQBONGESPRQE L O FP>QFRXDB; FRCO>JB TLMHK>DEKDIB@ QBA
MBOPLK>I A>Q> QE>Q >FJP >Q BK>?IFKD BKQBOMOFPBP QL CLO

IOFS>@V MO>@QF@B MOBP@OFMQFLKP >0OB BJ?LAFBA FK QEB C
6.5.1Structure of an EPAL policy

K $/ +policy FDFSBIQEBLOLC 7,+ A>@X O R @RS RARNS B K
PB@QFLKP

\ 3 EBolicy Information F A B K GFENBE BAR@DM. S FFAKRKLED J>TLRE&P PR B O
QEBBOPHRXKX?’BQEBQ) ¥OQBEEK A >QBEBBMI> @ BUIB-Ka®\J B
QEB 1BMI>@BJBKQ /LIF@V 5BOPFLK

\ VocabularyReferenceMOLSBPMRF KRB EBLOUIC KA1 (QL>KS/ +
SLE@>?RIESYP @ OR?B@L JM L KBK&PKBR P B-AQ EGR IBH E B
CLIILTFBE® GEIBKEBR. J M L KABEKFFREBK Q FQWBPEKSS LUSHE A
QO>KP>@QFrARKBOP>Q2>QBDLO@RFLKFOMLPBRAFQFLKP
.?IFD>QFLKP "LKQBUQ ,LABIP

\ 3EBRUlingSet FK@ I RABRIGBEARCHFEBQEBOQSPBRERIILTBA
ABKBBAB O CIKO Q EKK#> Q> QB DAIC® B O/ROAKR RBBMB @ FCF @
"LKAFQBERKRIBCPBOABDBRBP @ BKAOBKDBAEKREGB ORIB
>SMMIABEBIILTIROABKPFBPBNRPRQPBNRBBOBDKLGBAB
>MMIF @0 BN REFRJI R PRX @ IREE JBI B J B KQRROE> WP BO P
@QFLKP >P FK QEB OBNRBPQ >KA >I1 LC FQP "LKAFQFL

$SBON + ML I FRGRVE > O > @?Q/B Kb MRB-&IdballCondition > KAV>IJ>KA>QLOV

Default Ruling. SEBBC>RRQFKBIILTABKIVVOKLQ >MMIF@ BRQIBORB A

O B PLRDEMBL | FB@ ¥ | R SFQPEBKL ? L K A F @ ELKP® LO RTE Q BEMBL | FF@ V
SMMIF@>?1B

6.5.2An EPAL policy example

PFIMIFCFBA BU>JMIB LC >K $/ + MLIF@V CLIILTP



<epal-policy
default-ruling="deny"
global-condition="isChild"
xmins=...">
<policy-information
id="coppa-policy">
<issuer>
<name>Guenter...</name>
<organization>IBM Research</organization>

<lissuer>
<version-info
last-modified="2003-12-10T12:00:00"
>
</policy-information>
<epal-vocabulary-ref
id="coppa-vocabulary"
revision-number="1"
location="http://www.epal-research.com/epal-coppa-vocabulary.xml"/>
<condition
id="isChild">
<short-description
language="en">
This condition is true if the data-subject is a child
according to COPPA (i.e., age<=13).
</short-description>
<predicate
refid="http://www.research.ibm.com/privacy/epal#integer-less-than">
<attribute-reference
container-refid="datSubjectInfo"
attribute-refid="age"/>
<attribute-value
simpleType="http://www.w3.0rg/2001/XMLSchemat#integer">13</attribute-value>
</predicate>
</condition>
<condition
id="hasParentConsentToCollect">
<short-description
language="en">
Parent consent for collection.
</short-description>
<predicate
refid="http://www.research.ibm.com/privacy/epal#boolean-equal">
<attribute-value
simpleType="boolean">true</attribute-value>
<attribute-reference
attribute-refid="parentConsentedToCollect"/>
</predicate>
</condition>

<rule
id="rule1"
ruling="allow">
<user-category
refid="Operator"/>
<data-category
refid="PI"/>
<purpose
refid="any-purpose"/>
<action
refid="store"/>
<condition
refid="hasParentConsentToCollect"/>
</rule>

</epal-policy>

3EBILIP@VSBILTRE@ LI @@ Bl ADBXKR Q LFABBO L S MABDABK & FEBHPQ
?BBIXF SBIKB1BJBRKBIPRB C F KFRIER K L S IFABRDHE-policy B | B J BHOB
ABCFKBA FK SL@>?RI>OFBP QL TEF@E OBCBOBK@BP >0OB MOLSH



6.5.3An EPAL query example

QV MB @ +authorisationquery ILLHPHBLIILEEAFPRPKBU>JMIBEF@EB
MLIF@V >?LSB >MMIFBP

<epal-query
xmins=...>
<user-category refid="Operator"/>
<data-category refid="PI"/>
<purpose refid="Inventory"/>
<action refid="Store"/>
<container refid="UsersRecord">
<attribute refid="User|D">
<value>0123456789</value>
</attribute>
</container>
</epal-query>

3EBfid >Q Q O EFEGRE®Btainer B 1B JBXECBG QE® L K Q + BB BWL | FGEE\F ©
FKPQ>KQUREBRAELOBRB>QE+® PO SB® LK QKK LOBQQOF?RQB

B 1B J BRR®ERD GRPQ OF2 RGP P BB S > | RPEEB | B $LKQA F DIFLEK P

ML | F @F@&EObligation BB JBXQA | PRQ FEF DBK@ B 0 9@ AREPIPL TB A

PLJB PMB@FCF@ >AAFQFLK>| PQBMP JRPQ ?B Q>HBK ?V QEB OB

6.5.4A typical EPAL scenario

(K>QVMEB/@+P @BK>@ RIP QIL@BEEBEK Q B C5\WF B DEBO F SWL@RR@V QBJIBKQ
PMB@BE OFBAE PBE>MQBC@@BRRPBKARMBOPEKBKQFCF>?IB
FKCLOJAODBREB@LKPBKMQEBBIBSHKIGEWBLDDBAKAQEBOFS>@V
J>K>DBJBKQLO @BLIHKIR KPRIBLE | VA >Q>@ @ BPRBPBKQBOMOFPB P
BJMILVBBP >0OB >IILTBA QE>Q @LKCLOJ QL QEB MOFS>@V MLIF

6.5.5Status of the EPAL proposal

$/ +T>PR?IJFQRBAK CL@OLKPFABPBMOQFBK.@WVaRD RP@BKA>0A
#RB QL > KRJ?BO LC IBD>I FPPRBP ABSBILMJBKQ E>P PFK@B @

6.5.6Relations to other standards and to the PrimeLife project

PFIIRPQO+&B A+ MOLSOABPPPFREIFRQBDDF@EIBK PQ>KA>0A

TEF @BXER P B)0 B @ BIOFEHL@MED\B C B O B IBE R P B> QBERKQLOBA
>KBKCL®®RAQBO VBPNPEDEI VIEKSD + 'L TBSEXEFRMOPE®EIA

K LTBQ > H-E%EPE. NBL P PAB M3 L VIIBARLSD + 3EBILIA@&KWD REIBBOB>QB O
BUMOBPPFSFQV PLJB LC TEF@E FPK Q RPBA TEBK QEB I>KDR>I

KFIJMLO@:KQ O FRRIQEIND L ME RPEGL @LR® EBP PRBKCLO@BJBKQ

QE O LREDEE/ >? P Q O 3@ BHALEK> M F @RI ¥Q E\BL | P@\Q EEP@ Y B +FIC B
QE9EML | FEa\D FKEB> QRIOEH YK>R QL J IO B8 & BKIOFXB Q @BFS>@V
MOBCBOBMI@ B @ RBFPLSCRQLJ:QIFD SBXRLIKO GBKIBBKEK P REB Q

Q EBB P R PQFFIH F® XEBQBIR LQEBLK @&RWB 0O BUQB®PRPRIBFOFBP
Q>HBM\V OF JB +FEMO F SSR®BM 0 QEB@EY> MFBA K LE> SBEBUMBOQFPB
QUBCEKB MLPPFR AR PQREFEIBE UE >R PRPESRE >SBROMb BEBFF LK P
OBPLRC@ B DB QBB P EOXEMBB @ LERJ B IO B @K/D R ABP @ DK ? B A
ABIFSBO>?IB FP QEBOBCLOB HBMQ LMBK QL PR@E BUQBKF



6.6 CARML

CARML "IFBK®OABRRFOBIBK@MKDRFBBMB @ F G F I@DRGFRBQ
>FJPQBCFKNMA F FAGKIQE N R F O RIBKED E >0ABKBDKQNOJ>KR FLK
>SMMIF@>QFLK KBBAP >KA ELT QEB >MMIF@>QFLK TFIl RPB FQ

"1,+ ALQRIBXIQ,+ AL@ R JBKER>?+BAV | F ATSLOAHKKDABK QF Q V
OBI>QBRAB @ ICOBFMBNRFOBIBKQPRREB®IBOP LKABKQFCF>?IB
FKCLOJ>QFLK

3EB 1,+ PMB@ F OFIQ. SGRBIPK A>C AWM | FBM K | F @ DG NIBBAEQ >
COLPBOSFIABRRBOLEKALDR >0 XXKEEB I FBHRQIF@FSQBIGKBES®
FP OBNRBPQBA

(FPPPRIEEARQMIF@KQUBKIREGBBBIF K QB O AB QIFRPRBKQFQV
A>Q> >P CLIILTP

\ FKCLOJ>DIR@RPEFALLHRAPVIB>KIRALKR QJLOBKABBEB
FKCLOJOQFIFK@+KPEGPR ?GB@ R BOFBBAK>RQEBKQF@>QFLK
MOL@BPP LO >K >QQOF?RQB B D PL@F>I PB@ROFQV KRJ

\ PLJBBP QBB O C LO@ESE B QEMBR? EGB@WOLMEGREHKLTK
S>|RIBOM O L MBRIXE® | RETFRPEH K L BKO R K QIFG B O L MTBRIXEV
CFUBA S>IRB

\ QEB S>IRBP CLO > PBNRBK@B LC K>JBA MOLMBOQFBP >0B

\ PLIBQQO FIREHBRLIK >J8>| RB PP L @FFQB R ? GB @B
JLAFCFBA

" 1.+ >1ILTOLQEMBBCFKIE® L@ > | AP B @ Q RLIKOMOW F @ * RBE K P

JLPOBVMB @E¥BBNS BIIOMBRP FKD,+ TLRIMOLJQE®BP >D® @ EBJ>Q>
>SKA AF@QFLK>OFBP >IOB>AV PMB@FCFBA ?V >K BKQBOMOFPB

6.6.1Elements of the CARML language

"1,+ OBIEEFEB,+ PVKORBP@O6R?BA5 2 .+5 ;CLRBSRBRQG>I
FQP BIBJBKQP

%LOPR?GE®MAB UB Bubjectindexes BIBIBEK@FKQOLARKR®@ AR AKKBD
IndexNameldentifierB | B J BIKGR K B QJ L OlBdexAttribute BIBJBKR®EBGLIILTFKD
BU>IMEBEBIFBEQ@ IOEBBWV>ECG>IRBPI>>FAAOCEKPA PR K QIFVERPBR
FKABQB®BIFBKIPOLSHBAR>FAACEKREEPEHEB O SFA.BFRBPPRQYIB>Q
POQ>QF@ QWOFRIKREPRP Q@ ?B RPBA

<Subjectindexes>
<IndexNameldentifier>
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
</IndexNameldentifier>
<IndexAttribute Name="Country"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
xsi:type="countrycode">
<saml:AttributeValue xsi:type="xs:string">US</saml:AttributeValue>
</IndexAttribute>
</Subjectindexes>



6EBKK-MMIF@BBAPK KA L BNWRB P @RELAKEPO 3FEL.B DABRPBBPQFLKP

> OBM B @FFIQ EBIAQ.Broperty B | B J BRr@perty B1B JBXKQPK @ -RVBEP @ OFMQF LK
QE>DAFEBABKPBEQSYF®@BDBRB CFIQEBMMOLBOIRBEERCLIILTFKD
BU>JWKB@ IRRBRR RKMICB. M BQEBEFBAP FENBR B P DER Q@ BBBP EOG P

M O L MAbQr€EEhteen Q EBB @ PHQA Q B P & mploymentLevelT FI?BMOL S BAQB A

ORKOQOKIBEBE QESSBVYMIF @ FREBR®R E Bi@ B Q@ B8P B ©FDepartment
MOLMBOQV >KA TEBQIBfBroatto@TecRAn®tdgy QL S>IRB

<Properties>
<CarmlProperty Name="AboveEighteen"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"
Description="Is the subject over eighteen as of current date?"/>
<CarmlProperty Name="EmploymentLevel">
<saml:AttributeValue xsi:type="xs:string">
</saml:AttributeValue>
</CarmlProperty>
<CarmlProperty Name="Department">
<saml:AttributeValue xsi:type="xs:string">
Information Technology
</saml:AttributeValue>
</CarmlProperty>
</Properties>

% FK>1V,+ ABC PH@ibute B | B J B}EQFGIER) Q O FPIR B BLAQ EB-FLFE
QEB ,+ >QQOF@EGRER@ |IFBNQ | F FRFNRBE R BEBQ R DK EE B
PR?GB@Q ?V QEB PBOSF@B MOLSFABO IFHB FK QEB CLIILTFKD

<Attributes>
<CarmlAttribute Name="FirstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" />
<CarmlAttribute Name="LastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" />
<CarmlAttribute Name="Employeeld"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
xsi:type="string" />
</Attributes>

% LE> @8 Q OF ? R Q B N\OREBEERBBIMF K @ KRB B1 RIBRBQ L O8> | RBE® K

BU @ B M ® A E QR KQOFK®E DB NRBALE PQ BRBKIDL | FRLM AF QFQRF?R QB
AB@|>0@ SRLE PRABFCFMBI®JIF EPEDEK > RBBEDIALAFQEBBIBS>KQ
S>|RBFP K EBL | | L THFWK:DI MFIBE Fl@rfuageF BL A F C FRRFB®Bintry F P B > A
LKIV

<Attributes>
<CarmlAttribute Name="Language"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" Modifiable="true"/>
<CarmlAttribute Name=OCountryO
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" />
</Attributes>

Subjectindexe®roperty > KAktribute B | B J BK@EK @ | R ENamedInteractionB IBIJB K Q
KIRDataBIBJBKQ @ LK Q> MFNametlKt@&attionBIIIBOB K QP

6.6.2Status of the CARML proposal

3EB I>QBPQ TLOHFKD AO>CQ LK " 1,+ T>P MR?IFPEBA FK



6.6.3AAPML

AAPML QQOFRREBOHAB@NOHRMKDRFERK7 ".+ PBE>MQBO
MOLCEIB@EJP@K>? | EKIDBIOE ABK Q F Q ¥ >ABP-NDB@ RTEBGL OLIC
MLIFQEBRKAFRKABBF@KCLOJFKFEBFOK QOV2IBRPBA/LQEBO
SMMIF@>QFLKP

6.6.4Relations to PrimeLife

"1,+ T>RLKPFRAREBA JB WA B@\Q FBSF\QB/@ B @ HMRIP@P>M>?FIFQV
QB UM pr8peries L S B-@ Q O FP:RUIEEPEKL J M PBBUBOF 2 IR@BPAB @ LK @ BMQ
QEFBBTVMLORKRABIORIIFSBOME. TRC KLKVJ@FOMBABEDEF > P

7 ", + ?>PBADFABPSB | ITM BAC KJ B PFROB\QIEBI @ L K @B MKRAL®V

RPFKD,+ FQPBRQ>QEBQ@EBCRKO@EMLPPOTBBOFDFEK >4
PVKQ>U

6.7 ldentity Governance Framework

3EBABKQE QKO K% R @EB T(LF B K. M BH F Q TEG BB PQ > @ HQERD
FPPRBP-QBREE K>D B LEKAB KDFIQRKEAL O J>@ GR IR® B @ BFO/FPRBB J P
3EFKFQFK@FIREOB M LE>MB @ F CE (@0@Q B I KR > J B QB RRB DB
MLIF@BBA.+ 2MB@QQOFBRRBOPBEKIQP 2MB@KAEBBIBS>KQ
ABSBILNBIEBNMBD LMEREBPE IQ® K > 2IBP F K BPRED M @BBIBKQ>QFLK
@LKQ®IARAF QFEB P ME@Q R FOBRB® QO>MBO LM > D IRRKQFQV
OBI>QBA A>Q> QEOLRDE >MMIF@>QFLKP >KA PVPQBJP

.0>@KXK LR IQEBA Q L QOBIEGHEEL R K MPOQ F @ EMWRK@PQ @ F>QBP

+>VBOB@EKLILDABBIFKOABKQB@RQBKRI@ OL P VPIQESIBI? B O
3EFKFQF>@FBBIFOQBAIQVKEBBBR>0YIQEBF?BAFP*K@ B

@LKPLOEGFRIEJPQRFIAFKIG OR PBRRYBA OBREBRMEKLILDV

?2RPF BRI F SPAAGFTP FABKIPKD B PKEE LPBK>DBJRKQ A

FK@ | ®ABB/FO B P BKQLIF $SBF @ PAAAB(KRB/P Q IBEQPEIB @'l J

(KQBI -LSBIl -33 .0>@IB >KA 2RK ,F@OLPVPQBJP

6.8 PRIME Policy Languages

3EF1(,$ MOLGFRP@IGODB P®PEBBC@EPIBARBSBILMRKABKQFQV
J>K>DBPBH@BIBMOLGBB®O PRKG L O I>HQ@EM & L SEAB> J B DIEC-I)

@ >XP JL L QEKQ B DITF@ROOBEE F K@ QIFEFRBO S FKQ EBR. K QBU Q
FIMLOPB®SFL@®B | MRPBOQIP BB®ILKQSBOEBWBOPEKEILOJERFLK
OBMOBPRkK@E@RRK PALRQBKIOF @EBEGEB?FIRQVRMMLORBS > @ V
OBNRFOBIBROQ:AAOBEBBNRFORBILBRBEPMOFS>@ V¥ @ @EPRQOL I
PVPQBHEBL L TAKOC B BLERO F IbL@NE F BB BXB C FIKBEB LK QBU Q
11(,$

\ Accesscontrol policies D L S B@K@BERPI BCR B @B O SFH@E B PBA BMB>0QV
>SFRQO>AFQ® CBRIPQ @L® RPAK QIQLF AEBPRBELOPRIBIFLK
@QLK@BOOKKPRR>@BOSFRBELOFP@ QRO DBMRNQRAAFQFLK>I
MLPFQRSBHBPRBKCLOC®@E®ABPFRUEDBKPO@ Q@B PKQBEPR
>K BUMOBPPFLK LC QEB CLOJ



<subject> with [<subject_expression>] can <actions> on <object>
with [<object_expression>] for <purposes> if [<conditions>]

\ Release policies DLSBORIB *EBI O L M BaDGBE-/BBRKE)FP IHRABIKQFCF>?IB
FKCLOJYQALEM>OXW MB @RKABDF @HE K A FQ E BEBFPKB
OBIB>IFEBRRMWHF @F 6 RKB> O M\WdEC B O B R @@EBBDB>E B P
I((?VPMB@ FCWWER@®EOQVDEF MR O MIGPBPKIRKABBEF@E
@LKAFQWLRP P@IRI (@ >KBOBIB>PRBEL RIFE CB&@BKOKQF @
>S@@BPP @LKQOLI >KA OBIB>PB MLIF@FBP PE>0OB QEB P>

\ Data handlingpolicies ABCEKBIBOPREKCGLOJPRJFBIKPELRBAB>I1Q
TFQREBB@BHMSPIGF > KAINKIFQBBREEDETFPE>KAIBA
>QEBB@BWMSPKEr BFK C L O J@ Q H BEXBLARDKI FIKEBBO S B @ B
@LIJ?FKB@&K CLOJDRQG®ERWBRPEBEO SE [@@LP]JB OMERFO-M L P B P
4PBBPMIQERPBFQ@EBEDRBP QOIFK? B®ILKRPIRIYE BB P LK > |
FKCLOJ${KFHKPVRPB@ P> K>DQEBKCLOJ>IPECKFEXOBIB>PB
#>E> KAINKIDF @FBBRP QQ>QIEBRLA>QEBVLGE@Q>KPCBOOBA
>P PQF@HV MLIF@FBP QL QEB @LRKQBOM>0QP #'/ ORIB

<recipients> can <actions> for <purposes> if [<gen_conditions>]
provided [<provisions>] follow [<obligations>]

M O L Q IMGDVLNE BOARKK@ Q F C KFEK D@ DEDR® @QEMEEP ML B>KP/AB> @ > K A I FK D
MLIF@FBP BS>IR>QFLK >KA BKCLO@BJBKQ E>P ?BBK ABSBILMB/

6.8.1Rough use cases

3E®BCB G BEBEBEARLP QOFRR QBRQE R 0@ FREENBR () FREPFB>C0FB

E R J>KK Q FIEFSB®N R KR ERBO Sii) GPBR WL F REBK QG EM@LSFABP
LKIFRBOSERBBXP@ L || BV@QPEKES L O J?>BEIDEB> K O -KD@BIP @ P

P B O Sii) G3RIF) B\DXC®EBPQ F B EBRP F KIE PR @ BBDPQ@ BB O SFIA. B FAB O

J> VT >K@P E >0 O MABBO PEK S L O J>@ PB®PE RK @ Q F LK CIBRYE B P

PBO SFQAB FOBRC FKXBRB.QL ?GERBQS B BFF® B K@ OKP FPREP®E > Q

KBBAP @ @BPFO SFEFBP FE0>XBO B D F P>XXB® BAO > @B R K P RSB O
FABKQREBROLPELQQTEBRBDFP FAL@MP KK > Q@EY0>@XQ/BOFPBA
MBOPFPQBKQ RPBO FABKQFCFBO MPBRALKVJ 3EOBB J>GLO RI

\ E-commerce J>GICO @RIQEBSLIRQ®IEEB ?E>PBBKEBFABPMOB>A
AFCCREFI@GKLJIBOEFBRDEB?’FIBMMRO @QEBEBHRAFP Q MH1RA®B
>SKRBOSTF@RPQLIBOPIJ®ON @ REABSBILMIB KA JIJEC R B
?BBEIMOLSFRB@RORFKCO>P QERNO@RRRBELRP@ ROB>
BU@E>SKDBVPQELMI OLQBR OBRBF@RBRR>RQEL@®BRPBP
'LTBSB® EIBEPB>QEBL GFFPE F CCDHQIENBO L Q BL@ARBFAKXBO PFAB
O B P L RQON@BO L Q B.@R® BICGXF S(XKP\BXRL B> SBL K C F@ B& @S- O
MOF3a>QBB K>DBRAMOFS>@ V TO/FRIMEBBAEGB V¥IOBCRPB
M>OQF @GRV @QB 1 BE@H @ BKEBDFLKA > @MYL SFRBTR E
QEMBLPPFR @16 QY BIZEBFKDS K@Y PBE P RO ISEF@G @BOEPBKD
LKIFKB PBOSF@BP

\ Online healthcaresystem 'B > 1 Q E @\-PO@EBR M NF KQ® O >@IQMMKPFBK QP
JBAF@KBJIBODBKBDWYLRKKBR O® K VB> K IKEMPE > O J > TEMBEHB
PVPQBJIPCLXKLKYVJt® RBIPEPK BFEXCIL O >KHAKXKFEBKCLO @B
> @ @BPRQEKIAFSHAR PBKE: @AL Q BBKBIOR IBR. K QB IDQ
QOB>QBBBQDB K @A) EB >Q F BPHB®@® E ER® BOM O F J @0\0 B
M E V P FEBEFREP R O tKQE B R K FERFQ M L OB KORMENB> Q FBK Q P
BKE>K@®BRASS RN@ Q F LIKLAIF QFEEP Q O 0@ Q RLEEF@ BIRR
J>K>DBJBKQ LC QEBFO A>Q>



\ Location-BasedService +!2 3B@ EKHR@®OILSBUBKQP QBL&EKLILDFBP
M B O QR3Y> Q EIB@> @ R CK O JPREF KK @ R-OGAEBY F > 7 ENFRAV@ > |
IL@>QEEKAFSFFAREBCMPBI®@ LIBKPPRISSFI>PPRD | >P@
MBOPEKECLOJIQR&BQ@KEM OL @ BR®B A S BABKID> SIBA K | FKKBA
JL?FPBOSPREBEL@>QFLK@@BPRPQOLT PBOSFK@BRFQFLK
Qk! " PBOSF@KRR?FKBQTMOHSELEED ORBEQ® >QFLK ?>PBA
PBOSFR@® LFKRKQBUBRYPOPEBKA LAAKAB®RCK OJ>QFLK
QO>KRE@BFBK @ @FBRBEKBROLBBBERDBRRA@ARPR @BOSF@BP
K>QRO>IFWBFS@@K@ BO R RBIPL K P RABW DV P Fl@@ » QGKLAK
JLSBJIBKEERFD MY F S>BKW FXKHASHBI > ICAPLIRQF2IBAMOLQB @ Q
PR@E >K FKCLOJ>QFLK FK > S>0O0FBQV LC BKSFOLKJBKQP

6.8.2Distinctive features of PRIME languages

Access Control/Release Model and Language

\ XML-basedsyntax SEB>KDRMOBSFWBP ?>PBRKQ2@EBBCFKFQFLK
LC MLTBOCRI >KA FKQBOLMBO>?IB > @@BPP @LKQOLI >KA

\ Attribute-basedestrictions 3SEB>KDRPRREMQEEBBRE FKIFIETRB GRR |
BUMOBREPHSBFBRKMOLMBOQEBFEHRRQEFFBEQHA GBI P
L?GB@QP

\ Credentialdefinition and integration SEB>KDRPRE MQ BRG EDMBPOQFCFBA
A>QBPPREKARP FDKB/ARQE L QRRFEPHAHFIQEBQ>QBIBKQ
RK@BOQFCFBA A>Q> PFDKBA ?V QEB LTKBO FQPBIC

\ Anonymougredentialssupport 3 E B> K D RPN MA.BXCHKLIFR E KA FQEX® P
@>K ?B P>QFPCFBA ?V JB>KP LC WBOL HKLTIBADB MOLLC

\ Support for context-basedconditions and metadata SEB>KDR>DRBTPEB
ABCFKEQF#FLKAFQFRERKMEVPNM@PFQEQERPBOKWADLKQBUQ
FKCLOJ>®AKQBDOFQHE.E>APABK Q PEWFKPP ABIR@ OF?FKD
BKQFQFBP LC FKQBOBPQ

\ Ontologyintegration /LIFABCFKFRRLUIK QBDTOR@ERBRAGCK @R QGB @ Q
LKQLIEIRE CFX@KIBIPRQB PIQ O FI@ FEBKPD RGDIBBVS >KQ>DBP
COLQEBKQBD D QEQRABKKFAFE®B MOBPBKQF >KIPEDM P
>QQOF?RQBP >KA @OBABKQF>IP

\ Interchangeablepolicy format /> O QK-BEAP M B @1C.\Q BABQIRIHKOBK BK Q P
OBEB QEBYHBS>FIRPHRICDLOPEERI>KKA>@EFKB OB>RAL?IB
QL FKPMB@Q >KA FKQBO@E>KDB

\ Interactiveenforcement 1 > Q EBEOMKO L S BAPHKIIWIBPX LAB @ FRELK@ V
BS>IRMFILEKFABR G K Q B O >V S@& BvD Q BB R>CUERESIBO OB @ Q
P B K P FXESB J MQPIPKE 2 K& D eKLD) M RBRE-®& Q B O >Rar @HRQKEB
>S@@BMQ>K@B LC TOFQQBK >DOBBJBKQP >KA LO LKIFKB M

\ Variables support "ROOBK@ @ BRK QB LB *PBD R PIRBMMIQOQP
MI>@ B E L KABLOIEBR ? GK®@ QB LQELB? G B3@ AL IR @BNMOBPBKQP
DLLAO>ABB BRI OBPKRFIIWY PR @Q¥BB >P BIWVQ B KQAB A
PRMMLOQ S>0F>?IBP ABCFKFQFLK

Data Handling Model and Language

\ Attribute-basedrestrictions and XML-basedsyntax P CL®@ @@ PRQB8LB>PB
I>KDRAP@>KAIFPKD RPRPBVQREBE FKFQELBECKBUMOBPPFSB
7,+ ?2>PBA MLIF@FBP ?>PBA LK MOLMBOQFBP >PPL@F>QBA



\ Customisedpolicies #>QBE>KAINMKDF@PBBCFRBEOLRRBEDLQF>QFLK
?BQTEBEEBPB® AQEBB O S\F@LBS iABOX> RPBOXBNRFOGBPSF@B
M O B ABN FIKEEBV M I>QNB®L S P MBEBB O /ML B+ R B Q > QLAY
CL@ OB>AREDKAIMKDF BEBPBIMI>QB8FE BXR P Q L QRFBEBAQ
AFCCBOBRBKEBBMNWR F O B REPKEIDIPKF O B@RA @ QHEBBB M I>@ @R K
?BPRMM LO/Q BAR P Q L JAWPC QEHERM QL J> QFNVIFBPR P BO
MO F $@EB\C B ORE@BPQLAFEB KA IFKIF @F BB @ @ BPN@BBR
PBO /FAB RABBO PEKCLO IMQESRWBEBP BOMB>?BMB-AQE
QEBRPQLAFEBKAINKIF @ E KB MO RERKRIPBUFREE |>K@ BA
PQO>QBDV CLO QEB ABCFKFQFLK LC A>Q> E>KAIFKD MLIFCE
\ Stand-alonepolicies #>QE>KAIMKDF @ DBB C FKB-A AB M B® R BKR)
/IBOPLA>POBERKDOBAPR REE>KAIMKIF@EBWEVPF@>11V
CLIILJEB> QE BKE B U®MB | B ORBRAU Q BMDKOMERR F | ASRAKID: FCK
@LKQOLI @LJFKD COLJ QEB A>Q> LTKBO

6.8.3Relation to standards
XACML v2.0

7 ",+ SBOPFLK>-RO>QFOFRA2PQ>KASMAKFPEQEBROR>0V
2FIJFI>Q@QUY(,$ I>KDR>DBR MOLMBRBP ?>PBAKDR>DBT KXDB

P MB @ F QFCa>@OE KRQBP 7>PBE@GFLGCB 0 B @ B(B¥| > KD R >DBP
CLIILTP

\ 7 ",+ ALBP KLQ BUMIF@FQIV PRMMLOQ MOFS>@V CB>QROB
\ IQELRDE+ PR M MADZ@EDB A BKUQ® B D BAFLIPO L SFBANBRB P Q

CLO @BOQFCFBA @OBABKQE>IP
\ 7 ",+ ALBP KLQ PRMMLOQ >KA FKQBDO>QB IL@>QFLK ?>PB/

P3P/APPEL

/ | >11L BB ?P F QBB @ I DmBFIF W@\QFRXFREBK AKAAQEFKB OB>A>?IB
7,+ CLOJ#BPFD®BAAOG PHBB BLAR P BOPP P BFEREBOF SM@M@ QF @ BP
>ALMDBRB OEB0OS®AB INNVQE MO SSBARFOBJEKBRBMB SBILMB A
2VQER. O IF ABB?'LKPLO GFRMUPBPRB @ E ®&FF SHGEB\C B Q B R @BIFPE
>MLIFI@KDR¥EDHIBA/ /OBCBGRKIEBHIKDR>DB+ >KBKCLO@B

M O F SW@L\Q B2@IBFLKKFC> K> DB R BDJF I QUM ,$ I>KDRD/BROLMEPBP

7,+ ?>PBADRCIIEB DR |P B @K BRI @ F P @ OLUAEMBR O MCR®@ B P P
@LKBRCILO @ENPKSPAPRP OE®E®BE ©F M KG EBRD:B Q B KR EK K
MROMLPBP ,>FK AFCCBOBK@BP TFQE /1(,$ I>KDR>DBP >0B >P (

\ / | AL BRLBR M WILOFQ/HE>\@KEBDA B I KQF® RBDPK |V@ @BMBQ
P B O ST SM@\V@ IQP@Q EMEBO>KP 3@ QMY MIQ IR@QE>KFPJP
OBPRIQ FK IFJFQ>QFLKP

\'/ /| ALBP KLQ PRMMLOQ ABCFKFQFLK LC MLIF@FBP ?>PBA L

\' / /| ALBPLRIOLSWVABQB-@®OFEEQERPFBI|B>P HBPB | B QAGPF O A
M>OQFBP



6.8.4Relation to PrimeLife

3EBL(,$1>KDREDAS B ®'Q OEKOI RIBK BVEL | P@\Q FISEQFBPHIXE V
7?B@>REXEBGLKPFABOBOFBM>0QF @B TREM (,$ >KAOFJB+FCB

M O L GBEEBJF PR B AFL.0 B& D FAEP @ 6 RBBRAS BO > ? IBPE V ? Q BXE B
J1(,$MLIB@&DBFKBK ",+ BKDRKE>HBAS>KIQ®EBBO F TB@ QRDBEP

/1(,$ BKDFKB >KA QEB BUMOBPPFSB >@@BPP @LKQOLI CB>QROI

6.9WS-Policy

WS-Policy ABCFKBP>JBTUIEBH MOBREBKM>?FPIKRQEBBNRFOBGBKQP
BKQFQFBP FK QEB CLOJ LC MLIF@QFBP FK 7,+ ?>PBA 6B? PBOSFC

policy FRBCFKB@L|IB@QKBRLOMBL | @evtions SEBMB IP@PBOQFLKP
J>VABIIFQETBO I®8BJRKF @ 9Q MIBKS GTHEFR® € > K RINILQRE B

R P BIAE B QE R Q E B K (PRAGEBFRLAIBA> F K Q >FAK B 4 FE F D E B CP BREOSSH @ B
@E>0>@ PRGE QIO® BW @ FM@VR > A@Y¥BOSP@B3ERPBI>KQE@ P
FKAFSFRRB D @PFKKEFXIBIF J MG O DK@ PJ M @1UJ ? F K L@FQ BRPPQE
>QQOFRPROQBFAFK ABMKWARBBYLREB@LIMBE®2 /LIFO¥>JBTLOH

TEF @@BXEERR M > NGB/ L | FX@\PQ O L S RAEKP@QER @ RELSFMBL | F @ V
>SPPBOQFLK LO > PBQ LC >PPBOQFLKP >MMIV FK > 6B? PBOSF@FE

6.9.1Structure of a policy

MLIFF@R R QLIFXKAFSFRRB O IL KM\BAcy operators TEF@@EBMB@ FCF @
7,+ Q>DPQuEsp MOBCEUB Q D EWDI B P Mttp:@wvw.w3.org/ ns/ ws-

policy L@EBER /LIFRWB @ F CAQ/+QF@K3 TLLMB O F@IEBPQA.IT , +
Q>DP >OB RPBA QL J>HB PQ>QBJBKQP >?LRQ MLIF@V @LJ?FK>Q

wsp:ExactlyOne> P P BXE@ R VK B E KILAAER PTBP > Q F RiSpFAB A P P BXEQF)
@EFIA KLABP JRPQ ?B P>QFPCFBA

'BOB FP >K BU>JMIB LC > MLIF@V

<wsp:Policy
xmlins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmlns:wsp="http://www.w3.org/ns/ws-policy" >
<wsp:ExactlyOne>
<sp:Basic256Rsal5 />
<sp:tripleDesRsal5 />
</wsp:ExactlyOne>
</wsp:Policy>

3E® MOB@EOOB P EBAFE P \DB@BYIIEE. J>FREF QER PB O@AKP
ABCFKBB62 2B@ROF Q\P AIFFGEC\B-® B R Q OFRKPB 6 K BExactlyOne

LM B O E@ DBE > SAF C C B EEIX > 6 B B0 $FKG B @ FROARER RIBK B C

QEEP PBOIQRA PREQ @R JMINQEP RM MEBQI F@VSBOBBKBO>11V
MLIF@PBGOOABK>PBO SF@LE FRRM M L20/OBBO SFRAR BEGR OB
OBNRBPQB®EBB\R F BRIMEBRPEBR P B CQIELE@YB O KPRMIMLO QB A
?2V>0BNRBEBGEIQ ExBP P B OFXS ERIR) B O K XO@R $BV LOFXBA ML | FF®@V
PRMMLOQBA TEBK QEB OBNRBPQBO PRMMLOQP >Q IB>PQ LKB L

3EB CIBUF?IB PVKQ>U JFDEQ IB>A QL QEB CLOJRI>QFLK LC 0>Q



6.9.2Normal form of a policy

normal CLOFABCFBBARJIMIFER*KF MR I>KQ@L KCFEBKABOP QXKAFKD
MLIF@EBPQOR @D ROBJISLOJBCI|BEBEPBYEB>P M@ FMO/L @BPPFKD
LM B O >RRBILK M OIE®>R | EBI Q B O K> QBISB PB OT-FIBRMED:ExactlyOne
LMBO>QLO >KA B>@E >IQBOK>QFSB BKRspRDLMBO>FK. QROK >11 (

3EB MLIF@V >?LSB FK > KLOJ>I CLOJ TLRIA QEBK ?B >P CLIILTP

<wsp:Policy
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmins:wsp="http://www.w3.0rg/ns/ws-policy" >
<wsp:ExactlyOne>
<wsp:All>
<sp:Basic256Rsal5 />
</wsp:All>
<wsp:All>
<sp:tripleDesRsal5 />
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

6.9.3Compact form of a policy

PMLIF ®¥BIPO JCUL Q@ >4 B BB O ? @ALK P GO @ 05D BRIM QEMBRK
>compact C L O(J® B N RF\QEMSBL | AVBDV. @ BPRLRCRKTI>EREB O JGLL Q@ K T >V P
?BL?Q>FXEA>KIPC> OB @ R ©PE SBE/AFGEE | |RP QRKOEB2A /LIF@V
PMB@FCF@>QFLK

"LIM>@WOM OBPEWILIKK @FFBPB>@ EF FSBRAC CBO B PQR @ Bptional
assertions policy assertion nestingspolicy operator nestings > idlcy inclusions

3EB2 /LIF@WB @ F O/FIR. SF Rifighal >Q Q OGE R O B@EXE | P@PBO QF LK
FRMQFBEFPPBI>KQB@ARAYDIBKEY OBPWL | @ B O KT DGEKRP
TFQELRQ QEB >PPBOQFLK OBPMB@QFSBIV PL QE>Q

<Assertion wsp:Optional="true"> ... </Assertion>
FP BNRFS>IBKQ QL

<wsp:ExactlyOne>
<wsp:All>
<Assertion> ... </Assertion>
</wsp:All>
<wsp:All />
</wsp:ExactlyOne>

2BQQFEE> IREQEFB QOCGRROBB NRF S QIBK® QB QOFRRERP
E>SFKD > J>KA>QLOV >PPBOQFLK

6.9.4Nested policies

3EB2 /LIFRAK O BU TR0 PP B @QE KIGXHK/EBE @ R AB@ W O B P KLEKB
CLIILTFKD P@EBJ>

<Assertion>

<wsp:Policy> ... </wsp:Policy>



</Assertion>

ILIF@QV >PPBOQFLKP TFQE KBPQBA MLIF@V BUMOBPPFLKP >0OB

/LIF @®BRB@ L JM >RBUM O B-R PBVK B P QLAKEDO wEptPolRy wsp:All > K A
wsp:ExactlyOne TFQ EKIE KL Q ElBOB OBR @B M | L XEMBKIBB O >\p)Q DRBOQFBP

B D@LJJRQ>QCRPFLQVF >RSI\ BK@V P QO F ? RIQ EEA@YE B
QO>KPCLOJ>QFLK LC @LIJM>@Q BUMOBPPFLKP FKQL KLOJ>I CLC

%LO FKRMAKAFP Q O F 2Ws@BBCtlySm®OoPL QE>Q

<wsp:All>
<wsp:ExactlyOne>
<l--Assertion 1-->
<l--Assertion 2-->
</wsp:ExactlyOne>
</wsp:All>

FP BNRFS>IBKQ QL

<wsp:ExactlyOne>
<wsp:All>
<l--Assertion 1-->
</wsp:All>
<wsp:All>
<l--Assertion 2-->
</wsp:All>
</wsp:ExactlyOne>

6.9.5References to other policies

3EB2 /LIFXa M TRRE > QRKDP B OQar OKPEC BIQ BAERA@W O B P RIFBKKPP

L @ EvBp:PolicyReferencé3 IBJBXEBABIBXIQ BPQEKI1(>QQOFGRERRQBSFABP
>0BCB QRN BEBRAW OBBRBLKBAW OBFFPFRIEKMESB>IB,+ AL@QRJIBKQ

Q E@BB C B ® B K @il B FXLQr >0&8\U M O BPPAPEFL@F/EHK B AE FCREU Q BMOWKI ¥+ 1@ V
BUMOBREBIGKED BN R F MHEIBKEB C B ©Q BXBPR | S>> BBQ OBBEPKFPJIP

> OBU Q BOBER /LIFRWB @ F CaHHE® ¥@sp:PélicyReferencd3 | B J BXXBX@W P

wsp:Policy B | B J BKI@O B P @ @BMI@ @BB:PolicyReferencas | B J BIK-@»Esp:All
BIBJBKQRBEFI|AOBHB JBR) EBE F | AQEH®BB C B OB IKI@®(@IAQ ETBLM A P

TEBMKO L @ B-ROPBBCAB B BBJIBBIRR ? P Q P YREBEBA B OB KI® 3> M MIB A
wsp:AlBIBJBKQ 'BOB CLIILTP >K BU>JMIB TFQE > OBCBOBK@B TF(

<wsp:Policy
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmins:wsp="http://www.w3.0rg/ns/ws-policy" >
xmins:wsu=

"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

wsu:|D="Protection" >
<sp:EncryptSignature wsp:Optional="true" />
<sp:ProtectTokens wsp:Optional="true" />

</wsp:Policy>

<wsp:Policy
xmlins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmlns:wsp="http://www.w3.org/ns/ws-policy" >
<wsp:PolicyReference URI="#Protection" />
<sp:OnlySignEntireHeadersAndBody />

</wsp:Policy>

3EBMB @ F O/FO@BPEFrE&-RWBIF R Q. QB QEQ BB IQEBOBL@® IAF O’B@ Q 1V
JB > K P wsgPolicyReferenc® | BJB K Q



6.9.6Intersection of policies

&BKBO>KIALOBMB@ FEIFPRRQHEB LK QBBQPPBOSFEBPRPO Xa>FHBP
MI>@B LKIV TEBK >I1l FKSLISBA M>0QFBP >DOBB LK >Q IB>PQ LK

3EB2 /LIF@WB @ F CH @ SR Eliersection M O L @ERR. JM>QORWPLIF@FBP
ILLHEK@®LJJLKIRQR@ LV M>Q FQBR K>R8 > KQEE®LIM>0BA
>PPBOIFBFEVLRAEBQ@LMBEBLI>FK KBRQDIFIQU®>JIBTADH FK
HKLTIBADB FP @IB>0IV OBNRFOBA QL @LJMIBQB QEB FKQBOPB(

3ERPRQEFMB@F QK@K BPLIOFRIBDLSPDABRMOLUBLIVBRFRFIFQV
ALJ>FK FKABMBKABKQ C>PEFLK 3EB QTL MLIF@FBP >0B CFOPQ

(K> CF@PL.Q M > QFEPLRE @EQ B O KC@URER F MR- QFFAR® LI M >QIB A
>|QBOKCOQREBP@ MKAR@Q @ >? R | > QW BaFLPIBVM > QA2IB BOKPRPRBE BP
>OB>PE>QHEB JBL@ >? RIERPYPEBRN PRKX @ HRPAPEBB OEFER-RIBGV M B L
>IQBOKPRRFERE 50 @KQRXO@HBMP FAROBAM>RAFIB@ FOQRQBRP
ME>PB

3EFKQBOAK@R@LEM>Q FQ BB Kb B RSIEB O KEFRBEB K Q> AKPB
>PPBOQE 2K PAK Q B O P BG@B@KAQHAI B @@ L K QKK © B O KI:EF B
@LIM>DFQE QB O K-OQWISIF GOE REBTMLIF @F@PJM>QKBIBBFO
FKQBOFP®PIRER.A) FKQBOPBQ UFRK AGRLIM>ORYBBK>QFSBP
2V @ELLPFKD LKB >IQBOK>QFSB COLJ B>@E MLIF@V LC @LRO]

(KQEBLIILTEWUDIVMMBIF@YKMLIF@MOBREKKIKBI>EQ@LIM>QF?IB
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<wsp:Policy
xmlins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmlns:wsp="http://www.w3.org/ns/ws-policy" >
<!-- Policy P1 -->
<wsp:ExactlyOne>
<wsp:All> <I-- Alternative A1 -->
<sp:SignedElements>
<sp:XPath>/S:Envelope/S:Body</sp:XPath>
</sp:SignedElements>
<sp:EncryptedElements>
<sp:XPath>/S:Envelope/S:Body</sp:XPath>
</sp:EncryptedElements>
</wsp:All>
<wsp:All> <I-- Alternative A2 -->
<sp:SignedParts>
<sp:Body />
<sp:Header
Namespace="http://www.w3.0rg/2005/08/addressing" />
</sp:SignedParts>
<sp:EncryptedParts>
<sp:Body />
</sp:EncryptedParts>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>
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<wsp:Policy
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmins:wsp="http://www.w3.0org/ns/ws-policy" >
<!-- Policy P2 -->
<wsp:ExactlyOne>
<wsp:All> <!-- Alternative A3 -->
<sp:SignedParts />
<sp:EncryptedParts>
<sp:Body />
</sp:EncryptedParts>
</wsp:All>
<wsp:All> <!I-- Alternative A4 -->
<sp:SignedElements>
<sp:XPath>/S:Envelope/S:Body</sp:XPath>
</sp:SignedElements>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>
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<wsp:Policy
xmlins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmlns:wsp="http://www.w3.org/ns/ws-policy" >
<!-- Intersection of P1 and P2 -->
<wsp:ExactlyOne>
<wsp:All>
<sp:SignedParts >
<sp:Body />
<sp:Header
Namespace="http://www.w3.0rg/2005/08/addressing" />
</sp:SignedParts>
<sp:EncryptedParts>
<sp:Body />
</sp:EncryptedParts>
<sp:SignedParts />
<sp:EncryptedParts>
<sp:Body />
</sp:EncryptedParts>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

3EBKQBOMIO® &8 QFLRKIRA O KHRBEA\SLBAEBO LLIMBEFR B @ F CFFaQ> Q FLK
PQOLKBMBKKPEBPPBOPBILIKIPGE®P QFLK>LEPEREFTEFK QBOPB@ QBA
>1QBOKRPIQFISIBR EEKRFKQLCHK CO>PQGBGR @ )XBERBK L TIBADB
KBTMLIF&\D EXB N RCROBQEBLOD BOAEBEDEELDRE>@>IQBOKPRFSB
@LKQO>AK®@EREIB >KFKPIQHEBK ABOFKEKD P QERBBEIPRVMOEPR P?I1B
MBOCLQHEBBRMRTFEES IKRR®®& >@ BFEK S L @>@Q EFBKQ B O ER& @ RLAL K
C>FIP

6.9.7Relations to other proposals and to the PrimeLife project
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6.9.8Status of the WS-Policy proposal

62 /LIFEGBV@>IB" 1B@LJJIBKAKRBMEBI?BPQ>KA>OVEMB A
6B?72BOSFL@B@MOHRIILFBM /LIF@N 3EB2 /LIFGFJIBO /LIF@V
JOF1BRP >S>FI>?IB >P > @LJM>KFLK AL@RJBKQ

6.10Rein
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6.10.1Relations to other standards and to the PrimeLife project
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6.110ASIS WS-XACML
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6.12Security Policy Assertion Language (SecPAL)
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6.13PrimeLife Policy Engines
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6.13.1First PrimeLife Policy Engine
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6.13.2Second PrimeLife Policy Engine
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Authentication Infrastructure

7.1 The ITU-T X.509 Standard
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7.1.1X.509 Certificate and Certification Process
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>P @LRKQOV PQ>QB >KA @FQV

3EB PQ>KA>BKQBRAESBLOIATFKRBYFRB K PROFB@EER OB
PVP @EBRB SBEBXR IFUMIBJB R EM 3 %MmR ? | F @ KHBO/S P @ DR KFKO B
&OLEMP>ABUQB KRAVFSEIBEBQ > K A HOAGID>HB DL OHF QEHR OB
ILLR®D>KFPREMLEBQKBEB PVPQBJ FPPR@®MOQPRER @SB
MR ? HB@ > M >0 Q K@ RBEFP> J B ) Ef8F P Q F K D-R B BEBAFX\B A

#B M B K A RKEPBP P R-FRKIE LRI N ABKBB? BQ TBBR ? HBK AKB J>FI
>SAAOBPP LO > #-2 BKQOV

1LL@ B O Q F@ P& PPREAB IMILVBBR OD>KFPOEFIEKIMIL V@ BR
RPBEBLIMYKVPVPQEILTPRPABEF@OLPLCEG K BIQL OBMP @ >M B
,LW F Bk AM B @>L JBF QH I@B O Q A\CE B 5 & BPR22 +® & O Q FCTF g -ODHBRO
SBKALBIP > B> EAQ@EBO FSECBEIFMD B FKPBMLIGHA P Q FHEPNBK @ B
QEBOLTPMOLM O > A BREXBROTIEK® B > O8O0 R P@ B0 G EB PO & BAQ Q
@BOQFCF@>QBP @>K ?B AFP>?IBA RPBOP O>0BIV AL FQ

7  SIPEK@IPABKACIOBP QFAB® L@ B-FHIM | B J B K QKD EIQKBK
LSBOILKB@BPRHPWPQBEB PQ>KABGAKSBHXKCLOJI®ORLK
FKQL > @BOQFCF@>QB >KA ABP@OF?BP ELT QL TOFQB FQ ALTK



17 RM QL SBOPFLK @BOQFCF@>QBP E>SB QEB CLIILTFKI

Version 3E FFRABK JECHEEEDO LD EB P Q>KAMOIAFBEE®MB O Q HEF@EQ B
>SCCB@QP TE>Q FKCLOJ>QFLK @>K ?B PMB@FCFBA FK FQ 3ERP

Serial Number SEBK Q@ RE® BYE@B A O Q F®B@ MQ KERER PB- DFIKGHBDO F > |
KRJ?BBFPQFRQREDEBBO Q FEP® REFK CLO JFPRFEAKRIBOLRP
T>VELRU>INEBK@BOQF®EBELtE®PBOKRI?BM® 1> FBRABOQFCF@>0QB
1BSL@>QFLK +FPQ "1+

Signature Algorithm Identifier 3 E FPAB K QFEEBFBIPO REBNQEB QP F MKE B
@BOQFCF@>QB

IssuerName 3 E B K>JB@ BB Q@ ERVRD QE®B B O Q BEFERLQB >I"V
APFRE®B O QFCH GRBRERBRYHEK Q¢ ERPVRD RKEAB O Q FAF@BERIBL JB
@>PBP PR@E >P OLLQ LO QLM IBSBI " @BOQFCF@>QBP QEB F

Validity Period $>@@B O Q FEFEEXQIBLOFJFQBIARK@ FJBE AWB OFPE A

ABP@ QOW2BRACQEMNFIKAKBKA>QEMF IBK A >KB>PELCRCBT
PB@LKAIPLPBLKDP @ BK BEGW | F MFBIDBIEA. RBKI BIKKkRR J? BO

C>@ @ RGMD EFBQ O BLKD RMED F 5 BB BA F RIE® B O Q E Q@+ @ KIQB P

TF I RKWD>@ 0@ B O Q BE FREZ-ESE M B 1D RYBG\E B K Q RAPBBRKQ EBR ? | F @

S>IRB FC QEB >PPL@F>QBA MOFS>QB HBV E>P KLQ ?BBK @LJM

SubjectName 3 E K >JB@ EBK QFRLVAVER ? HB@ E@ B O Q F & B @ QFEBRB B
RPBEFEB PQ>KAPO@FKQBIQABBRKFN-RBOQEEK Q B BEBMW E B
#FPQFKD-REBEBALCQEBKQEQBU>IJM'I-B)LB!ILDDR 1BPB>O0O@E
.21 " %O>KIEBRBBOBIQEBR?GBI@QIQLK->IJB .0D>KF P >4XFLXK > |
.OD>KFP>QFLK >KA "LRKQOV

Subject Public Key Information 3 E FFH®) ENBR ? HB®' @ EEBK QFRPK DIJBALDBQEBO

TFQE IDLOFAEKJEC @B @FF@R? HE® O VAWPLOERBYB ILKD P
QL >KA >KV >PPL@F>QBA HBV M>0>JBQBOP

7.1.2Evolution of the X509 standard

X.509 Version 1 (E>PBBXS>FIPFIB@B FAHFABABMIL¥BAREBLPQ
DBKBOF@

X.509 Version 2 3E® B @ SIBA PFALEO L O E@ BR@ BVRY GEK@OP REONRB
FABKQGEFRAMBLPPFREIBRNBR? GK@®@PPRBIAR BXFJBRPQ

@ B O Q VDT L@XQ@ R J PKQMA. OBI@ L JJBEKQ JBRLQBOBR PBM) E>Q
@ B O Q FROFL@IEB P B PBR KF NFRB K Q 5 BO B 6@k O Q F-OHE® BR/BR| V
RPBA

X.509 Version 3 3EBLPQB @EBKIP FLKPRMMQBE P E KU QBKPEBIOB ?V

> KV L@ BXB C 5 K8RJ Q B K KIRIKKD IFRMBE@ B O Q RC. B @+ Q BIBKU Q B KPK LK P
RPGLA>O®BBV 4 P> DFR) RYERBPIBE EHBB \QAMV > O Q M@ R IMAOR ® EP F D K F K D
LKIV>KAIQBOK>QFSHIIREBABK QL) PRRPPLAQFFRr@EMR?IF@

HBW DBt-2 K>JBP J>FAAOBRPBROBBPRMBKBSERPOHBOFQE@ > |
FKAF@BE@ERU QB IPERIRBR EB@KBKCLRE@BALEDU>IMWIB@BOQFCF@>QB
E>QEFBV4PBURBKPPHE O FOKRBILHBYV " "BO QEBRE®BOQFEF@>QB
MOB P BMRIEZR BP@ L JJRKF @-QELLRBROB G B @RQE® B O Q BURBK@EB L K



FKAFQEQBEPPLOWOGBBAEBELRIKVIYVBERP EARFDK@RD Q PKK@ QQBP
CLO 22+ RPB

1l QEB>F¥ @BOQFEFKA-RBRRDOBI>PBAKABONRA #$1
2PQOVEQ:Q>QFAKP @ @ F QBPR B CF KR @B ALFRI BAB P @-0FFF8D | B
T>\WQ P Q LXKBY O > KPEADY B L MEE SEB BKK L TKABP @QQE@®B J? FK>QF LK
PFJRIQ>KBANRIPTBORRIBUFPMEBP @ OVMQFT® T>GERS 3% (7
6LOHF&®LRMFKQEB O L @ERB C F PRXIK AC DA PEK Q B ORBIF ®V
(KCO>PQOR@QROB

7.1.3PrimeLife Impact

P7 SFPO>AFQFRLRPIQWV R@RYRHEE B O Q FEFEBERERAAEIC B O

7 S SBOPEUOKPP RBIURP BAC K LKV .J@ROFB A PR/@ B EB B \5R0 B
KBBARMEBP BO K KLKVJ@RMB A BHIGEFBES> | F A EEMBO F 8BXBQFCF@>QB
D B K B OF3RKEX¥B OF IR R BIG OB/ VIFKQEBB PLRS Q O > K P $ R@EE E R

R P BTG % | PK.B BQAE BFFFEP R B WP@ E BQEE® L O O BI@IQ ENB®PRE®B C CQ D Q
OBMOBPBR@®GRZ S TFI?BMLPPFEZIBELRRP FIB >L&EQEB

PQ>KAFIAR I IOBNREDIBE LT >\) DBMORBPB PQ HBIS>QB OF > |

Q EBQ OR @EMRPOBK FQREB @ B O Q RAOLFRAB @H >P R KE1BU>JIMIB

12 '>KAIFKD S @BOQFEFEWBBBRIQBIGPOLTPBOMMBO>QFKD
PVPQBJP ?RQ FQ OBJ>FKP QL ?B FKSBPQFD>QBA ELT QEBPB TLI

3>HFK@K B QBRO QESBO BUFH FKHE >K A IFX\DI BJB K GSEPBAPKP

MLPPRTOBMORBREBRG RBQECFHEBPGE S CLOJLPBSBIEFP
TLRIA FKQOLAR@B >AAFQFLK>lI @LJMIBUFQV

\ QP PERBOF C FH@®BIEREY O B F E}@® B O Q PCH®KRMBM MHIBY/Q B A
CLOJ>Q FP KBBABA P>JB >P >?LSB

\ Q BEMBO L @ MK B OQ BFEROIK > REMB M O B P B )IBED B K SQ RROB
FIQEB S @BOQFEFERIBORA "OVMQLDBPHMEBEX Q> U
/*"2  2LISFEPROL?IBCDEBFDK>%R&B3MOBPBKQO DB LK
P F D K >QRIOBF & B K QFOFEROL P P P REEF D EEX B @ B DR DMK D B
QHB"2 MOL@ BPPIBPB?IBMOLAR®B7IB SOBMOBPBKQ>QFLK
LGM O F S-BIBQ BE E @BEQ BILRASAF L 19 60 > K AEG MLER IAL O @ B
R TOFICRROTK*"2 PLCQTQB>PPF $BHYKBBUFPOWER
PLR® @B BJB K QKQEMBLKPE >K A2 O A FJIMIBJBKJ t Q FAHBR)
>?2 I RLM>0OPB@E>KCBOJBGBRAQEBWRIAIILTL®IRD FK
FIMIBJBKQ>QFLKP LC KBT PFDK>QROB >IDLOFQEJP

\ IRFIAFKD F $BYXBQ F ®E®B-RB Gteraction ? BQ TBBRRIB®OP BO
> K @ E B O BYEEBD B R B Og@nerating Q EBBPRTQFKD@BOQFBIF@OQB
C O LQE®> @ DO @ FPD P 8 BLIA £ LQE LRB BT FERB@BRA>0V
FKSBPGEIR>RBY>EK BEASBBR2 B@ L JM | BLKEBA) E LBPWB>J VAB P
2R?GB@Q #-

QER®MML O 6 RIOBQN @ EBKRIRI@ OBABEQHK,R2 /*"2 CLOLOQ

>P7 S>Q0Q0® BRQK KFEBS QaB> PETFIPR BA L KFBSP F J FC >0 BfAL K
JBKQFIFKBRPBOQFLRFDRBAROBR (& PBBEE>MQBQLPQCQEB
MOL?IBOFDRK>IQEG> @ DOEMBF DK >Q RDBBQ HJL \ARBKL 8> SB
@I>PPR@RIGPQEBB S@>PBBE®WVJFTFQ@BDXOABFQ>DBLRPA
OBNRFOB > T>V QL OBMOBPBKQ QEB MOLSBA >PPBOQFLKP FK Q



7.2 PKIX

3EB*(7 FP6LOHFK®DLMBWQ>? IFREBER QRUG TFQEEBKQBEQ
ABSB I LMFRKED QB RACEKEVYBRRMMKDQ ?>PBA3ER @ LIMB (7
TLOE>BUM> RBRABREBFRFQESIF (7 KLRKIMOLQBHUBR PQ>KA>ROQ@ P
>|PAB S B IKBMPQ > K ANDOALRVIQ ERBP BT ?2>PB@PFIQ E(& QB OB Q
E>SMOLAR®SEXLILO J>XRESK ACDA®E RIBIRAR M ECDEEOFDFK > |
>KA OBSFPBA P@LMB LC QEB 6&

3EEFQ&EBRB>KAPBAP MOLCFIBABOPFAERO QFOFRSBOPEFR K

"1+ FC LFOPBK H B Q B O IBQE LEIEBPIBCQ QO FBRQE CE®™> QB P# /

S CLOBOQFERI@PQRO:®BB QHEBQBDKBR?IFEMKCO>PQOR@QROB
OR>IFCBRAFCFACEBER" >KAEBKQBOKBQR?IF®V
(KCO>PQBR@ PERO®@®WE BO QF CC Q@ QF@E B T L &

(KCLOJ>QFLK>] >0OB FK IFKB TFQE QEB FKFQF>I P@LMB

3EBBOQFCFI@>DBIBXIRL@LI 1%" QEKIFKBOQFCR@ORB
JOLQL@21 1%" "BOQF CFK@ PG BBEKNRBPQJI>IQ% 1%"
3FJB 2Q01I\N L @A "BOQF CHK@ PBBBR®>DBB® 1%"

(KQBDKBR? IEBMKCO>P BFREQPROGBRQL@W'™P >KOEBPIBC
%3/>KA33/ CLQO>KRM/FOQMBO>QPAKP >0OBBMOBPRIKQEBFSB
BUM > KPAGBIAMIB (7 >FQ EBREBBB MO L Q IA® & BRI IFMBEE. O H RKOOL R Q
MOLCFIBP LC (34 /*( PQ>KA>0AP

7.2.1X.509 Attribute Certificate and Privilege Management
Infrastructure

7 S OB @ L JJB KR@ FLABRD E F Q B@ RRRIBOD B JBHAE &

C L OLIC Q Q O F"BRO@EF C3FE@ QIR0 ® BRONECOR@ B PIBOOHFKBOBO LS FAB P
CLRKARQAIKE F @EF S F]BIOBDBJBKQO>PQOR@@ RKBBRFBEBP B
FKCO>PQOR@QROBP @>K PRMMLOQ >MMIF@>QFLKP PR@E >P >

3EBFKAEGDOFSBIEBB R QFRM U LS FWEAR Q E IQEFQRIFD FRFDKB A
A>@% OR@ QIREBAY Q O® BROME CFEDSHNBRE? | F @ BI6G ¥ MOLK® >89 F K D
B U Q B KAFBRILAKBM | F@ELRE MR O MAPE L O 1509Q Q O ® BROMBE-FOA FICRXEBRA
EBOB FK@IRAFKD >K BUQBKPF?FIFQV JB@E>KFPJ >KA > PBQ LC

1BSL@31TFQK O @ERBFOA@ QO BRL QBKBBABABU>IMARP LIB
BKSFOLKQERBQ® O @BROXESC FaAF@B/F>ARBSBPEL BQDFKRQBP

KB D> @B BALOOBSL @P @EIBK®EC LOK\D B> P1Ke R Q E LADEFSL\H B P
MOBSFERPRRBA O®BOEFCHRIDFEEL B>? 1B LB >QE 9B S L @B OF LK
L@@ROOBA PL QEBV AL KLQ RPB >K RKQORPQTLOQEV @BOQFCF

1BSL@ *OF@EKB @ ERERPHRPBRALQREHAPBSL @ 3G BILIORLEQ
OBSL @ FEORRRAB C FKG B B @ F CHKGR> | RAEH Q B K PIB® ERGKR J
>PBIQOOBSL@FPFLRBKPRAARPFRULOBKPOBRE FEB®AK? L QEE B
@BOQFEKB@®SIQ@ F@RLKB FRA BRI PABCSKRFQFURBKQELX@B
RPBCRI QL QEBFO PMB@FCF@ BKSFOLKJBKQP

PVPRPFKOQ QO® BRQK 6 BAB X B ANIBOIRP FKP@@ 0 Q ECHE@ > QB
>MM | F @0Q FELEKARGIERRO C L QEF$D FA>QIRIRABCFEBABK @ IRAFKD



S B O F QQVEBKD) B D OFEEVB O Q FQFP® GBS L @P QF @ R K QP> | F AFFM@\E
OBPMB@Q QL QEB FKQBKABA RPB

3EFPO>JBFKA@H RKBP?BQMQFBKBIJBREPQBM M O L MIOIWHOLE B
BKSFOLKJBEQRIER AB+P/ABBC FKR@A JMIG B®BP >J B TA KR P X
BKSFOLKREBKED @ LJM L KEKBB C FIKRB/E3 PRBP BALEU > J 1) EBB-OB

BK S F O L KIEBK@PPS L @0 6 RIO ® BROMB-FOR LAXBQRFFOBSFABDBD > Q F L K
>KQEBPB®OLIBOBI PLPMEG@IEEDR >JB UEQBLRKFSBOMMING >?1B
'LTBS BE BFEBK @ | EABRAF R B @ F FLQE®E LKIBS F O L KIBAGEPR S B
OBNRFOBIBEB®>K P2LBPRMMLDEBBRO B @ © B@\Q O @BROXBFCE @ >QBP
MOLSFAB ORIB ?>PBA >@@BPP @LKQOLI QL #FOB@QLOV FKCLO.

7.3 XML Signature

7.3.1Specification Overview

3EB/,+ 2FDK>RRB® FCF@>DHDAB P @ G CABPIQ > KBR P BAL
BK@>MRROYYE) LB BB KIEG&RIBH QD>I0mK & >KA P F DK +
AL@QRIBKRR?PBCPR @AE @ R JBE@EPMB @ F CFFROBRFIKIBBE FDE |V
BUQBKPFDRKBKAC L OJ@CKRAKR ? GBOY F Q> C L O BQHHEXHRF K D
IDLOFQHEJ@EO VM Q LK MEBFROG PBBBK PRCFB @& 1 (PKAEBOBCLOB
BU@QE>KDB>?IB

QVMP@EDK >@ RCPEFGSgPedinfo BIBIJBXKEABP @ QEBB@ETBOB
PFDKBHRAQEBQBMPMIRBAFKLOABMBKBMEBEDK>QRBB®FCF@>11V
Signedinfo  FA B K @FE@BFKR K F @ $BROEQ@ES BKI M IEB O > K FQEEEBDRIJ B K Q
FOQFKGK @ @RQ BXEBF DK YGREBKAKKRJ?BReference BIBJBKQP

$> @K E BRBJBKAQFPK QPBPRR®®@ @ R PERCPBDE +MKO>KPCLOJ>QFLKP
>AFDBBQELRKAAFDBPORE. @LJMREBF KPHD K >SyRedliBlo  F P

@ >KLKF @>FBBMR F D CEAQ L QAFHEF SBRDK>QBDBRR®ELOJ>QFLK
>?LRQ QEB PFDKFKD KePMo@BKB2BKWM>0Q LC >

3EBMOL @BPECDD,+ 2FDK>QROBEEB® @&erence B IBJBKR
ABOBCBQBK®BOLIOEBAEBRAS > | FARBXY, + 2 FD K >QRE®B C\ OFE P
QE>Q QEB OBCBOBK@BA OBPLRO@B >P QO>KPCLOJBA T>P RK(

3LBK>74BCCBDBKIKAOL>RBO0>KJF@PF DK >PRNDBQ EDRjE

B 1B JBKKB U Q B K PNF 2 FIKER @>EV F KM > O Q FHA. RAMaDifest TEF®EV
FOPRACI|IB @R®deedice B 1B JBKOQIP@ B EPRefeidnce BIBJBKBRPEFK
Manifest AFC CEQNO L @ BPLREPBF @ GBF O ® ® BI A GiBritdInfo

3 E BR/B KA TBA B O B C B Q BVR@BREE-FELICI F D K -QER QS L bS8nfest
TFABMRBKQBEBM | F @-LXFEYHED >J MUB-KF OEP@BRP R ELIAFDBPQ
S>|RIBPR | Q KVB B O B P BLKIQ BFB-R BIBI L FEGQE 8P FBF D B BB K L RDLED
LKB LC PBSBO>I AFDBPQ S>IRBP QL J>Q@E

3LELIG RO ®@EB® >RERIC BE QFE®@W Q FSighatureProperty B 1B JBXQ

L@ @RQERbject BIBJBBBBPBJEKRMB @ F S B BPIMKBILAAAAFQFLK>I

FKCLOJ>QRE® O B 3 (EREM OFDFEIX >R S8 D? BRP BYE LIRKCLOJ>QFLK
>?LRQ QFJB PQ>JMP LO PFDK>QROB DBKBO>QFLK E>OAT>0B



7.3.2Status

7,+ 2FDK>FFROB >RAJIWV | BJ BKNB@ F CHK@®RPEFRLK> PFFD KFBBPJFQF SB
CLO>JLKDQEBOPR+ >KA2 2BQROEFBDV$2 .7 #$32 PMB@ FOFL@>QFLK
>AS>K@BA BIB@QOLKF@ PFDK>QROBP MOLCFIBP >KA BUQBKAP

3EBOFDFK>IFDK>RONRE®@F OF@+ G RBHSB | PNB A >KQ EB3% KA
CFOBOB>MPEHA" 1B@LJIJBKAKQFLKQEBFLETOF QREBPAP@RJIBKQ
6 " FPBSF BT FRE® EV KDBAFRAMR ? | F @ PQ BIEAISKA QLD K7 +

2 FDK>DR®@IBJ JB K ALBMR K| F @G K P© R JBKIOEK 3% O > J B FIPO H
BUMB@QBA

3EB " 6LOHPEKBUZQBOA + 2FDK>XXRROB $K @ O VM GFARKDK @
6LOHPERKM 2BMQBJI?BO IBA QL > MOLMLP>I CLO KBT TLOH LK

"E>OQB®BIV QEEQQM TTT T WDPBM@+ 2B@ROIFQWFKD
&OLRM; MROPRBP QTL J>FK >SBKRBP

\ PBQFK@ OB BBEKKIBEBUFPRRFKIFDK>QRIOB $K@OVMQFLK
PMB @ F C R@@>AQ&AQ ER M MLIOIA A F Q ALE Y M Q L B (D\NOEFFQ& J P
%B?0OR>O0M>POIBLOHRIODCIA + 2FDK>QROBR?IFPEBA
+>POIBLOHRIODCIAN + $K@ OVMEPKKQ F @A NG DIEBF 6 P (T
LC S3EBE>KDBBK ESMBBR PEQEEMB@ FCR@BC@OBEEKQ > |
>FJBA >Q KB>0O QL JFA QBOJ ABMILVJIBKQ

\ JLOB>AP@SFEBEBVMB@FCHO@>RQPEENKLKF@ ILAB P QFLK
QL AAOBRPP PRLEP Q QB RGICP-Q@EB MEK @ BPPNBOCLOJ>K @ B
LEJIJMIBJIBKGEFPRKOPT B IGO0 HRIOD SRRLJBB P KD RBFS B
?BBK MR?IFPEBA QEFP TLOH FP MOL@BBAFKD LK > PILTBC

7.3.3PrimeLife Impact

(K O F JB ABE BFEK Q B FB@® O\ @ R BEXDSB XK@ ¥ K @PAVKD@ 6 P K X0BR O@B A
MOFJFQREEPFJFPIK@BPOBRNMDK>QROPR @ KB FRBDK>QROBP
'LTBSBRBD> FKK Q FXBF QB FFPGK LK V J@ R A BXEERSHP F AB>OFBQV
LECB>QREBPLYE BIB JR | LQENB OF BKE ¥ K GBRE D> KFER GAD O LR M

P F DK >9RE BP-FEBVOBI PLI>GRAF I AHK B K B> PG RO,@BP BOSFKD

> Q Q OFARE¥B @B PR GE EILER OF P @ R® PRRIZ{ B MIQOBB K BIBE L @.-KP
>SKLKVJLRP @OBABKQF>IP >P QEBV @LSBO JLPQ LC QEB @>PBP

3EBOGB6MB S BIOVIPK EF ®ED K> QIRAOKBLK V J@FOB A BXXUEB- PO BIAP B
OBI>QFLKP >0OB BI>?LO>QBA LK FK QEB CLIILTFKD M>0>DO>MEP

XMLDSIG as Format for Private Certificates

SERELOC@OBABRU@PHIEKLTIBLA®BFDK>QBREH KFPROBQFJIBP

@ > | (BRABO F SE)XBQ FEEBFIIGKBBAR B ? Q> FKBEKQBOMO@ IQFIS@ L |
?2RQ FQ @LRIA ?B PQLOBA IL@>II1V FK 7,+#2(& CLOJ>Q

PLKIMKLTIBIAGHEMBF D K >RIRQ BSEKEFORBL QR @KEB BAB U @ E QKEBP B
PFDK>QROBE QIS B O F GKFXEIDYVEFPRIZBILP QK> 0 @ E B ERAKD >
BU@E>KDB PQ>KA>0A CLO PVK@EOLKFP>QFLK ?BQTBBK AFCCB(



XMLDSIG as Format for Anonymous Credential-based Signatures

/OLLICHKLTIBA®BIBB @C BB CFASR @ > PBF D K L. Q@ &P BRBRAHBB/Q
>SKAFCCBRQRIOF@RBBFRORERAIL K FKQBWMG @REFREEBF>Q 2E>JFO
EBROF PRW L TAKF D K >F)@ BB B Pl LQTE B R M O LB> @FD E KR DK >QR OB P
DOLRM PFDK>QROBP J>KV OFKD PFDK>QROBP

2LIBR QEBFPB>Q 2EBROFPRFAD K >MEDLEFS B KR K > REOBEQ L
QEBRODBKD(& O>JBTE @BHP F D K PQEREHRER Q BB P P >MLE PIQB B A

Q 2 BF K MFRQE® | B>RID> QEMB P>P EQ EBRRP@EPPBOQFPK Pk PRES G P

M O L:SPBP B OXAIREBQ QO L TR QOBRBRREEBR LKV I@ROBABRQERN
PFDK>ORO®BRBDK>QRKQLRBEB P EMRE QEBO >JB TP HBB N REBB
JBPP>DB FK QEB @IB>0 >KA QEFP TLRIA ABPBOSB CROQEBO BS

XMLDSIG as Format for Credential Shows

3EBIOLLEKLTIBA®BFDK1E® 6 B 6 K PRGEFEPM>P RRREB
LOFDFRBK >LXRE BPBQ O FPRYBOF EEBW> P PIFKED @ BOABFRO>? B

M O F SYw@B\P BNDG [EM BRORQEFIRAK | F K HOOEPRB RE B K >REIRG BAGPSHELE R OB
>QQOF@RRAPPELRFADQQOF?ROB®@ FQELEB>QA@DBRLKVILRP

@ OBABWQESKERBEFRQB O M K IKX@I@PLPKFIPEF D R B@ EFBP BBE R P B O
LKIQO>KPQEEFIPK 1QROBKBEBOBABRORBOKBTLO DEPBSB>IP

IBPP FKCLOJ>QFLK >?LRQ A>Q> QE>Q T>P >IOB>AV PFDKBA EFA

3ERPD>@K RIBBUMOFRPBA2 (& KABPB CEBFRIEKP FABO@ QFQK @ > |

M O L MLBID,® \2 F D K >FORREIEB @EP BD K >QRIOBAQELIMGE M IF B , +

ABP @ OLFGY BFEFLDKK B @ B QFEAB P @ OFH@ IFRABPS PIR B) EFBFD KB @ >
3L>MM3$¥% S >KBEDXKFIKDL O F GERRP B | B @ @BSEI®IQ O F FRF@BIQ B K
ABPFO>?IB QL ?B >?IB QL AFOB@QIV FKQBO>@Q TFQE QEB PFDF

2 R @G\E OBKAQEB O ST@ QEEBED KB O B 6 K @ IRRALBT LIKDM > Q QPEBF DK B A
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7.40Auth
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7.4.1Protocol flow
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7.4.2Trust and privacy properties
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7.4.3Specification development
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7.4.40pen Source Implementations
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